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Cut Development Time 
Using In-Circuit Emulators and 80M's 

, T \lin 011 logging 
'File_Log T oSCfeen "No" 
'FiIe_LogToFie "No" 
, trace con/ig sI1if 
T race_ T racePort "208" 
T race_ T raceBoard 'Yes" 

Macros 
• Macro debug capability 
• Project support 
• Command line 
• Shadow RAM support 
• Single step in your macro 
• GUI capable macros 

Key Features 
• Real-time emulation at maximum chip speeds 
• High level support for popular C compilers 
• Advanced tracing capabilities 
• Configurable user interface with remote hookup capabi lity 
• High speed connection to PC through parallel port (LPTx) 

or plug-in ISA card 

Nohau Supports These Microcontroller Families 
8051 80Cl96 683xx 68HCll P51XA ST10 
MCS296 MCS251 68HC16 Cl66 68HC12 M16C 

-

www.nohau.com 
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51 East Campbell Avenue, Campbell, CA 95008 
Phone: 1-888-88NOHAU (1-888-886-6428) 
Fax: 408-378-7869 E-mail: sales@nohau.com 
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u now, I haue the tools to keen my nfoject on time." 
I remember when I budgeted for my project. I refused to spend 
money on debug tools. I didn't think I would need them. 
The money I saued would make me a hero. 

now, my project is one month, two months ... 
sill months ouerdue. nobody thinks I'm a hero. 

Fina ll y, if there is a subtle issue during the integration of hardware, 
Microtek EA emulators are capable of providing a clock-cycle-by­
clock-cycle trace that allows you to view each signal and determine 
whether it was in the correct state. Microtek 's tools are clearly superior 
to software debug solu tions. 

What would I giue to get some of that time back? 
URGENT! 

There has never been a project that couldn 't use 
more time when it's critical ... like in fina l testing 
when everything has come together ... or in final 
debug, when everything is going down in flames . Microtek debug tools can make time. They speed up 

development and testing, saving you precious time 
at the end of the project, where you need it most! 

If you are developing a Pentium 
class target using a reference 
design or off-the-shelf board, 

please take a moment to speak Microtek emulators offer the debug features you need 
to track down and correct software, hardware, and 
system integration issues. They can find the errors 
software debuggers cannot see. 

with our staff. They will insure your 
design is on track, and tool friendly 

if debug is needed in the future. 

Wouldn 't it be great to deli ver your next project on 
time? Next time, be sure to put a Microtek emulator 
in your project plan from the start. 

It will help take the knot out of your stomach. And it 
will improve your company's bottom line! 

First, em ulators can debug before the operating system is 
functioning. I f an unexpected issue is affecti ng boot up, an em ulator 
can find it. They are also operational after a hard crash. This i 
significant, because software debuggers lose debug information. 
Microtek emulators keep track of the last 128 KB of bus cycles, 
allowi ng you to sift through and find the problem. 

Additional interfaces: CAO/UL ~ and Windriver Tornado II~ 

Financing Avai lable 

MICROTEK 
I N-CIRCUIT E MULATOR S 

1 (800) 886-7333 
Phon e (503) 533-4463 
Fax (503) 533 -0956 
Email - info@ microtekintl.com 
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Michael Barr 

The More Things Change 
,."e work of embedded software deve l­
I opers hasn 't changed sign i.fi cantly in 

th e 12 years that Embedded Systems 

Programming has been published . Sure, 
mo re of you than ever are using 16- and 
32-bit processors in your designs, and 
th e use of high-leve l languages has made 

substantial inroads against assembly. But 
the basic responsibi lities and day-to-day 

hassles of the embedded systems pro­
grammer are much the same today as 
they were way back in 1988. 

Fro m th e start, ESP has committed 
itself to providing prac tical, technical 
information that you can use to get yo ur 
j ob do ne, and done well. Along th e way, 
it has also tracked some of the trends 

and changes affec ting our industry. 
Some, like programming in C, have 
caught on ; o th e rs, li ke fu zzy logic, 
haven 't fared as well. 

T his month the magazine is making a 
change of its own , as I take over the edi­
to ri a l re ins fro m Lindsey Ve reen . 
Lindsey has served as ed itor in chief fo r 
just ove r five years. During his tenure, 
l!."SP s circulati on increased by 50% and 
the size of an average issue approxi­
mate ly doubled . When we increase tile 
circulation aga in late r this year, we ' ll 
have 60,000 readers-embedded soft­

ware developers al l. I'd like to thank 
Lindsey for his hard work during th ose 
years and to congran alate him on a j ob 
we ll done. 

Fortuna tely, Lindsey is moving up in 
our o rganiza tion ra the r than out. In his 
new position as gro up editorial d irecto r, 
Lindsey will manage CMP's coverage of 
embedded systems across mu ltiple mag­
azines, conferences, and Web sites. So 
he' ll sti ll have his hands in the mixing 

bowl. 
As an enthusias tic long-time reader 

of ESP and an embedded software devel­

ope r who sti ll li kes to get his hands dirty, 

I know what th is magazine is about and 
why you read it month after montll . As 
technical edi tor, I've done my best to 
learn about th e business of editin g too, 
and to understand th e magazine 's edito­
rial p hilosophy. 

The long and short of all th is is tha t I 
think ESP already has an editorial fo r­
mula that serves th e needs of its readers 

well. So I'm no t looking to change our 
course in any significant way. 1 wi ll con­
tinue my efforts to imp rove the quality 
of our a rticles-both fro m a technical 

and a readabili ty standpoint- and to 
retain and attrac t the best columnists 
and write rs in our industry. I wi ll also 
seek to increase ou r coverage of such 
core topics as real-time concerns, C and 
C++ programming, devi ce drivers, and 
software design . And, finally, I wi ll con­
tinue the magazine 's long-standing poli­
cy of excluding d irect and indirect prod­

uct pitches disguised as articles. 
Please don 't eve r hesitate to tell me 

wha t you think- good or bad-about 
eitll e r ESP as a whole o r a particula r 
issue, a rticl e, o r co lumn . I pe rsona lly 
read and respo nd to eve ry e-mail I 
rece ive from reader and your com­
men ts never fall on deaf ears. As fa r as 
I'm con ce rn ed , this magazine exists fo r 
o ne reason and one reason only: to he lp 
you do your job be tter. So keep reading, 
and rest assured tlla t the more things 
change, the more they' ll stay the same. 

mbarr@cmp.com 
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Reader's Lament 
A fresh copy of Embedded Systems 

HProgramming. perfect for 
lunchtime. First thing: flip to the back 
as usual . (I'll check out the rest of the 
issue la ter.) 

Well, you know what happened. 
Sad lunch. 
It's hard to write about a writer, but 

I'd like to pass on some of my percep­
tions about PJ. Plauger's writing. 

Some writers are controversial 
just for the sake of calling a ttention 
to themselves. Some writers are tech­
nically savvy, but leave you suffering 
from a high reader-effort to con­
ce pts-covered ratio . Some writers are 
personal and breezy at the expense 
of content. But there are a precious 
few writers who can show you things 
yo u might not have thought about, 
show you why they are important, let 
yo u know how they re late to the 
a uthor ' personal experience, and 
leave you with the fe eling that you 
just had an important and stimulat­
ing conve rsa tion with a bright and 
friendly mentor. 

P J. Plauger is one of the rare writ­
er to put it all together. Embedded 

Systems Programming and its readers 
have been fortunate indeed to have 
had the benefits of his columns all 
these year. 

I'll really miss those lunchtime 
chats he and I used to have, even if I 
never d id get a chance to meet him in 
person! 

Chris Vickery 
Qu ee n s Co ll ege o r C UNY 

Test results: 'e' 

While I, a grizzled embedded sys­
tems veteran, may not agree with 

the usefulness of every question in 
Nigel Jones' article, "A 'C' Test," (May 
2000, p. 119) , on the whole I found it 

both interesting and educational . I 
think that Question 11 (interrupts) is 
especially meaningful and that this 
re lates to a key area for potentially cre­
ating unstable software. As an example 
of the article 's educational value for 
me: though I have used C for about 
the last 15 years, I d id not know that 
you could use the U modifier on a 
#define'd con tanto Well , now I do, 
and I immediately began using it to 
improve the self-documenting quality 
of my code. 

While I suspect that several others 
have already commented on the fol­
lowing "bugs" in "A 'C' Test," for what 
they are worth, here are a couple of 
things I observed. 

Question 1: Whi le the #define 
compiles just fine , it does not work if 
you actual ly try to use the resu lting 
constant with any of the several 
Borland compilers I used to test th is 
technique. (One of these days, I am 
going to drag out the old Franklin C 
Compiler for the Intel 8051 fami ly I 
have and see how it acts.) As I recal l, 
the error messages were the same in 
every case for the various Borland 
compilers. For example, using the 
BC++ 3. 1 IDE, if you code: 

#def i ne SECS-PE~YR (60 * 60 * 24 
* 365)UL 

the previous line appear to be okay, 
but later: 

creates a DecLaration syntax error 
message: 

uns igned Long uLB; 

i nt mainO: 
uLB = SECS_PER_YR; 

This causes a "Statement mi s s i ng" 
error message. This can be fixed by 
moving th e UL to immediate ly aftel' 
either of the 6Q; or the 24 in the 
#define. I suspect this is related to 
the fact tha t 60 * 60 is 3,600 which 
fits into a 16-bit unsigned integer, 
while 60 * 60 * 24 is 86,400, which 
does not. If you put the UL immedi­
ately after the 365, then the compi ler 
errors go away, but the result in both 
uLA a nd uLB is 7,615,360 instead of 
the desired 31,536, 000. Interest­
ingly, d ecimal 86,400 equals hexa­
decimal 15,180. If you mask this to 

16 bits you get, of course, hexadeci­
mal 5,180, which equals decimal 
20 ,864. Finally then, decimal 20,864 
times 365 just happens to equal 
7,615,360. 

Hmmmmm. 
Question 15: If you compile it as 

printed, you get a "MispLaced eLse" 
error. I suspect this was a typesetting 
error and th a t th e author should 
not be blamed. However, I "correct­
ed" the cod e by moving the eLse 
down between the two puts lines like 
this: 

char cPt r; 
i f ( ( cPt r 

= NULL) 

(char *)maLLoc (0) 

puts ( "Got a nu LL pointer"); 
eLse 

puts ("Got a vaL i d pointe r" ); 

This snippet produces the mes­
sage "Got a nu L L poi nter" us ing sev­
eral different Bor land compilers 
that I tri ed. As Mr. Jones said, what 
is probably more important here is 
the reasoning used by the applicant 
to decide wh ich course the library 
routine should take, Personally, I 
think I much prefer the nuLL point­
er result over th e other alternative, 
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as I believe you are less likely, in that 
case, to create unreliable software 
by toring into "ma LLoc'ed" memory 
that you do not own. I am presum­
ing here that a library routin e that 
returns a non-NULL pointer from 
the ma LLocO call may well be point­
ing to a location in the heap that is 
"owned" by some other function ; or 
worse yet, some other task. Even 
worse, suppose the "owner task" of 
the pointed-to location varies as the 
system runs. I suppose I have seen 
worse software problems, but this 
one would not be a lot of fun to 
debugl 

Charlie Carothers 
CCaro lh e rS@ lid e l. com 

Co-verification methods 
Tn his article "Co-Verification and 
J.system Abstraction Levels" (June 
2000, p . 90), Bob Morasse correctly 
identifies co-design and co-verifica­
tion as the central problems for 
engineers creating system-on-a-chip 
products, and the article gives a 
good overview of the concepts 
involved. 

But I was surprised to find no 
mention of one of the latest and most 
effective co-verification methods: 
high-speed , clock-accurate C simula­
tion of a complete system mode l, 
both hardware and software. By mod­
eling the hardware RTL in standard 
programming languages like C or 
C++, this type of simulation runs 10 
times faster than HDL. And by faith­
fully simulating complete hardware 
behavior at each clock, this method 
captures all the key details of hard­
ware/ software interaction, including 
interrupts, cache misses, pipe line 
stalls, and so on. 

This kind of "RTL C" model is 
great for software developers , 
because it's easily integrated with 
standard IDEs and debuggers and is 
fast enough to support interactive 
debugging cycle-by-cycle. The RTL C 
method was pioneered by a company 
called CAE Plus in Austin, TX. CAE 

Plus offers several tools for creating C 
models for cores and ASICs, includ­
ing a product called Afterburner that 
automatically converts RTL Veri log 
into clock-accurate C. CAE Plus also 
provides support for software devel­
opment using the Green Hills tool 
chain. 

Kerry Kimbrough 
kkjpr @lid e l .co m 

Author Bob Morasse replies: 

The article was adapted from a paper I 

gave at the ESC last year and does not. 

address the advances in C/C++ HW mod­

eling that have been coming along oj late. 

Intrinsix has been looking closely at the 

emerging C-based tools Jor high-level system 

modeling. We have had some experience 

with CynApps and System C and are also 

looking at C-Level. I'm interested in hear­

ing some more about CAE Plus. 

There seems to be a bit oj a flushing out 

going on with respect to standardization oj 

C constructs Jor HW description, as well as 

conversion from C to HDL. I would expect 

some great progress in this area in the next 

12 to 24 months. 

Medieval theology? 
A lexander Wolfe's otherwise good 
I"\article, "All iances Drive 
Embedded Linux Towards Prime 
Time" (June 2000, p. 49) had some 
errors, particularly in its coverage of 
the real-time extensions to Linux. He 
writes, "[w]hether its kernel can be 
extended to deliver real-time deter­
ministic pe rformance is another 
question entirely." This question has 
been answered for a long time-see, 
for example, my article in the 
October 1997 issue of ESP entitled 
"Linux as an Embedded Operating 
System," (p. 96) whic h describes 
Real-Time Linux . Even then 
RTLinux, a project started by Victor 
Yodaiken and Michae l Barabanov at 
New Mexico Tech, was a fu lly func­
tioning and mature product. 
Continuous improvements, primarily 
in the areas of ports to other archi­
tectures, symmetric multiprocessing, 
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and PO SIX compatibility have been 
made since that time. Although it 
uses an unconventional program­
ming model, RTLinux proves that 
one can use Linux for real-time 
applications. 

Wolfe also mentions RTAI, another 
real-time extension that uses the same 
principles as RTLinux. But he implies 
that RTAI is produced by Zentropix 
and that it is not yet complete. In fact, 
RTAI is an open source project by 
Paolo Mantegazza and others at the 
Dipartmento di Ingegneria 
Aerospaziale Politecnico di Milano. 
Zentropix and others have con­
tributed to the project, and Zentropix 
distributes it. Like RTLinux, RTAI is a 
complete, working system-both are 
used in real applications today. 

Finally, Wolfe wanders into the 
"open source" vs. "free" software 
minefield, calling open source "a 
concept pioneered by the 
Cambridge, MA-based Free Software 
Foundation ... . " As Richard Stallman 
never tires of reminding people, the 
FSF champions "free" software , 
which emphasizes users' rights. On 
the other hand, the term "open 
source" is used by those who believe 
that allowing users to have access to 
source code is a superior software 
development model. These people, 
of whom Eric Raymond is perhaps 
best known, downplay the ethical 
dimension and emphasize the practi­
cal advantages of making source 
code avai lable. While to the outsider 
this all may sound like a hairsplitting 
medieval theological debate, a writer 
commits a Jaux pas like Wolfe 's at his 
peril. 

Jerry Epplin 
j e rry @s le reo tax is.co m 

WHAT'S ON YOUR MIND? 
Embedded Systems Programmil1g welcomes feed­

back from readers. Please send any questions or 

comments to Editor in Chief Michael Barr at 

mbarr@cmp.com. We reserve the right to edit all 

letters for clarity and length. 
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Haven't you got better things to do than integrate 

someone else 's microprocessor core? Thought so. 

Wouldn 't you appreciate a 32-bit microprocessor 

you can configure yourself, so it integrates into 

your system like a dream? Thought so again. 

But then you usually wake up. 

Not this time. When you configure the ARC, 

you automatically generate the tool chain , the 

interfaces and code that allows the ARC core to 

integrate smoothly and seamlessly into your 

system-on-chip . Leaving you time to design new 

features not glue logic. 

ARC also provides the ARChitect configuration 

and customization tool. as well as full hardware 

source code, so future changes will be a breeze 

- not a breakdown. 

The ARC user-configurable processor makes it 

easier and quicker, from beginning to end. 

Which is why our customers - and your 

competitors - are getting to market faster . 

Download a free demonstration of the ARC 

processor configuration tool at www.arccores.com 

It won 't just make your day shorter. 

It'll make your day. 



News Vectors 

Antennas Predicted 
to Get Smarter 
Big things are in store for antennas in the coming years. According 

to a report from Allied Business Intelligence, the rapid growth of 

wireless users worldwide will create demand for "smart " anten­

nas, devices which compensate for t ransmission interference. This 

will allow developers to, in the words of ABI analyst Frank 

Vasquez, "squeeze more capacity out of existing networks," as 

well as giving them more flexibility in deploying new ones. It 
would appear that smart antenna manufacturers will be up to the 

task. They're boasting of capacity gains from 50% to 100% in dig­

ital networks. The range within these two figures depends on air 

interference. 

Another good sign for antennas is, according to the report, the 

increasing integration of GPS applications into everyday life. The GPS 

antenna industry is already experiencing significant growth due to 

factors such as sales of in-vehicle navigation systems and to a lesser, 

but steadily growing, extent, cargo/fleet tracking applications. 

Lynx Now 
LynuxWorks 
Lynx Real-Time Systems has changed its name to LynuxWorks to 

reflect, according to an announcement, the company's "new focus on 

bringing the benefits of Linux to the embedded market." 

"The embedded software world stands to benefit from the stan­

dard, open, multi-vendor solutions provided by Linux, and our full 

commitment to support it," said LinuxWorks chairman and CEO, 

Inder Singh. 

Embedded conference 
heads north 
This September's Embedded Systems Conference in San Jose marks 

the end of an era. To accommodate industry growth, the 2001 con­

ference will now take place at San Francisco's Moscone Convention 

Center on April 9-13. The change affects subsequent conferences as 

well, with ESC Chicago being rescheduled for July 9-11, 2001 at Navy 

Pier, and ESC Boston to take place September 4-7, 2001 at the Hynes 

Convention Center. 

Briefly Noted ... 
TASKING plans to integrate rea l­

time operati ng system and embed­

ded [ntemet capabilities with its tools 

p o rtfo li o . * I-Logix Inc. a n­

no un ced th e re lease of Rhapsody 

Mo d e le r, a f ree e diti o n o f th e 

Rhapsody deve lo pm e nt e nviro n­

ment. * The following companies 

have joined the Embedded Linux 

Conso rtium : NETSilicon, 

Accelerated Technology, 

Applied Data Systems, a nd 

Reasoning. * Tundra 

Semiconductor a nn o un ced a 

record 46% revenue increase from 

$27. 8 mi ll io n fo r th e yea r e nded 

Apri l 30, 1999. * Analog Devices 

has added C++ language support to 

its VisualDSP development environ­

ment. * Scenix closed a $42.1 mil­

lio n equity investm ent whose par­

ti cipants included Cisco Systems, 

Dell Computer, JatoTech 

Ventures , a nd MSD Capital 

a m o ng oth e rs. * Green Hills 

Operations Per Second's (BOPS) 

Manta DSP chip as pan of an agree­

ment in which TSMC jo ined BOPS' 

All iance Partne rship program and 

BOPS joined TSMC's Design Service 

All iance. * JEDI Technologies has 

j o in ed th e MIPS Technologies 

Allian ce program and wi ll provide a 

Java acce le ration o lutio n fo r the 

MIPS32 and MIPS64 architec tures . 

* Altera announced a li censing 

agreement that enables its customers 

to access ARM core-based embed­

ded processor tools fo r th e ir pro­

grammable logic designs. ARM wi ll 

supply A1tera with the ARM9 Thumb 

technology-enabled embedded pr<r 

cessor cores fo r use with the Alte ra 

APeX architecture. A1tera has al 0 

licensed MIPS Technologies' em­

bedded processor cores fo r system­

on-a-programmable-chip des igns. 

MIPS will s upp ly Al te ra with a 

MIP 32 4K pro cessor co re . * 

Motorola announced a number of 

new products tha t wi ll supply PC 

Software announced tha titwill o f- manufacturers and the automotive 

fe r e nha nced de bug suppo rt fo r industry with Bluetooth wireless tech­

Agilent's High-Speed £ 5900B em- nology. * Lineo announced the 

ul a tion probe. * Taiwan creation of the Industrial Solu tions 

Semiconductor Manufacturing Group to focus on real-time too ls fo r 

Corporation (TSMC) has been ch<r the industri al control and military 

sen as the foundry fo r Billions of marke tplaces. 

NAMES IN THE NEWS 
Centura Software Corp. has appointed JOHN WIS£R vice president of 

product management, LEU VASqUEZ senior product marketing manager 

for information appliances, JUN TAKEMORI president and general man­

ager of Centura's embedded systems office, and JOHN ARMENAKAS man­

aging director of the Asia Pacific office . • Lineo has named KIM D. 

CLARK vice president of engineering and ALLAN SMART vice presi­

dent of the professional services division . • JOSEPH NOONAN has 

been apPOinted vice president of worldwide sales and services at 

Software Emancipation Technology . • Caliber has made DAN MCKAY 

director of system architecture. 
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cations without any 
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present 
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future 
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in their future products. 
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new products to market 
faster than ever before. 
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Don Morgan 

Motor Rotation Control 
Motors, of all sizes and shapes, 
are 0 common th at how they are con­
troll ed is a subject ofte n taken for 
g ranted. Neverthe less, the principles 
involved in cau ing a motor to turn 
and controlling its motion are by no 
mean s trivial. This is complicated by 
the existence of so many diffe ren t 
kinds of mo tors. No t o nly do these 
motors some times invo lve diffe rent 

principles of operatio n, but may pos­
sess diffe rent physical impleme nta­

tions as we ll , some quite exotic. 
This month , we will begin a descrip­

tion of the Park and Clarke algorithms 
commo n in bo th the analysis and con­
tro l of DSP-based moti on contro lle rs. 
Because a ttempting to launch even an 
elemen tary description of these algo­

rithms is impossible without knowing 
some basics abo ut motors and the ir 
control, we will have to pend some 

time studying concepts and mecha­
ni ms tha t some may find unfamiliar. 

The DSP is bringing the power of 
mathemati cs to a great number of 
machine tool applications, making it 
quite po pular in this area. For tha t rea­
son, it is rapidly replacing th e o lde r 
a na log contro ls, providing greate r 
freedom and precision . Today, high­
end motio n control involves signa l 
processing, in bo th the time and fre­
quency domains. 

The fie ld of m otion contro l is a 
wide one, and the re is no t enough 
room here to d escribe a ll o f its myriad 
implemen tations. So I will start with a 
simple applicati on involving single­
and three-phase pe rmanent magne t 
motors and , fro m there, fo rm the basis 
of o peration fo r an inductio n moto r. 

T he terms and concepts involved in 

motion control can be a bit daunting if 
you are new to the a rea, so we will take 
it a step at a time. We will also keep it 
simple. If you are interested in more 
de tailed discussio ns, please refer to the 
Web links at the end of the column. 

Magnetic forces 

I expect that evel)'one, at one tim e or 
ano the l', has played with a pair of mag-

Magne ts have an affini ty for certain 
kinds of metal. Called ferrous metals, 
th e electrons in these types of metals 
have a tendency to align them elves 
with the north-south orientation of 

th e magne t. In other words, placing a 
piece of such a metal near a magnet 
turns the metal into a magnet, in a sort 
of sympathe tic ac tion , 

Poles of opposite polarities attract 
one another. Placing the magne ts on a 

Increasingly, motor controls are passed over in 

favor of DSP control. Here's a primer on the 

behaviors that can be controlled. 

nets. Most are aware tha t a magnet has 
two poles, one called no rth and the 

o th e r called south . They have these 
names because when magne ts were 
used in the earlie t compasses, th e 
poles were the parts of th e magnet 
that wanted to align themse lves with 
the poles of the earth. No matte r how 
small the pieces into which we may 
break a magne t, each one will have a 
north and south pole. 

A magne tic pole creates a fi e ld in 
th e space around it tha t exerts a fo rce 
o n o the r magne tic mate ria ls. This 
fie ld is usually conce ived in th e form 
of lines of induction , which indicate 

the direction of the fi e ld. A popular 
method of viewin g th ese lines of 
inductio n is to place a magne t 
be neath a piece of paper and sprinkle 
the surface of th e paper with iron fil­

ings. Another name fo r these lines of 
fo rce i flux. 

table top, you can drag one a round by 
bringing the second one close enough 
to establish a magne tic link. You can 

also push the o the r magnet around by 
ro tating the pai l' so tha t similar poles 
are o riented toward one anothe r. 

It's no t hard to see that if you fix 
o ne magne t on a pivot and bring 
ano th e r close en ough to establish a 

link, you can cause the magne t on the 
pivot to rotate as you move the o the l' 
one. This is a basic mo to r action , 

The rotor (the magnet on the pivot) 
may be a magnet or an electromagne t. 
An electromagne t is a device in which 
an electric current passes th rough a 
wil'e coil wrapped around a soft iro n 

(fe rrous) co re to produce a magnetic 
fi e ld. The strength of the magne tic 
fie ld depends on the number of nlrns 
made by the coil of wire, the amoun t of 
cu rrent passing through the wire, and 
the magnetic pe rmeabili ty of the core. 
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Three-phase bridge 

, I I 1+ 
-= Battery 

Electromagnets lose their magne tism 
when the curren t is discontinued . 

As I have no ted , we can cause the 
ro tor to turn by leading its motion 
with another magne t. To create a 
motor we replace the o the r magne t 
with an electromagnet, which we call a 
stator. T he stator fo rms a ring, or shell, 
around the rotor and is wrapped with 
wire to form the electromagne t. The 
trick is to control the fl ow of current 
in the stator so that the flux rotates 
through it in a circular fashion, taking 
the rotor with it. 

In a single-phase pe rman ent mag­
net motor, the iron core wrapped 
with wire fo rms a shell a round a mov­
ing ro tor. T he stato r is an electro­
magnet, and the ro to r is a pe l·manent 
magne t. Current flows in o ne direc­

tio n in the stator, forcing th e roto r to 
rotate as it tr ies to align with the elec­
tromagne ti c flux. At a ce rtain po int 
in the ro ta tion , th e fie ld is reve rsed 
and the ro to r continues to turn, in an 
attempt to realign itself with th e new 
fi eld o rienta ti on . The switching that 
causes the curre n t to change in the 
sta to r IS called commu tation. 

Commutation is commonly done with 
carbo n con tacts called brushes, o r 
with semiconductors o n brush less 
moto rs. 

'\ 
~~~ ~~ 

Phase A Phase B 
1 

> 
Phase B 

> 

Th ere are two ways of conceiving 
rota tional speed . The most immedi­
a te is to think of it as a measure of 
h ow fast the shaft o f the motor can 
complete one entire revolution , or 
360 d egrees. Th e oth e r, more 
impo rtant concept-at least as far as 
m o ti o n contro l is conce rned-is the 
e lectrical speed . It may already be 
appare nt from th e discussion tha t a 
comple te e le ctri cal revo lutio n 
occurs whe n the po les re turn to 
th e ir orig ina l position re lative to th e 
sta tor. In a single-phase m o to r with a 
single pole-pa ir, this is the entire 
revolutio n of the roto r, but o n 
mo to rs with multiple pole pa irs, a 
comple te revolution is actually 360 
d egrees divided by th e number of 

pole-pairs. 

Controlling the wave of flux 

A three-phase mo tor is much like a sin­
gle-phase motor, except tha t instead of 
a single winding the re are three. The 
windings are connected most com­
monly-tho ugh not exclusive ly-in 
the cente r. As you will see, current in 

such a system can be caused to flow in 
as many as e ight unique pa tte rns 
through the windings. In this way, it is 
possible to gain fin e control over the 
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motion of the rotor and to create high 
torques. 

The usual implementation employs 
a three-phase bridge (also called a 
power bridge) using transistors 
instead of mechanical switches. For a 
more concre te picture, refer to Figure 
1. In the figure, we use switches 
instead of transistors. As you can see, 
the three-phase bridge is a parallel 
combination of three half-bridges in 
series with a DC voltage source. Each 
half-bridge is a series connection of 
two switches, one above the other. 
Each of the three windings is connect­
ed to the common point of a half­

bridge. 
In this configura tion , a top and 

bottom switch are never closed simul­
taneously. This would cause a short cir­
cuit with all the current flowing back 
to the battery instead of to the motor 

and probably blowing fuses, or worse. 
Instead, when a top switch is "on"­

current is fl owing from the positive 
side of the voltage source into the 
winding-the bottom switch is forced 

off and when the top switch is off, the 
bo ttom switch is made to be on . The 
"on" time controls the amount of cur­

rent that actually flows through the 
windings. This time is controlled so 
that only the d esired amount of power 
is delivered to the motor. When the 
off-time equals the on-time, n o cur­
rent is fl owing in the windings of the 
m otor. 

The technique used to drive a 
mo to r in this configuration is called 
pulse width modulation (PWM). A 
PWM signal is a binary signal-it has 
two states-in which the on-time (the 
time during which the signal is "on") 
is used to control a load . To get an 
idea of how this works, imagine a null 
state. For PWM, this would be a 50% 
duty cycle-that is, half the time the 
signal is one and half the time it is 
zero. If the on-time is greate r than the 
off-time, the signal is positive and if 

the off-time is greate r than the on­
time, the signal is negative. 

In the three-phase power bridge in 
Figul·e 1, we call the time the upper 
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The direct and quadrature components control the behavior of the rotor. On 
an induction motor, the rotor is also an electromagnet and must be magne­

tized before it can move or develop torque. But if a permanent magnet motor 
has magnets on the rotor, of what value is the direct component? Not much. 

switch in any phase is closed the "on 
time." In the same manner, we call the 
time the lower switch is closed the "off 
time." In the case of a three-phase 
motor, each of the phases is con trolled 
by a PWM signal that is 120 degrees 
out of phase with the other two. 

The on-time and off-ti me are func­
tions of the powel· you deliver to the 

motor and the desired position of the 
flux in the motor. The switching is 
also sequenced so that the current 

will flow in the motor windings rela­
tive to the desired direction of rota­
tion. By sequencing the switching 
through the combinations, you can 
create a wave of magnetic flux that 
rotates around the stator and carries 
the rotor with it. 

Components of motion 

In the next few paragraphs, we are 
going to take a different point of view 
than most texts on this subject and 
describe the operation of the motor 
first in terms of a static frame of refer­
ence. Contro lling the currents in 
three phases 120 degrees apart from 
one another is a complex operation 
that can obscure the relatively simple 
principles involved. 

Consider the components of the 
angular motion of a motor from a sta­
tic frame whose reference point is the 
stator flux. In the simplest terms, con­
trolling the rate at which the flux 

rotates through the stator also con­
trols the angular motion of the rotor 
or the speed with which it turns. 

The goal is to create a sinusoidal 
current in the coils and generate a 

rotating field. We can do this with a 
DC source because (as in Figure 1) the 
windings are inductive. Modulating 
the duty cycle of the on-times of the 
switches (top and bottom) allows the 

cun ent to build and decay in such a 

way as to form a sinusoidal current. 
And, with three phases, we can pro­
duce e ight combinations, which allows 
finel· contro l over the flux magnitude 

and position than with a single-phase 
motor. 

There are two com ponents to this 
motion of which we need to be 
aware: the direct and quadrature 
compon ents. Let's suppose we have 
a permanent magnet motor (though 
an induction motor, which we will 
look at shortly, is only a li ttle differ­
ent). If we supply a current to the 
stator, the rotor will turn so that the 

two fie lds (stator and rotor) align. 
The direct component is a ligned 
with the stator flux-it is the compo­
nent that describes the amount of 
stator flux a lign ed with rotor flux . 
Using this, we can accomplish simple 
motion by "ste pping" the flux 
around the stator as we would with a 
step motor. 

To obtain torque, we make use of 

the quadrature component. The 
quadrature component leads the 
direct component by 90 degrees and 
advances the motion of the rotor in 

proportion to tJle value we assign it. As 

a note, if we allow tJle quadrature com­

ponent to lag by 90 degrees, the motor 
becomes a generator supplying cur­
rent rather than using it. A situation 

such as this can occur during rapid 
decelerations, so it's a good idea to 
place a voltage-sensing circuit and 
resistor (called a regeneration resis­
tor) across tJle DC bus. When the volt­
age on the bus goes high enough to 
damage the circuit, the resistor will 

limit that voltage to a reasonable 
value. 

The direct and quadrature compo­
nents contro l tJle behavior of the rotor 
in a motor. But if a permanent magnet 
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motor has magnets on the rotor, of 
what value is the direct component? 
Not much. 

The major difference between a 
permanent magnet motor and an 
induction motor is the rotor. On an 
induction motor, the rotor is also an 

e lectromagnet and must be magne­
tized before it can move or develop 
torque. Here the direct value is used 
to establish the rotor flux. 

Whatever the type of motor, howev­
er, these two components exist, form­
ing a frame that rotates with the flux 

around the stator. On a permanent 
magnet motol·, the direct component 

may be set to zero, while the quadra­
ulI·e component is used to generate 
torque. On an induction motor, the 
direct component becomes much 
more powerful in terms of controlling 
torque and speed. 

Next montll we will see how these 
two values translate back into the real 
world and work with tJle PI loop and 
generate PWM for tlle motor. 

The following two links-one for 
Texas Instruments and one for Analog 
Devices-deal with this subject more 

technically and in greater depth. BOtll 
provide application notes and code 
for particular processors: 

• www.ti.com/sc/ docs/ apps/ digital/ 

ac induction_ motors. html#A pp_Notes 

• www.analog.com/industry/motor_con­

troll appcode/ admc40 1 / pwm40 1_1. 

html esp 
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MIRO SAMEK AND PAUL MONTGOMERY 

State-Oriented 
Programming 

Implementing hierarchical state machines doesn't mean you have to use code-synthesizing tools. 
Here are some techniques for simple, efficient, and direct mapping of state machines to C or C++. 

he Unifi ed Modeling Language (UML ) pro­
vides a numbe r of conceptual and graphical 
views for capturing and conveyi ng d es igns. 
Amo ng these vi ews, hi erarchical sta te 
mac hines (HSMs), based on H a rel state­
cha rts, a re of key importance and provide the 

fo undatio n for automatic code ge ne ra tio n from o bj ect 
mode ls. ' Unfo rtunate ly, this c reates the impression th a t 
th e methodology is only accessible through use of code 
synthesizing tools. This is simila r to th e common belief 
tha t o bjec t-ori e nted programming (OOP) is o nly possi­
ble with o bjec t-ori ented (00) languages. H oweve r, th e 
key 00 concep ts of encapsul a ti o n , inh eritan ce, and 
polym o rphism may be imple mented as d esign pa tte rns2 

in a no n-OO language such as C. Similarly, hi e ra rchical 
sta te machines can be vi ewed a ano ther such fund amen­
ta l pa tte rn . 

From a more abstract perspective, one may view hie rar­
chical state machines as a meta-patte rn, in that various 
structured uses become design patte rns (behavioral pat­
te rns3) in their own right. This is analogous to 00 design 
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patte rns? built on meta-patterns of inheri tance and poly­
morphism. Following this analogy to OOP, we propose the 
te rm state-oriented programming (SOP) to describe a pro­
gramming style based o n HSMs. 

The primary goal of this a rticle is to present a simple 
and effi cie nt implemen tation of the HSM design pattern. 
By providing easy-ta-use C and C++ rec ipes for genera ting 
HSMs, we ho pe to make the maj or benefits of the technol­
ogy more accessible to the software community. The pro­
posed implementation techniques are valuable in that they 
raise the level of absu'action and allow for straightforward 
mapping of UML statecharts to compact and effi cien t code 
in C or C++. We have used the technique extensively in 
deeply embedded , hard real-time RF receiver applications 
where bo th high speed and small memory footprin t were 
crucial. 

In an effort to maximize effi ciency and minimize imple­
mentation complexi ty, many of the mo re advanced features 
of UML statecharts have been omitted. T he imple mented 
features form a proper subset of UML statecharts and 
include: 



• Nested states with proper handling 
of group transitions and group 
reactions 

• Guaran teed execution of 
entry/ exit actions upon enter­
ing/ exiting states 

• Straightforward implementation of 
conditional 
(guards) 

event responses 

• Design that enables inheriting and 
specializing state models 

More advanced features of UML 
statecharts (such as history mecha­
nisms and orthogonal regions) can be 
added as behavioral patterns built on 
top of the implementation presented 
h ere. 

We begin with a brief summary of 
approaches that have been document­
ed in the relevant literature or imple­
mented in commercial products. We 
then describe our implementation 
using UML class diagrams and pro­
vide a complete implementation in 
both C and C++. Taking the example 
of a simple digital watch, we demon­
strate how to map a UML state dia­
gram to code and how to use most fea­
tures of the HSM implementation in a 
concrete fashion. We briefly discuss 
how the HSM pattern, when com­
bined with RTOS facilities, can be 
used to build a powerful real-time 
framework. We conclude by drawing a 
comparison between SOP and OOP 
and propose some modifications and 
extensions to UML statecharts. We 
assume that the reader is familiar with 
basic concepts of state machines and 
UML notation.3.1 J 

Standard approaches 
Typical implementations of state 
machines in C/ C++ include: 

• Doubly nested swi tch statements 
with a scalar "state variable" used as 

State-oriented programming raises the level of abstraction and 
allows for straightforward mapping of UML statecharts to 

compact and efficient code in C or C++. 

the discriminator in the first level 
of the switch and event-type in the 
second.4 This is, perhaps, the most 
common technique and works well 
for classical "flat" state machines 
and is widely employed byautomat­
ic code synthesizing tools.5 Manual 
coding of entry/ exit actions and 
nested states is, however, cumber­
some, mainly because code pertain­
ing to one state becomes distrib­
uted and repeated in many places, 
making it difficult to modify and 
maintain when the topology of 
state machine changes 

• Action-state tables containing typi­
cally sparse arrays of actions and 
transitions for each state.4 Actions 

(including entry/ exit, state reac­
tions, and actions associated with 
transitions) are most commonly 
represented as pointers to func­
tions. Representing state hierarchy 
in a flat action-state table is cum­
bersome. Also, this approach 
requires a large (and consequen tly 
wasteful) action / state array and 
many fine-granularity functions 
representing actions 

• Generic "state machine inter­
preters" driven by typically com­
plex data structures that represent 
the hierarchy of states together 
with entry/ exit actions and transi­
tions.6 This is a generalized action­
state table approach that attempts 

Structure of HSM design pattern 

dataA 
dataB 

super 

curr 
top 

onEvent (Msg * ) 

-~--'---'----------'--------"--"-"----'---'-'----------

Legend: 

aggregation: 
0 .. 1 O . . * 

composite aggregation: 0 .. 1. .. 0 .. * 

inheritance: 
sub [:> super 

association: 
role-1--- role-2 
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LlmNG 1. 

typedef int Event; 
typedef struct { 

Event evt; 
} Msg; 

typedef struct Hsm Hsm; 
typedef Msg const *(*EvtHndlr)(H5m*, Msg const*); 

typedef struct State State; 
struct State { 

State *super; 
EvtHndlr hndlr; 

/* pointer to superstate */ 
/* state's handler function */ 

char const *name; 
} . , 

void StateCtor(State *me, char const *name, 
State *super, EvtHndlr hndlr); 

IIdefine StateOnEvent(me-, ctx-, ms!L)\ 
(*(me_)->hndlr)«ctx_), (ms!L» 

struct Hsm { 

char const *name; 
State *curr; 
State *next; 
State top; 

/* Hierarchical State Machine base class */ 
/* pointer to static name */ 

/* current state */ 
/* next state (non 0 if transition taken) */ 

/* top-most state object */ 
} . , 

void HsmCtor(Hsm *me, char const *name, EvtHndlr topHndlr); 
void HsmOnStart(Hsm *me); /* enter and start the top state */ 
void HsmOnEvent(Hsm *me, Msg const *mSg); 

/ * protected: * / 
unsigned char HsmToLCA_(Hsm *me, State *target); 
void HsmExit_(Hsm *me, unsigned char toLca); 
IIdefine STATE_CURR(me_) «(Hsm *)me_)->curr) 
IIdefine STATE_START(me-, target_) \ 

(assert««Hsm *)me_)->next == 0),\ 

«Hsm *)me_)->next = (target_» 

IIdefine STATE_TRAN(me-, target_) if (1) { \ 

static unsigned char toLca_ = 0; \ 
assert«(Hsm *)me_)->next == 0);\ 
if (toLca_ == 0) \ 

toLca_ = HsmToLCA_«Hsm *)(me_), (target_»;\ 
HsmExit_«Hsm *)(me_), toLca_);\ 
«Hsm *)(me_»->next = (target_);\ 

} else «void)Q) 

IIdefine START_EVT «Event)(-1» 

IIdefine ENTRY_EVT «Event)(-Z» 
IIdefine EXIT_EVT «Event)(-3» 

24 AUGUST 2000 Embedded Syst ems Programming 

/* "HSM engine" */ 

to represent HSMs with a more effi­
cient da ta structure than an array. 
Techn iques in this category require 
each action to be coded as a sepa­
ra te function. They perform rela­
tively poorly if the state machine is 
complex 

• Object-orien ted "State" design pat­
te rn based on delegation and poly­
morphism.7•3 States are represent­
ed as subclasses implementing a 
common interface (each method 
in this interface corresponds to an 
even t) . A context class delegates al l 
even ts for processing to the current 
state object. State transitions are 
accomplished by changing the cur­
rent state object (typically re-assign­
ing one pointer) . This pattern is 
elegant and re latively efficient but 
is not hie rarchical. Accessing con­
text attributes from state methods 
is indirect (cannot use an implici t 
this poin ter) and breaks encapsu­
lation . The addition of new states 
requires subclassing and the addi­
tion of new events requires adding 
new methods to the common inter­
face 

Implementation 
Our implemen tation of the HSM pat­
tern is, to some degree, a combination 
of the techn iques itemized above. The 
structure of the patte rn is shown in 
Figure 1. Th is structure is greatly sim­
p lifi ed relative to tll e standard fu ll-fea­
mred UML design .S 

States are l-epresented as instan ces 
of th e Sta t e class, but unlike the 
"Sta te" pa tte rn as d escribed by 
Gamma e t aJ.7, the State class is not 
intended for subclassing but ra ther for 
inclusion as is. Accordingly, our 
approach requires sta te machines to 
be constructed by composition rather 
than by inheritance. T he most impor­
tant attributes of State class are the 
even t handler (to describe behavior 
specific to tlle state) and a poin ter to 
supersta te (to defin e nesting of the 
state) . 

Messages a re represented as 
instances of Msg class or its subclasses. 
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typedef int Event; 
struct Msg { 

Event evt; 
}. , 

cLass Hsm; 1* forward decLaration *1 
typedef Msg const *(Hsm::*EvtHndLr)(Msg const *); 

class State { 
State *super; 
EvtHndLr hndLr; 
char const *name; 

pubL ic: 

1* pointer to superstate *1 
1* state's handLer function *1 

State(char const *name, State *super, EvtHndLr hndLr); 
private: 

Msg const *onEvent(Hsm *ctx, Msg const *IDSg) { 
return (ctx-~hndLr)(msg); 

} 

friend cLass Hsm; 
}; 

cLass Hsm { 1* HierarchicaL State Machine base cLass *1 
char const *name; 

State *curr; 
protected: 

State *next; 
State top; 

pt.bL ic : 

1* pointer to static name *1 
1* current state *1 

1* next state (non 0 if transition taken) *1 
1* top-most state object *1 

Hsm(char const name, EvtHndLr topHndLr); 1* Ctor *1 
void onStart(); 1* enter and start the top state *1 
void onEvent(Msg const *IDSg); 

protected: 
unsigned char toLCA_(State *target); 
void exit_(unsigned char toLca); 
State *STATE_CURR() { return curr; } 
void STATE_START(State *target) { 

} 

assert(next == 0); 

next = target; 

# define STATE_TRAN(target_) if (1) {\ 
static unsigned char toLca_ = 0;\ 
assert(next == 0);\ 

}. , 

if (toLca_ == 0)\ 
toLca_ = toLCI\...(target_);\ 

exit_(toLca_);\ 
next = (target_); \ 

} eLse «void)O) 

#define START_EVT «Event)(-1» 
#define ENTRY_EVT «Event)(-2» 
#define EXIT_EVT «Event)(-3» 
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1* "state machine engine" *1 

All messages carry even t-type 
(attribute evt inherited from Msg) and 

possibly arbitrary data (added by sub­

classing). 

Events are handled uniformly by 

event handlers, which are member func­

tions of Hsm class (typedef Evt HndLr). 

As shown in Figure 1, a state machine 

consists of at least one state-the t op­

level state inherited from Hsm. 

Concrete state machines are built by 

inheriting from Hsm class, adding an 
arbitrary number of states (plus other 

attributes), and defining event 

handlers. 

Because event handlers are meth­

ods of Hsm or its subclasses, they have 

direct access to attributes via the 

implicit thi s pointer (in C++) or the 

explicit me pointer (in C). Within 

event handlers, on ly one level of dis­

patching (based on event-type) is nec­

essary. Typically this is achieved using 
a single-level switch statement. Event 

handlers communicate with the state 

machine engine (see Listing 2) 
through a return value of type Msg*. 
The semantic is simple: if an event is 

processed, the event handler returns 0 
(NULL pointe r) ; otherwise it returns 
("throws") the message for further 

processing by higher-level states. To be 

compliant with UML statecharts, the 

returned message is the same as the 

received m essage, although return of 

a different message type can be con­

sidered. As we discuss later, re turning 

the message provides a mechanism 

similar to "throwing" exceptions. 

Entry / exi t actions and default tran­

sitions are also implemented inside 

the event handler in response to the 

pre-defined events ENTRY_EVT, 

EXIT_EVT, and STARCEVT. The state 

machine engine generates and dis­

patches these events to appropriate 

h andlers upon state transitions. An 

alternative approach would be to rep­

resent entry/ exit and start actions as 

separate methods, but this would 

require specification and mainte­

nance of three additional (fine granu­
larity) methods and three additional 

function pointers in each state. 





LISTING 2. hsm.c-C implementation 

static Msg const startMsg {START_EVT}; 

static Msg const entryMsg {ENTRY_EVT}; 

static Msg const exitMsg {EXIT_EVT }; 

#define MAX_STATE_NESTING 8 

void HsmCtor(Hsm *IDe, char const *name, EvtHndLr topHndLr) { 

StateCtor(8.me->top, "top", 0, topHndLr); 

me->name = name; 
} 

/* enter and start the top state */ 

void HsmOnStart(Hsm *IDe) { 

} 

State *entryPath[MAX_STATE_NESTINGJ; 

register State **trace; 

register State *s; 

me->curr = 8.me->top; 

me->next = 0; 

State<>nEvent(me->curr, me, &entryMsg); 

whiLe (State<>nEvent(me->curr, me, &startMsg), me->next) { 

for (s = me->next, trace = entryPath, *trace = 0; 

s != me->curr; s = s->super) 

*(++trace) = s; /* trace path to target */ 

whiLe (s = *trace ) /* retrace entry from source */ 

State<>nEvent(s, me, &entryMsg); 

me->curr = me->next; 

me->next = 0; 
} 

/* state machine "engine" */ 

void HsmOnEvent(Hsm *IDe, Msg const *msg) { 

State *entryPath[MAX_STATE~ESTINGJ; 

register State **trace; 

register State *s; 

for (s = me->curr; s; s = s->super) { 

if «msg = State<>nEvent(s, me, msg» == 0) {; 

if (me->next) { /* state transition taken? *1 

for (s = me->next, trace = entryPath, *trace = 0; 

s != me->curr; s = s- >super) 

*(++trace) = s; 

whiLe (s = *trace ) 

State<>nEvent(s, me, &entryMsg); 

me->curr = me->next; 

me->next = 0; 

/* trace path to target */ 

/* retrace entry from LCA */ 

whiLe (State<>nEvent(me->curr, me, &startMsg), 

me->next) { 

for (s = me->next->super, trace = entrYPath, 

*trace = 0; s != me->curr; s = s- >super) 

*(++trace) = s; 1* record path to target */ 

whiLe (s = *trace ) /* retrace the entry */ 

State<>nEvent(s, me, &entryMsg); 
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The topology of a state machine is 

determ ined upon construction. T h e 

constructor of the concrete HSM is 

responsible for initialization of all par­

ticipating State objects by setting the 

super-state pointers and the event han­

d lers. An example of a state mach ine 

and corresponding data structures is 

shown in Figure 2. In our approach we 

do not distinguish between composite­

states (states contain ing substates) and 

leaf states. Al l states are potentially 

composite. 

State transitions are implemented 

as macros: STATE_START() and 

STATE_TRANO (see Listing 2). The first 

macro (inline member function in 

C++) hand les start transitions (transi­

tions originati ng from a "black dot" 

pse udostate). The second macro 

STATE_TRANO implements a regular 

state transition and is sligh tly more 

complex. 

Due to the UML-specified order of 

invocation , a ll exit actions must pre­

cede any actions associated with tlle 

tran sition, wh ich must precede any 

entry actions associated with the newly 

en tered state(s). To discover which 

exit actions to execute, it is necessary 

to first find the least cornrnon ancestor 

(LCA) of the source and target states. 

For example, the LCA of the transi­

tion triggered by event e4 in Figure 2 

is 52 and the LCA for the transition 

triggered by event e1 is top. 

Finding the LCA can be expensive 

(see method HsmToLCA_O in Listing 

2). However, for any given transi tion 

the LCA needs to be calculated on ly 

once. Method HsmToLCA_O returns the 

number of levels from the current 

state to the LCA ratller than a pointer 

to the LCA state itse lf. T he former is 

the same for al l instances of a given 

HSM, that is, it is characteristic of the 

Hsm (sub)class rather than individual 

state machine objects. For this reason 

it can be stored in a stati c variable 

shared by al l instances. 

The STATE_TRAN<) macro ensures 

that all exit actions to the LCA wi ll be 

executed. The use r must then explicit­

ly invoke any actions associated with 
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} 

} 

} 

} 

} 

me->curr = me->next; 
me->next = 0; 

break; 1* event processed *1 

1* exit current states and all superstates up to LCA *1 

void HsmExit_(Hsm *me, unsigned char toLca) { 

register State *s; 
for (s = me->curr; toLca > 0; toLca, s = s->super) 

StateOnEvent(s, me, &exitMsg); 

me->curr = s; 
} 

1* find # of levels to Least Common Ancestor *1 

unsigned char HsmToLC~(Hsm *me, State *target) { 

State *s, *t; 
unsigned char toLca = 1; 

for (s = me->curr->super; s != 0; ++toLca, s = s->super) 
for (t = target; t != 0; t = t->super) 

} 

if (s = t) 

return toLca; 

return 0; 

the transItIon and return from the 
event handler. The framework will 

then correctly execute any required 
entry actions. 

The state machine engine (method 
Hsm : :onEventO from Listing 2) is 
small, due mostly to the simple data 
representation employed. To mini­
mize stack use and maximize perfor­
mance we were careful to replace 
potential recursion (natural in hierar­
chical state machines) with iteration. 

Perhaps the weakest part of the 
implementation lies in execution of 
entry actions during state transitions. 
Entry actions must be executed in 
order from the least deeply nested to 
the most deeply nested state.! I This is 
opposite to the "natural" navigability 
in our data structure (see Figure 2) . 
This problem is solved by first 

recording th e entry path from the 
LCA to the target, then "playing it 

backwards" with execution of entry 

actions. By applying a technique sim­
ilar to that described previously for 
LCA calculation, it is possible to 
record an en try path only once and 
avoid repetitive calculation. This 
optimization trades memory and 

additional complexity for speed 
im provemen t. 

Sample application 
To illustrate the use of the HSM pat­
tern, consider a simple d igital watch 
(Figure 3). The watch has two but­
tons-which generate external 
events- and an internally generated 
tick event. The clifferent events are 
handled clifferently depending upon 
the mode of operation. The basic 

watch operates as follows: 

• In timekeeping mode, the user can 

toggle between wsplaying date or 
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current time by pressing the 
"mode" button 

• Pressing the "set" button switches 
the watch into set t i ng mode. The 
sequence of adjustments in this 
mode is: hour, minute, day, month. 

Adjustments are made by pressing 
the "mode" button, which incre­

ments the chosen quantity by one. 
Pressing the "set" button whi le 

adjusting month puts the watch 
back into timekeeping mode 

• Whi le in setti ng mode the watch 
ignores tick events 

• Upon return to timekeepi ng mode 
the watch displays the most recent­
ly selected information, that is, if 

date was selected prior to leaving 
t imekeeping mode, the watch 
resumes wsplaying the date, other­
wise it wsplays the current time 

A state wagram for the specifica­
tion given above is depicted in Figure 
3b and its partial implementation is 

shown in Listing 3. We apply the HSM 
pattern according to the following 

recipe: 

1. Declare a new class, inheriting 
from Hsm class (the Watch class) 

2. Put into this new class all states 
(State class instances) and other 
attributes ( tsec, tmi n, thour, and so 
on) 

3. Declare an event handler method 
(member function) for every state. 
Don't forget to declare event han­
dlers for inherited states, like top, 
whose behavior you intend to cus­
tomize 

4. Define the state machine topology 

(nesting of states) in the new class 
(the Watch class) constructor 

5. Define events for the state machine 
(for example, as e numeration) . 
You can use event-types starting 
from 0, because the pre-defined 

events use the upper limit of the 
Event type range (see Listing 1) 

6. Define event handler methods. 
Code entry/exit actions and start­
up transitions as response to pre­
defined events ENTRY_EVT, 
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EXICEVT, and STARCEVT, respec­
tively. Provide code for other events 
using STATE_ TRANO macro for state 
transitions. Remember to return 0 
(NULL pointer) if you handle the 
event and the initial message point­
er if you don 't 

7. Execute the initial start transition 
by invoking Hsm: :onStartO 

8. Arrange to invoke Hsm: :onEvent O 

for each incoming event 

Real-time framework 
The HSM design pattern is particular­
ly suited for implementing behavior 
associated with active objects (objects 
that are the roots of threads-of-control 
in a multitasking system). T he concept 

~.:]f]la) State diagram and b) corresponding data structure 

a b 

521 
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~~~IJra) Simple digital watch events and b) corresponding state diagram 
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of active objects exists in many model­
ing languages under d ifferent names: 
active objects stereotype in UML9, 
active instance in Schlaer-Me llor 10, 

and actor in ROOM6. We use the term 
"actor" because it's most compact. 

The typical structure of a frame­
work based on active objects is shown 
in Figure 4. The Actor class inherits 

Null 

super 

super 
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r12~"hsm .cpp-C++ implementation 

static Msg const startMsg = { START_EVT }; 

static Msg const entryMsg = { ENTRY_EVT }; 

static Msg const exitMsg {EXICEVT }; 

#define MAX_STATE_NESTING 8 

1* Hsm ctor *1 
Hsm: : HsmCchar const *flame, EvtHndLr topHndLr) 

: topC"top", 0, topHndLr) { this->name = name; } 

1* enter and start the top state *1 
void Hsm::onStart() { 

} 

State *entryPath[MAX_STATE_NESTING]; 

register State **trace; 

register State *s; 

curr = &top; 

next = 0; 
curr->onEvent(this, &entryMsg); 

whiLe Ccurr->onEventCthis, &startMsg), next) { 

for Cs = next, trace = entryPath, *trace = 0; 

s != curr; s = s->super) 

} 

*C++trace) = s; 

whiLe (s = *trace ) 

s->onEvent(this, &entryMsg); 

curr = next; 

next = 0; 

1* trace path to target *1 
1* retrace entry from source *1 

1* state machine "engine" *1 
void Hsm::onEventCMsg const *mSg) { 

State *entryPath[MAX_STATE_NESTING]; 

register State **trace; 

register State *s; 

for (s = curr; s; s = s->super) { 

if «msg = s->onEventCthis, msg» == 0) { l*processed?*1 

if (next) { 1* state transition taken? *1 

} 

for (s = next, trace = entryPath, *trace = 0; 

s != curr; s = s->super) 

*(++trace) = s; 

whiLe (s = *trace ) 

s->onEvent(this, &entryMsg); 

curr = next; 

next = 0; 

1* trace path to target *1 
1* retrace entry from LCA *1 

whiLe Ccurr->onEventCthis, &startMsg), next) { 

} 

for Cs = next->super, trace = entryPath, *trace=O; 
s != curr; s = s->super) 

*C++trace) = s; 

whiLe Cs = *trace ) 
s->onEventCthis, &entryMsg); 

curr = next; 

next = 0; 

1* record path to target *1 
1* retrace the entry *1 
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H SM fu nctionality from Hsm and adds 

to it a thread of execution (fo r exam­

p le, via taskId attribute and task 's 

runO me thod ) and a message queue 

(via msgQ attribu te). Acto rs can only 

communicate wi th each o the r by send­

ing each o ther messages via m essage 

queues. The messages are processed 

by the H SM in run-ta-completion steps. 

Run-to-completion ensures that actors 
do n 't have to deal with concurrency 

issues inte rnally, the re by eliminating a 

who le class of difficu lt time-domain 

problems by design . 

SOP Vs. OOP 
OOP in troduces two fundam en tal 

types of inhe ritan ce: implemen tation 

(class) inheritan ce and inte rface 

inhe ri tance.? Implemen tation inheri­

tance d efin es an object'S implementa­

tio n in te rms of an o the r object 'S 

impleme nta ti on . In con tras t, inte r­

face in heritance enfo rces only object 

interface compatibi lity regard less, o f 

imple men tatio n . 

Hierarch ical state machines in tro­

duce a third type of inhe ri tan ce that is 

equally fundam ental. We call this 

behavioral inheritance. To understand 

why hierarchy introduces inheri tan ce 

and how it works, consider an empty 

(or transpa ren t) substate nested with­

in an arbi trary supe rstate . If such a 

substate becomes active it beh aves in 
exactly th e same way as its supe rstate, 

that is, it inherits th e superstate's enti re 

behavio r. T his is analogous to a sub­
class which does not introduce any 
new attribu tes o r meth od s. An 

instance of su ch a subclass is indistin­

guishable from its supe rclass because, 

again , everything is inherited exactly. 

T his prope rty of HSMs is funda­

mental because it requires on ly the 

dijJfffences from the superstate's behav­

io r to be defin ed. One observes that 

all 00 design principles (fo r example, 

the Liskov Substituti o n Princi ple) 

ho ld in H SM designs because one 

deals wi th inheri tan ce in yet anothe r 

fo rm. The co ncept of behavio ra l 

inheri tance describes th e "is-a" (" is­

in") re la tionship between substa tes 
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and superstates and should no t be 
confused with inheritance of entire 

state models.3 

and finalization is simi la r to ente ring 
and exiti ng a state . In bo th cases spe­
cial methods are invoked : constructors 
an d destructors for objects, entry and 
exit actions for states. Even the o rder 

The analogy be tween SOP and 
OOP goes furth er. Class instantiation 

LISTING ~b . L"hsm.cpp-C++ implementation 

break; 1* event processed *1 
} 

} 

} 

1* exit current states and all superstates up to LCA *1 
void Hsm::exit_(unsigned char toLca) { 

} 

register State *s; 
for (s = curr; toLca > 0; toLca, s = s->super) 

s->onEvent(this, &exitMsg); 

curr = s; 

1* find # of levels to Least Common Ancestor *1 
unsigned char Hsm::toLCA_(State *target) { 

State *s, *t; 

} 

unsigned char toLca = 1; 

for (s = curr->super; s != 0; ++toLca, s = s->super) 

for (t = target; t != 0; t = t->super) 
if (s = t) 

return toLca; 

return 0; 

~-- -_. -----
void Actor: :runO { 

onStart 0 ; 
for (;;) { I 

Msg " msg =- >mesgQ->get(); j 
onEvent(msg); I 

} . 
} 

.' 

.... - ...... -............ 

void ActorRun(Actor " me) { 
HsmOnStart« Hsm " ) me); 
for (;;) ( 

} 
} 

Msg " msg = MsgOget(me->msgO); 
HsmOnEvent«Hsm " )me, msgJ; 

-----..-'----------,r------------ --- ---- . 

ConcreteActorA 

stateA 
state8 

--
ConcreteActor8 

state:J 
state8 

l!:::=== 
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of invocation of these methods is the 
same : constructo rs are invoked start­
ing from most remote ancestor classes 
(destructo rs are invoked in reverse 
o rder ), and entry ac tio ns are invoked 
starting from the to pmost superstate 
(exit actions are invoked in reverse 
orde r) . 

A fin al simi la ri ty be tween OOP 
and SOP li es in the way they are most 
effi cie n tly imp le me nted . Although 
polym o rphism can be implemented 
in many ways, virtually all C++ com­
pilers imple ment it in the same way: 

by using fun cti on pointers grouped 
into vi rtua l tables . In view of th e 

deep ana logy be tween SOP and OOP, 
it is the refo re n o t surprising tha t 
a rguably th e most effi cient imple­
men ta tio n of HSMs is also based o n 
fun cti o n po inte rs g rouped into 
sta tes. Th ese simple sta te o bj ec ts 
defin e bo th behavior and hie ra rchy 
bu t are not specifi c to any parti cula r 
insta nce of a sta te mac hine. Th e 

same h o ld s fo r vir tual fun c ti o ns, 
which a re cha racte ri sti cs of th e 
whole class rathe r th an specifi c to 
any parti cular object instance. For 
thi s reaso n we obse rve tha t state 
objects could (and probably sh ould ) 
be placed in v-tables and be support­
ed as a native language feature . 

Irnprovrnents to UML? 
UML state diagrams do no t provide 
any graphical representation of sta te 
reactio ns, which a re reactions to 
events not causing state transitions. In 
practice however, reactions are com­
mon and sometimes the whole state 
hiera rchy is most natural ly designed to 

reuse group reactio ns ra th e r than 
group transitions. In these cases a 
UML state d iagram cannot be proper­
ly understood because it is simply 
incomple te. 

We propose to include reactions in 
state diagrams as directed lines start­
ing and finishing in the same state and 
lying entirely within that state. (An 

example of th is notation is shown in 
Figure 3 fo r reac tions to TICK_EVT and 
MODE_EVT.) Please no te that this no ta-
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#include "hsm.h" 

typedef struct Watch Watch; 
st ruct Watch { 

}; 

Hsm SL4JE!r; 
int tsec, tmin, thour, dday, dmonth; 

State timekeepi ng, time, date; 
State setting, hour, minute, day, month; 

State *tkeepingHist; 

enum WatchEvents { 

MODE;...EVT, 
SET_EVT, 

TlCK_EVT 
}. , 

1* superc lass *1 

1* timekeeping state handler *1 
Msg const *WatchTimekeepingHndlr(Msg const *mSg) { 

} 

switch (MsgGetEvt(msg)) { 

} 

case START_EVT: 

STATE_ENTER(me->tkeepingHist ? me->tkeepingHist 
&ne->time); 

return 0; 
case SET_EVT: 

STATE_TRAN(&ne->setting); 

printf("Watch: : timekeeping-SET;"); 

return 0; 

case TlCK_EVT: 
WatchTimeTick(me); 

return 0 

case EXIT_EVT: 
me->tkeepingHist = STATE_CURR(me); 

return 0; 

return msg; 

1* ... other state handlerds ..• *1 

void WatchCtor(Watch *me) { 

HsmCtor«Hsm *)me, "Watch", (EvtHndlr)Watch_top); 

StateCtor(&ne->timekeeping, "timekeeping", 

1* Watch constructor *1 

&«Hsm *)me)->top, (EvtHndlr)Watch_timekeeping); 

Stat eCtor(&ne->time, "time", &ne->timekeeping, 
(EvtHndlr)Watch_time); 

StateCtor(&ne->date, "date", &ne->timekeeping, 

(EvtHndlr)Watch_date); 

StateCtor(&ne->setti ng, "setti ng", &«Hsm * )me)->top, 

(EvtHndlr)Watch_setting); 

StateCtor(&ne->hour, "hour", &ne->setting, 

(EvtHndlr)Watch_hour); 
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tion is diffe rent from self-transitions, 
wh ich also begin and end in the same 
state , but lie entire ly outside the state. 
Self-transitio ns a re differ ent fro m 
reactions because they cause execu­
tion of entry and exit actions. 

UML statechar ts distin guish com­
posite-sta tes (s ta tes with substa tes) 
from leaf-states (states without sub­
states) in that they only allow leaf­
states to be ac tive. This is an unneces­
sary limitati on, which occasionally cre­
a tes degenerate (empty) substates. To 
extend th e analogy with OOP, this is 

li ke saying that a class with subclas es 
must necessari ly be abstract. Our HSM 
implemen tation does no t distinguish 

be tween composite and leaf states; it 
allows any state to be ac tive. 

In o ur ex perie nce with rece ive r­

applicati o ns we frequently encoun­
te red the fo ll owin g situa ti o n : in 
response to a g iven event, we wish ed 
to perfo rm an actio n (fo r example , 
upda te a digital filte r ) and then­
d epending o n the state of the fil­
te r- po tentia lly take a (conditio nal) 
state transitio n . We did n o t want to 
treat th e filte r upda te as pa rt of th e 
gu ard condition becau e this would 
add a side effect to the gu ard (typi­
cally a bad idea ll ). The only a lte rna­

tive is to treat th e filte r update as an 
actio n. 

UML requires tha t ac ti ons associ­
a ted with transiti o ns be executed 
after a ll exit-actio ns from the source 
state but befo re any entry-ac tions to 
the ta rge t sta te. 11 At this point h ow­
ever, it is no t ye t kn ow if the transi­
ti on will be required a t all. In ge ner­

al, this aspect of UML semanti cs 
makes it d ifficu lt to mix conditional 
executio n of reacti ons and transi­
ti on s. A U ML-compliant solutio n 

wou ld requi re specificatio n of a pure 
reaction (upda te of th e digital filte r 
in this case) and the n conditi onal 
propagation of another event to "self," 

specifically to trigger a pure state 
transition . 

Because our implementa tion pe r­
fo rms sta te transitio ns u sing the 
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umNG J cOftt'cI. Simple watch HSM: C implementation 

} 

StateCtor(&me->minute, "minute", &me->setting, 

(EvtHndLr)Watch __ minute); 

StateCtor(&me->day, "day", &me->setti ng, 
(EvtHndLr)Watch __ day); 

StateCtor(&me->month, "month", &me->setting, 

(EvtHndLr)Watch __ month); 

me->tsec = me->tmin = me->thour = 0; 
me->dday = me->dmonth = 1; 

me->timekeepingHist = NULL; 

void mainO { 

Watch watch; 
WatchCtor(&Watch); 

HsmOnStart«Hsm *)&watch); 
for (;;) { 

/* test harness */ 

Msg *msg = getEvt(); 

HsmOnEvent«Hsm *)&watch, msg); 
/* bLock untiL event arrives */ 

} 

} 

LISTING Ib Simple watch HSM: c++ implementation 

#incLude "hsm.h" 

cLass Watch: pubLic Hsm { 

int tsec, tmin, thour, dday, dmonth; 

timeTickO; 
protected: 

/* process tick event in the 'time' state */ 

State timekeeping, time, date; 

State setting, hour, minute, day, month; 

State *tkeepingHist; 
Msg const *topHndLr(Msg const *ffiSg); 

Msg const *timekeepingHndLr(Msg const *msg); 

Msg const *settingHndLr(Msg const *msg); 

Msg const *hourHndLr(Msg const *msg); 

/* ... other state handLer methods */ 
pubLic: 

/* to record history */ 

Watch(); /* ctor for defining state hierarchy */ 
}. , 

enum WatchEvents { 
MODE __ EVT, 
SET __ EVT , 

TICK __ EVT 
}. , 

40 AUGUST 2000 Embedded Systems Programming 

STATE_TRAN<) macro , which causes 
execution of all exit-ac ti ons up to least 
common ancestor, the o rder of execu­
tion is left to the designer. The UML­
compliant implementa tio n requires 
invoking the STATE_TRANO macro 
before other actions associated with the 

transition. With our approach , the 
designer may choose a diffe rent o rde r 
(for exam ple, reaction-guard-transi­

tion), if it would simpli fy the problem 
a t hand . 

A final (proposed ) ex te nsion to 
UML statecharts is associa ted with 
event handling at different levels of 
a hie rarchical state machine. U ML 
statecharts require th at th e same 
event be presented for processing to 
all leve ls of the hi e rarchy, startin g 
with the active state . We propose to 

a ll ow an event to change as it pro pa­
gates upward through the state hi e r­
archy. In o ur impl eme nta tion this is 
simple to ac hi eve. This feature 
wou ld fac ilitate "throwing" a n excep­
tion to a higher sco pe, which cou ld 
in turn e ither h andle o r "throw" it 

again . Because oute r states of an 
HSM are typically be havio ra l ge ne r­
a li zatio ns of inner states, this tech­
nique for ha ndling exceptio ns is nat­
ural a nd a rguably, makes m o re sense 
than the traditional exception han­
dling techn ique of unwinding th e 

call stack. 

The benefits 
The HSM design pattern all ows hi er­
a rchical state machines to be direct­

ly and efficie ntly implemented in C 
or C++ without code synthesizing 
too ls. T he eve n t-handler me thods 
provide a con cise textua l represen ta­
tio n of the state mod el and all ow 
high-l eve l structure and low-l eve l 
details to be accessed eas ily. The sim­
plicity of the eve nt-ha ndle rs leads to 
"h ouse keeping" cod e3-portions of 
software that can be automa tically 
ge nerated by too ls-that is trivial to 
write by hand. 

The HSM pa t te rn is fl ex ibl e, 
a ll owing eve n fundamental changes 
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Simple watch HSM: C++ implementation 

1* timekeeping state handLer *1 
Msg const *Watch::timekeepingHndLr(Msg const *mSg) { 

} 

switch (msg->getEvt()) { 

} 

case START_EVT: 
STATE_ENTER(tkeepingHist ? tkeepingHist &time); 

return 0; 

case SET....EVT: 
STATE_TRAN(&setting); 
printf("Watch::timekeeping-SET;"); 

return 0; 

case TlCI\....EVT: 
timeTickO; 
return 0 

case EXIT_EVT: 
tkeepingHist STAT~CURR(); 

return 0; 

return msg; 

1* ... other state handLerds ... *1 
1* Watch ctor *1 

Watch: :WatchO 

{ 

} 

Hsm("Watch", (EvtHndLrHopHndLr), 
timekeeping("timekeeping", &top, 

(EvtHndLr)timekeepingHndLr), 
time("time", &timekeeping, (EvtHndLr HimeHndLr), 
date("date", &timekeeping, (EvtHndLr)dateHndLr), 

setting("setting", &top, (EvtHndLr )settingHndLr), 
hour("hour", &setting, (EvtHndLr)hourHndLr), 
minute("minute", &setting, (EvtHndLr)minuteHndLr), 
day("day", &setting, (EvtHndLr)dayHndLr), 
month("month", &setting, (EvtHndLr)monthHndLr) 

tsec = tmin = thour = 0; 

dday = dmonth = 1; 
tkeepingHist = NUll; 

void mainO { 

Watch watch; 
watch .onStart(); 
for (;;) { 

1* test harness *1 

Msg *m5g = getEvt(); 
watch.onEvent(msg); 

1* bLock untiL event arrives *1 

} 

} 
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in state machine topo logy to be 
accomplished easi ly, eve n la te in th e 
process. Due to the ir h iera rchical 
na ture, mod els can be d eveloped in 
incremental steps and re main exe­
cuta ble thro ughout the d eve lo p­
ment cycle. By requiring o nly spe­
cializatio n of behavior to be cod ed 
a t nested leve ls of the sta te machine, 
commo n policy mecha nism s (fo r 
example, exceptio n handling) can 
be h and led na turally. The s ta te 
machine e ngine can easily be instru­
mented (an example is available in 
cod e accompanying this a rticle a t 
www.embedded.com/code. html) to pro­
duce executi o n trace , m essage 
sequence charts, or even animated 
sta te diagrams. In practi ce, h owever, 
we found it most useful to use a stan­
d a rd d e bugge r to tep thro ug h 
interes ting pa rts of the code. 

This implementa tion of the HSM 
patte rn is no more complex th an an 
internal implementa tio n of inhe ri­
tance or polymorphism in C++ and , 
in fac t, has many similarities (both 
a re based o n fun ction p ointe rs) . 
Give n the many paralle ls, it seems 
reasonable to suggest tha t sta te-o ri­
e nted programmin g sh ou ld be 
directly supported by a (s ta te-orie nt­
ed ) progra mming language in the 
same way tha t OOP is supported by 
o bject-o ri ented langu ages. We see 
this as benefi cial fo r a couple of rea­
sons. First, th e compile r cou ld p lace 
state objects in a vi rtual table and 
pe rfo rm memo ry and performance 
optimizatio ns a t compile time (fo r 
example, computa tion of LCAs for 
state transitions). Second, th e com­
pile r cou ld check consistency and 
we ll-fo rmedness of th e state 
machine, th ereby e liminating many 
errors a t comp ile time. In our view 
this is one d irectio n in which C/ C++ 
could evolve to be tte r support fu ture 
real-time applications. esp 
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Schedule Slips 
Have you ever had o ne of th ose 
days whe re n othing seems to go your 

way? Well , with regard to my own 
U DP/ IP d eve lopme nt wo rk, I've just 
had "one of those mo nths." By n ow, 

I had hoped to have a pre tty solid 
body of cod e to sha re with yo u , 
including th e pro tocol stack and 
some client and se rve r a pplicati o n 
softwa re . I hadn ' t expec ted to be 
done with the d eve lopme nt a lto­
ge th e r, and I'm fa r fro m be ing d o ne 
d escribing the cod e to yo u, but I 

had a t least h oped to have my stack 
up and running o n the \l C/ OS-II 
ope ra ting system , with a fake ne t­

wo rk drive r pass ing th e U DP / IP 
pac ke ts back a nd fo rth in local 
RAM. 

In fact, I was actua lly quite close 
to achi eving th a t mil esto ne prio r to 

wntll1g last month 's column . 
H owever, in th e time since, I've had 
absolutely ze ro chance fo r any fur­
ther d eve lo pment. Admittedly, part 
of th e pro ble m was tha t I was o n th e 
road for lWO weeks o f th e fou r and 
tri ed to take ome vacati o n during a 
third . But eve n whe n I did find time 
to sit d own a t my compute r to p ro­
gram , my effo rts we re thwa r te d . 

Refl ecting on my difficulti es has led 
m e to some broad er concerns. 

Progress? 

H ow have we a llowed ourselves to 

become so d epe ndent o n a techn ol­

ogy that is so unre liable? The tech­
n ology of which I write is, of course, 
the pe rsonal compute r. And by tha t J 
mean no t o nly Winte ls, but a lso Macs 
and eve n U nix wo rkstati ons. T h ey' re 

a ll built on th e same hardware th ese 
d ays a nyway. 

Now d o n ' t ge t m e wron g, I 

understand that a m od e rn compu t­
e r is a te rribly complex and wo nde r­
fully adaptable sys tem, whose hard­
ware and software requireme nts a re 

primarily drive n by d o ll a rs and 
cents. Bu t mainta ining o ne of th ese 
things can be a ni gh tmare and a sub­
sta ntia l hidden cos t of ownership. 

Try as I migh t to avo id installing 
new software unl ess absolute ly nec­
essary; run th e m ost re li able opera t­
ing syste ms (my three machines run 
a combina tio n of Windows 2000 and 
Linux), backup re lig io usly; scan 
every new file fo r viruses; and neve r, 
eve r fiddl e with PC ha rdwa re (all 

rul es ad o pted afte r painful experi­
en ces with th e a lte rn a tives ) , it 's a 

good week wh e n some thing maj or 
d oesn ' t go wro ng on my ne two rk. 

This week it was a hard di sk fa il­
ure tha t kept me fro m my work. Th e 
drive tha t fa il ed was o nly abou t o ne 
a nd a ha lf yea rs o ld , as is th e 
machine in which it was install ed. O f 
course, I le t this mac hine (my pri­

ma ry d eve lo pme nt pl atfo rm a nd 
"gateway to the Inte rn e t") run 24 

h ours a d ay, 365 days a year. But the 
machine is plugged into a UPS tha t 
regulates the qua li ty of th e power 
sig nal and is only shu t d own and 
restarted abo ut three o r four times a 
mo n th . Is 13,000 h o u rs of life th e 

best thi s ha rd disk manufac ture r (a 
big o ne) can d o? Of th e e ight or 
nine drives I've owned pe rso nally 
ove r th e years, th ree h ave fa iled , two 
of them be fo re th e ir warranti es had 
expired ! 
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As a group, we tend to choose proven processors over new ones, the same 
programming languages over and over again, internally developed operating 
systems, and so on. We are slow to incorporate the latest and greatest the 

research community has to offer. And that is a good thing. 

Remember the first color TV you 
or your family owned and how it last­
ed for 20 years before you bought a 
second? Now we go through TVs as 
if they were candy bars . We go 
through PCs at a similar rate, both 
at home and at work. Sure, more of 
us than ever have these gadgets. But 
are we really making progress? 

A major flaw of our current social 
system is that we measure our over­
all success and progress by an 
increase in the total amount of stuff 
produced per year (if I were writing 
for The Economist, I'd simply say 
GDP). But are we really better off 
individually or as a society with a 
new TV, PC, PDA, cell phone, car, 
house, (and spouse?) every three to 
five years, especially if the replaced 
items are, by then, broken or of lit­
tle use to others? 

Upgrade cycles 

The most serious problem on the 
horizon is that more and more prod­
ucts look like computers on the 
inside. Of course, this is great news 
for our industry; embedded software 
developers hould have no shortage 
of job oppotunities. The problem , 
though, is the price we' ll pay as a 
society if every one of those embed­
ded computers isn 't built to be reli­
able and long lasting. I bet every 
ESP reader could tell a story or two 
about a product within their compa­
ny that was doomed to failure from 
the start. In particular, projects not 
given enough time, money, or engi­
neers to do the job right are likely to 
develop products that look great in 
the store but won't last long in the 
hands of an actual use r. 

Embedded systems designers 
have traditionally been conservative 

in their technology choices. As a 
group, we tend to choose proven 
processors (with multiple sOUl'ces 
only, please) over new ones, the 
same programming languages over 
and over again, internally deve loped 
operating systems, and so on . We are 
slow to incorporate the latest and 
greatest the research community has 
to offer. And that is a good thing. 

When I look around my office 
and my home I do see some prod­
ucts that are built around micro­
processors yet remain reliable. I 
count among these: a 10BaseT net­
work hub, a fax machine, a stereo 
J'eceiver (the tape drive and CD 
player bought at the same time are 
long since dead) , an alarm clock, 
and a bread machine. All of these 
products have been with me for as 
long as I can remember and show no 
signs of aging. 

What sets these products apart is 
their specificity of purpose and sim­
plicity of design. Each of them does 
one thing and does it very well. 
Where mechanical components are 
required (in the fax and bread 
machines, in particular), it is clear 
even to a casual observer that the 
designs have been optimized for 
decades of heavy use . In a ll of these 
products, a minimum number of 
components are used. Only what is 
needed is there . There is none of 
the "upgradeable this, " "replaceable 
that," and "updateable firmware " 
that is becoming a ll too common 
with all sorts of products these 
days. 

As an engineer, I tend to be par­
ticu larly skeptical of products whose 
firmware can be upgraded. Perhaps 
I've just worked at one too many 
companies where the attitude (of 
both managers and developers) has 
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bee n: since we can upgrade the 
firmware after we shi p , we don't 
have to get the product completely 
working before we start manufactur­
ing. That attitude, combined with 
pressure to get products out the 
door before some other company 
beats you to it, is a recipe for disas­
ter (or a lawsuit) . 

I don 't want to upgrade my alarm 
clock, Ijust want it to tell me the time. 
Build systems that work and people 
will buy them, use them, and love 
them. Build systems that are updata­
ble, yet unreliable, at your peril. 

A new milestone 

In the original plan, this month 's 
column was supposed to be about 
the IP layer of my protocol stack. 
Unfortunate ly, some of my UDP l IP 
code was among the data not recent­
ly backed up and has gone to the big 
bit bucket in the sky. The ARP code, 
most of which was printed in the 
magazine , is fine . And the IP code 
had already been copied to my tem­
plate for this month's column 
before the crash, so that's fine too. 
But I will have to spend some time 
over the next few weeks getting back 
to where I was overall. 

I'm going to postpone our discus­
sion ofIP until I can sit down with my 
code and make sure that what I'm 
showing you is reliable. I take that 
aspect of my work very seriously, and 
I hope you do too. If all goes well, I'll 
get to IP next month . In the mean­
time, try to stay connected. u p 
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Linux, 
Interrupted 

Every operating system has different mechanisms and approaches to handling interrupts. 
TIlis article lays out the specifics of handling interrupts in Linux. It presents an 

overview of the Linux runtime environment, discusses how to communicate with hardware 
peripherals, and provides a working example of servicing an interrupt from application code. 

significant diffe rence be tween the Linux execution environment 
and typical real-time opera ting systems is the memory model. 
Linux, natively, executes with pro tected memo ry space: processes 
are isola ted from other processes through the kernel and under­
lyi ng hardware memory management unit (MMU). Processes a re 
also isola ted from the underlyi ng hardware- application code 

can 't directly read and write peripheral registe rs. Figure 1 provides a visual rep­
resen tati on of the Linux executi on environment. 

Almost aU embedded opera ting systems can be depicted as in Figure 1; the pri­
mary difference with Linux is that each "layer" in this figure is tmly isolated from 
the o thers. With just a handful of exceptions, embedded opera ting systems typi­
cally use a "fla t" memory model, in which all software components in the system 
(OS, application tasks, device drivers, and so on) are able to read and write from 
and to any location in memory. Device drivers mayor may not be employed in 
typical environmen ts, because the developer has the choice of e ither using a 
device driver or communicating directly with hardware devices from within the 
application code itself. 

In a Linux enviro nment, applica tion code mns as a set of processes and/ or 
group of POSIX threads within one process. In order for the processes and 
threads to communicate with underlying hardware, the developer mllst install 
one or more device drivers to support tll e variolls hardware peripherals. There 
a re two basic schemes for communication with hardware in a Linux environ­
ment. The first is to place the periph erals on a PCI bus. The second approach 
is to memory- o r I/O-map tlle peripherals. Both approaches require a device 
driver. 
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When PCI is not employed, the system designers must map the hard­
ware's registers into a space that is accessible to device driver code. 
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User Process 

With PCI-based peripherals, 
the application-level processes 
or threads may share an 
underlying PCI driver to com­
mun icate with one or more 
peripherals, supporting and 
interfacing with them through 
this common driver. In this 
configuration, the PCI driver 
provides support for inter­
rupts from the peripherals. 
Application processes or 
threads read or write the 
peripheral, and may be 
blocked within th e kernel 
space unti l the driver services 
an interrupt. 

With memory- or I/O­
mapped peripherals, the 
developer must design and 

implement a specific driver to support 
each peripheral. Interrupts from 
peripherals are handled at the driver 
level, and it is important that the appli­
cation developer understand how to 

approach servicing the interrupt from 
the application (process) level. 

This article discusses how to work 
with memory- or I/O-mapped periph­
erals. It concentrates on the basic 
structure of a device driver that sup­
ports in terrupts. 

Hardware interface 
When PCI is not employed, the system 
designers must map the hardware's 
registers into a space that is accessible 
to device driver code. The registers 
may be mapped into memory space, 
with the peripheral appearing as a 
chunk of "memory" in the system. Or, 
if the processor architecture supports 
it, the registers may be mapped into a 
dedicated I/O space. For example, 
x86 processors provide an I/ O space 
that can be accessed through the 
assembly language instructions ;n and 
out. A basic understanding of both 
memory and I/O-mapped peripherals 
is extremely helpful. 

The PC platform provides a conve­
nient foundation for experimentation 
with Linux. Al l driver and code exam­
ples in this article were tested on a PC 
running Red Hat Linux. 

Figure 2 provides a block diagram 
of the basic PC platform memory lay­
out. The most notable aspect of thi 
block d iagram is the memory region 
below 1MB. This region has ties back 
to the original IBM PC and 8086 archi­
tecture, which had only 20 bits of 
address space. A "hole" sits in memory, 
between 640K and th e start of the boot 
ROM (also known as the BIOS) . This 
"hole" is where VGA cards and other 
memory-mapped PC peripherals 
placed their shared buffers in the pre­
PCI era. 

This is important because design­
ers planning to use a standal'd PC-style 
platform for their product must keep 
the fo llowing in mind: 
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T he Linux ke rn el ignores this 
region of low memory in that it does 
no t try to use it. However, device dri­
ve rs a re able to read and WTite from 
and to this space, allowing communi­
cation wi th any potential hardware 
devices that decode in this region of 
memory. 

When working with custom hard­
ware, o r p rocessors such as the 
PowerPC, hardware designers wi ll be 
required to impleme nt specia lized 
decode and mapping circuitry to map 
pe riphe rals in to memory space. 
Additionally, there may be require­
men ts to change the Linux kernel 
MMU page tables and mappings to 
allow add ressing of th ese memory 
regions. 

For example, if the hardware 
d esigner d esigns a PC-complia n t 
motherboard, yet places specialized 
peripherals at OxAOOOOOOO, the MMU 
tables will need to be updated to allow 
access to tha t physical location . Since 
Lin ux is distribu ted with source code, 
this is a relatively minor issue. It's just 
importan t that the develo per be aware 
of it. 

Ano ther approach, when using a 
PC-style platform, is to map peripher­
als in to I/ O space. I/O space is for 
peri pherals that respond to special 
bus cycles from the processor. These 
cycles are generated through special­
purpose assembly language instr uc­
tions. T his article is based on a hard­
ware environment that resides in I/O 
space. 

Figure 3 provides a block diagram 
of the hardware and configuratio n 
used for the examples in this articl e . 
T his hardware test bed consists of a 
pushbutto n that is d ebounced 
through a 74LS221 Mon ostab le 
Multivibrator on a breadboard, and an 
off-the-shelf coun te r/ timer board 
(CIO-CTR05) from Computer Boards 
(www.computerboards.corn). The CIO­
CTR05 contains an AMD 9513 
coun ter/ ti mer device, which has five 
16-b it coun ter/ ti mers. Addi tionally, 
the CIO-CTR05 provides e ight digi tal 
inpu ts and e igh t digital outputs, as 
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CIO-CTR05 module initialization 

static struct file __ operations ctrOS __ fops = { 

}; 

NJLL, 

ctrOSJead, 

ctrOS,JIri te, 

NJLL, 

N.lLL, 

ctrOS __ ioctl, 

NJLL, 
ctrOS __ open, 

NJLL, 

ctrOS __ close, 

NJLL 

1* ctrOS __ seek *1 
1* ctrOSJead *1 
1* ctrOS,JIri te *1 
1* ctrOSJeaddir *1 
1* ctrOS __ select *1 
1* ctrOS __ ioctl *1 

1* fsync 

int init-POdule( void ) { 

int 

BYTE 

} 

err; 

bReg; 

1* Register as a device with kernel. 

*1 
err = register __ chrdev( Majort+.Jrber, "ctrOS", &ctrOS __ fops ); 

if ( check_region( CTR05-PASE, BOARD_SIZE ) != 0 ) 
{ 

lJ"Iregister __ chrdev(Majort+.Jrber, "ctrOS") != 0>; 

retum( -ENODEV ); 

} else 
{ 

requestJegion( CTR05-PASE, BOARD __ SIZE, "ctrOS" ); 
} 

1* Register interrupt handler 

*1 
requesCirq( CTROSJRQ, ctrOS __ interrupt, SAJNTERRUPT, "ctrOS", NJLL) ); 

1* Initialize the 9513 chip; Master Reset, Select 

* Master Mode Register 

*1 
outbJl( MASTEILRESET, cr',--REG ); 

outbJl( MASTER~DUEG, C"'I,--REG ); 

1* Write lower byte of MMR, followed by upper 

*1 
bReg = Ox70; 

outbJl( bReg, DATIL,REG ); 

bReg = 0x00; 

outbJl(bReg, DAT"-.REG); 

retum 0; 
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well as the abil ity to assert an interrupt 
to the system. 

In my experiments, I used one of 
the 9513's 16-bit counters and the 
logic on the CIO-CTR05 to generate 
an interrupt. When the pushbutton is 
depressed, the Monostable generates 
a 300ms pulse. This pulse, on its 
active edge, asserts an interrupt to 
the processor and starts the timer 
counting. The counter is clocked at 
1MHz. 

A Linux device driver services the 
interrupt. When its interrupt handler 
is called-from the Linux kernel's 
"low-level interrupt han d ler"- it 
notes the value in the counter and 
then potentially alerts application 
code that the interrupt has been 
asserted. If the application code has 
provided an "interrupt" handler, that 
handler wi ll execu te in process space 
and perform a read of the device dri­
ver to stop the counter and read it's 
value . Through this scheme, the fo l­
lowing is accomplished: 

• A driver is implemented to support 
the interrupt and counter, and pro­
vides a means to alert application 
level code 

• Instrumentation is put in place to 
characterize and provide tim ing 
analysis of interrupt operation in 
Linux 

Driver basics 
Linux device driver constructs and 
implementation details are beyond 
the scope of this article. This informa­
tion may be found in books such as 
Linux Device Drivers by Alessandro 
Rubini (O'Reilly & Associates, 1998) . 

As a foundation for this article, a 
driver for the CIO-CTR05 was located 
at a site at North Carolina State 
University (ftp://lxlO.tx.ncsu. edu/ pub/ 
Linux/ drivers) . This driver provided 
me with a head start for putting the 
test fixtu re in place . (One of the 
great th ings about working with 
Linux is the tremendous amount of 
source code that's already out there 
to supplement it.) 
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irest fixture configuration 

The driver from NCSU is fairly 
robust, supporting many of the func­
tions of the CIO-CTR05 board. In 
order to present the concepts within 
the bounds of this article, the basic 

port the discussed concepts. It is also 
important to note that several types of 
drivers exist in th e Linux environment 
character, block, and network. The 
driver discussed in this article is a char-

driver was scaled down to support only acter device driver. 

T his means that th e developer is able 
to implement, compi le, load , test, and 
then unload the driver. This cycle may 
be repeated over and over without 
rebooting th e Linux machine, provid­

ing a suitable environment for devel­
oping a driver. The list of installed 
modules can be obtained with the 
Lsmod command. This command dis­
plays what modules are loaded, and 
what componen ts in the system are 

using each module. Listing 1 provides 
the output from Lsmod in the system 
on which the driver in this article was 
developed. 

The module tu Lip is th e device dri­
ver for a PCI network card , while the 
module ctr05 is the driver for the 
CIO-CTR05. The module ctr05 was 
installed with th e following command: 

the topic discussed within. As each Linux device drivers a re consid- / s bi n/ i nsmod - f ctr05.o 

aspect of the driver is discussed, work- ered "modules," and these modules 

ing source code is presented to sup- may be loaded dynamically at nmtime. This module can be removed d uring 
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ClO-CTR05 module removal 

vo;d clea~...JOO(1IleCvo;d) 

{ 

;t C I'IlDJtLUSE ) 

{ 

pr;ntkC"Xs: dev;ce busy, remove delayed. \n", ADAPTEILID); 

retum; 
} 

releaseJeg;onC CTROS.J3ASE , BOARD_SIZE ); 

;t C CTROS_IRQ >= 2 && CTROS_IRQ <= 7 ) 
{ 

} 

H C unreg;ster_chrdevC MajortUJber, "ctrOS" ) != 0 ) 

{ 

pdntkC"Xs: clean.op...JOO(1lle faHed. \n", ADAPTElLID); 

} 

} 

ClO-CTR05 deVice files 

root 

root 

root 

root 

so, 0 May 18 08:23 /dev/ctrOS-PIO 

50, 1 May 18 08:23 /dev/ctrOS_CTR1 

runtime with the fo llowing command: 

Isbin/rmod ctr05 

Every device driver module has two 
key functions: 
• i ni Cmodu Le ()- Responsible fo r 

installing the driver in the kernel; 
called by the kernel when the mod­
u le is loaded 

• c Leanup_ moduLeC )- Resp o nsib le 
for d oing any hardware shutdown 
or in ternal cleanup when a module 
is removed from the kernel 

The p rocedure iniCmoduLeO reg­
isters the driver with the kernel, tell ing 
the kernel about o ther internal func­
tio ns such as readO, writeO, o r 
i octL o . Additionally, if the driver sup-

ports interrupts, it requests tha t the 
kernel call an internal fun ction when 
the specifi ed interrupt is asserted . 
Finally, this procedure is responsible 
for configuring and initializing the 
hardware. Listing 2 shows the initial­
ization function for the CIO-CTR05. 
Note that to keep the listing short fo r 
this article, most of the error checking 
has been removed . H owever, th is list­
ing does present the basics of the ini­
tialization of the module. The fo llow­
ing key steps are performed: 

1. Registering the module as a char­
acter device driver. After this, ap pli­
cation code runn ing in user space 
may pe rfo rm openO, closeO, 

readO, wri teO, or ioct L 0 opera­
tions on the module 
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2. Checking for and requestin g a 
"region ." Th is allows the driver to 

communicate with the physical 
hardware device (which is, in this 
case, the CIO-CTR05 board) 

3. Registering an in te rrupt handler 
wi th the kernel. This operation 
associates a physical in terrupt level 
with a module-based handler 

4. Configuring th e hardware 

Removing a module from the ker­
nel requires that the reverse be done: 
release the region, release the in ter­
rupt, and un-register the device. 

Listing 3 shows th e procedu re 
cLeanup_moduLeO used in the CIO­
CTR05 driver. When reviewing th is 
listing, note the function pri nt kO . 

This function is identical to pr intfO, 

wi th the exception that it operates at 
the kernel level. Diagnostic messages 
generated wi th printkO are sent to 
the Linux console. For all practical 
purposes, this is the most useful debug 
tool for implementing Linux drivers 
and in terrupt handlers. 

Application code 
To this point, we have discussed the 
concept and basics of a Linux device 
driver. The important poin ts to note 
are as fo llows: 

• Interrupts must be serviced by a 
driver 

• Hardware may on ly be communi­
cated with th rough a driver 

Specific operation on an in terrupt 
wi ll be d iscussed in a bi t. Fi rst, we need 
to u nderstand how application-level 
(process) code runn ing in user-mode 
interacts with the kernel-mode d rive r. 

Device drivers look li ke fi les to 
appli cation code. T heir primary inter­
face is th rough special fil es called 
device fil es, which are generally locat­
ed in the Idev di rectory in the Linux 
fi le system. Device drivers have associ­
a ted with th em maj or and mino r 
device numbers. T he maj or device 
number is used to associate a device 
fi le with a device drive r (mod ule). 





Interrupt Handler 
Entry 

Read Counter 
Value 

Return from 
Handler 

Interrupt Asserted 

~ User Space ~ 
1 ~ (Application Process) : 

: Entry Point : 
mainO :1 

Open Idev files : I 

Configure and Arm 
Timer through an 

ioctlO 
(this call blocks) 

I Issue readO 
i command to get 
I current counter 
t value 

Print Results 

~\r!_~-:-;-~:~IJ1:: clo-CTR05 module interrupt handler 

static void ctr05_interrupt(int irq) 
{ 

} 

int data; 

data = read_counter( 1 ); 

intCntValue = data; 

if ( waitqueue_active( &inCwq ) ) 
{ 

} 

else 
{ 

} 

wake_up_interruptible( &int_wq ); 

printk("Wait Queue is NOT ACTIVE! !\n" ); 
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Time 

Listing 2 show that when the module 

is registered wi th the ke rnel, it passes 

in a maj o r device numbe r. 

Devi ce fil es in th e Idev directory 

are created by th e module develope r 

using th e Lin ux com mand mknod. 

Listing 4 shows th e device fi les fo r the 

CIO-CTR5 module. T his listing was 

made by issuin g th e command 

ls -rtl Idev/ctr*. 

T he fi rst fie ld indicates tha t the 

module is a characte r device (c) th at 
can be bo th read and written ( rw-) by 

use rs o r processes running as root, bu t 

only read ( r-) by other users. Th e 

futh fie ld, 50 in this example, is the 

m ,yor device number, while th e sixth 

fi eld, 0 and 1 fo r th ese device fil es, is 

the minor device number. Minor num­

bers may be selected in any way that 

makes sense to the driver deve loper. 

In the CIO-CTR05 d rive r, they re pre­

sent and sp ecify one of the five coun­
te rs in th e AMD 9513 con tained on 

the I / O board . 
Finally, Idev/ctr05_DIO and 

Idev/ctr05_CTR1 are device fil e names. 

These names gene ra lly represen t 

something meaningful to th e develop­

e r. In this case, ctr05 identifies the 

module, whil e DIO states that this fil e is 

for operating on the digi tal I/O por­
tion of th e drive r, and CTR1 is fo r 

counte r 1 contro l. T hese device fil es 

we re created by executing the fo llow­

ing commands: 

Ibin/mknod Idev/ctr05_DIO c 50 0 

Ibin/mknod Idev/ctr05_CTR1 c 50 1 

Application code operates o n these 

by fi rs t pe rfo rming e ither an openO or 

fopen() o n th e device fil e. After tha t, 

th e return ed fil e descripto r o r stream 

p ointer m ay be used to readO , 

writeO, ioctlO, or closeO th e spec­

ified device (modul e). In ternal to the 

module a re procedu res to support 

each of these fun ctions. T hese proce­

dures be have in a consiste n t way 

through standardized calling conve n­

tions, but in te rnally perform ope ra­

tions specifi c to th e pe riph e ral. 





;' 

= 

ClO-CTR05 module loctlO function 

static int ctrOS_Joctl(struct inode *iNode, struct file *filePtr, 

unsigned int cmd, LONG arg) 
( 

int size = __ IOC __ SIZE(cmd); 

int err = 0; 

} 

if ( __ IOC __ TYPE(cmd) != IOCT~GIC) return -EINVAL; 

if CIOC __ NR(cmd) > IOCTL.....MAXNR) return -EINVAL; 

if CIOC __ DIR(cmd) & __ IOC __ READ) 
{ 

err = verify __ area(VERIFY __ WRITE, (void *)arg, size); 
} 

else if CIOC __ DIR(cmd) & __ IOCWRITE) 
{ 

err = verify __ area(VERIFY~EAD, (void *)arg, size); 
} 

if( err ) return( err ); 

if ( cmd = WAICFOILINTERRUPT) 
{ 

} 

else 
{ 

} 

a~counter( 1, 11 ); 
interruptible __ sleep __ on( &int~ ); 

return( 0 ); 

return( -EINVAL ); 

Application process for interrupt 

void waitForlnt() 
{ 

unsigned int allData; 

} 

printf( "waitForlntO: called, doing ioctlO\n" ); 

ioctl( f<Lioctl, WAITJOILINTERRUPT ); 

read( f~ead, &allData, 1 ); 
printf( "waitForlntO: Intererupt count = i'.d\n", (allData & OxOOOOFFFF) ); 

printf( "waitForlntO: Application count= l'.d\n", 
«allData & OxFFFFOOOO) » 16) ); 
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Interrupt delivery 
When an interrupt is asserted, the 

developer has two choices for process­

ing it: 

• In the driver, at kernel level 

• In user space, in the application 

process or processes 

Most applications will perform pro­

cessing of an interrupt in both places. 

The driver must contain some logic 

for handling the interrupt, as the con­

text of the driver is the only location 

that the interrupt handling code may 
execute. The driver services the inter­

rupt, possibly doing some minor oper­
ations on the peripheral, and then 

alerts the application. 

Getting the message to the applica­
tion must be done in a unique fashion 

under Linux, as the driver cannot call 

interrupt handlers running in user 

(process) space. The driver may only 

execute in kernel space. It's important 

to note that the application must be 

expecting and waiting for the interrupt 

to occur, in order to respond to it. 

The best approach is often to use 

an interrupt dispatch process or thread 

that waits for all interrupts serviced by 

the driver module (as the module may 

service hardware devices capable of 

generating several different interrupt 

types through the same IRQ line). 

When an interrupt occurs and the 

dispatch process is placed into execu­

tion, it sends a message to the appro­

priate process or thread, based on the 

interrupt type serviced by the driver 

ISR. The process or thread then han­

d les the interrupt, while the dispatch 

process waits for the next interrupt. In 

practical operation, this process opens 
the appropriate module device file , 

then makes (typically) an i octlO or 

r ead() call that "blocks," suspending 

the caller and allowing other process­

es and threads to run while the "dis­

patch" process waits for the interrupt. 

Figure 4 shows the sequence of 

events for the following discussions. 
Each block in this figure is described 

in detail in subsequent paragraphs. 
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void DoOpenDevices() 
{ 

fd_ioctL = open( "/dev/ctrOS_OIO", 0666 ); 

if ( f!l.ioctL < 1 ) 
{ 

} 

perror( "can't open 010" ); 

exit(2); 

fdJead = open( "/dev/ctrOS_CTR1", 0666 ); 

if ( f!l.ioctl < 1 ) 
{ 

} 

} 

perror( "can't open cOU'lter" ); 
exit(2); 

B:, -',,; : . > .. "I,CIO-CTF05 readO function 

static ssize_t ctrOSJead(struct fiLe *fiLePtr, char *buf, 

size_t COU'lt, LofCt *Off) 

{ 

unsigned int aLLData; 

int minor; 

1«lR0 data; 

struct inode *iNode = fi LePtr->Cdentry-><Unode; 

minor = MlNOR( iNode->iJdev ); 

data = read_cOU'lter( minor ); 

aLLOata = «data « 16) I intCntVaLue); 
put_user(aLLOata, (unsigned int *) buf); 

return 0; 
} 

The interrupt handler in the driver 

module executes when an interrupt is 

asserted . It does minor processing of the 

intelTupt, then checks to see if an appli­

cation process is waiting for that inter­

rupt. If one is waiting, the interrupt han­

dler alerts the process, and the Linux 

scheduler places it into execution based 

on its priori ty within the system. 

Listing 5 shows the interrupt han­

die r used in the CIO-CTR05 device 

drive r module. It is extrem ely impor­
tant to no te that this interrupt handler 

executes in the context of the ke rne l. 

This interrupt handle r perfo rms 

the following fun cti ons: 

• Read s th e counte r va lue (the 
counter started counting at the 

moment th e inte rrupt was asserted 

to the processor ) 

• Makes a call to kerne l fun ction 
waitqueue_activeO. This fun ction 

ch ecks to see if an applicati on 

process has blocked on a user-spec­

ified Wait Queue called int_wq 

• If a process is blocked on the Wait 
Queue, waiting for the interrupt, a 
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call is made to wake_up_interrupt­

ibLeO. This function unblocks the 

process, and the kernel will place it 

into execution based on its specific 

scheduling rules (regular Linux 

process vs. real-time Linux process) 

Listing 6 shows the CIO-CfR05 mod­
ule logic (which allows user processes to 

block) waiting fo r the interrupt. This 

logic is implemented as an ioctlO 

operation in the driver. Like the inte r­

rupt handler, this procedure executes in 

the con text of the Linux kernel. 

The core logic in Listing 6 fo llows 
the if statement to see if the ioctl 0 

operatio n sp ecifi ed by cmd is 

WAIT_FOR_INTERRUPT. In this case, the 

fo llowing occu rs: 

l. The counter is armed and its value is 

reset to zero, and it is configured to 

wai t for the edge transition from the 

monostable, which occurs when the 

pushbutton is depressed. When this 

edge transition occurs, the counte r 

begins counting at a IMHz rate 

2. The coun te r makes a call to inter­
rupti bLe_s Leep_onO, a ke rn e l 

fun ction tha t blocks th e calling 

process until wake_up_interrupt­

ibLeO is called 

Afte r re turning from wa k e_u p_ 

interrupti bLeO, the ioctLO call 

returns to the user 's process, resuming 
execution in the user's process at the 

location following the i oct L 0 call. 

Listing 7 shows the application process 
that makes the ioctlO call. This code 

fragment executes in the context of 

Linux user space. 

In the function waitForIntO, the 
ioct L 0 function is called , which blocks 

the caller until the interrupt occurs. 

Upon re turn (in terrupt asserted) , a 

read() is done on the module to get the 

curren t value of the cowlte r. This inte­

ge r data con tai ns two fields; the 

counter 's value at the time the interrupt 
handler executed , and the value at the 

time the readO function was call ed . 

T he fil e descrip tors used for the 

ioctLO and readO calls we re 
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acquired from a standard openO call. 

Listing 8 shows th e a pplication cod e 

tha t open ed th ese descriptors. 
Listing 9 shows the read( ) function 

as implemented in th e CIO-CTR05 

module. Like th e ioctLO and inte r­

rupt handl er fragments, this fragment 

executes in the context of the Linux 

ke rn el. 
The function ctrOS_ r eadO pe r­

fo rms the following fun ctions: 

• Read th e current value of th e 
counte r through the fun c tion 
read_ counter(minor). The mino r 

number is 1 in this case from the 

device fil e /dev/ctrOS_ CTR1, indi­

cating Counte r 1 

• Combines th e da ta with th e 
counter va lue saved wh en the inter­

rupt handle r executed 

• Copies the data into user process 
space (iso lated from kern el and 

o th er process space by the MMU) 

and re turns 

It is impo rtant to no te tha t this cal l 

does no t block, and re turns immedi­

ate ly to th e calling appli catio n process 

after transfe rring th e data in to th e 

user buffe r iden tifi ed as buf. 

Interrupt characterization 
The test fixnlre presented in this arti­

cle provides fo r basic characterization 

of response times within Linux. The 

exam ples we re tested on a 100MHz 

Pentium processor with 80MB of RAM. 

Table 1 shows th e response times fo r 

five back-to-back inte rrupts (initiated 

through th e pushbutton ) with no load 

on the ystem. The numbers represent 

the number of ticks [Tom the tim e th e 

inte rrupt was asse rted to the processor. 

The ticks increment a t 1MHz, repre­

senting time in microseconds. 

Listing 10 shows a simple she ll 

cript that was used to place a load on 

the processor. 

The command: 

ping -f tbcorp1 & 

causes the local machine to ping the 

TABLE 1 

2 
3 
4 
5 

TABLE 2 

2 
3 
4 
5 

.. ~. 
9 
9 
8 
9 

624 
21793 
18 
14 

machine t bcorp1 as quickly as the net­

work interface is able to send and receive 

packets. In the test environment, this 

causes heavy PC! activi ty, heavy intermpt 

activi ty, and mild CPU loading. 

The "while" loop tars up /us r into a 

file, then removes it, over and over. The 

tar command operates verbose, which 

causes a considerable amount of text 

infOlmation to be sent to the console . 

Additionally, the tar command itself 

causes lots of disk activi ty, which causes 

intelTllpts and heavy traffic on the bus. 

Table 2 shows th e resul ts of five 

back-to-back inte rmpts through th e 

test fixture while this load executed. 

The lack of consistency is notable. With 
some intel-mpts, such as Assertion 5, 

the numbers a re almost as low as when 

the tests we re mn without load . In 

other cases, such as Assertion 1, inte r­

mpt latency was no t terrible, but the 

amount of time befo re the application 

process executed was lengthy. The 

worst case measurement is Assertion 3, 

which shows long intermpt latency and 

long latency to process execution. 

These nwnbers provide some start­

ing points for analysis. These were taken 

using standard Red Hat Linux, with no 

real-time extensions in place. The appli­

cation process was a regular Linux 

process vs. a real-time Linux process. 

(Real-time Linux processes execute at a 

higher priori ty than any other process. 
Because of this, intelTUpt latency is an 

50 
55 
54 
64 

705 
47086 
1269 
152 

LlmNG 10 Processo~ loading 

11 !/bin/sh 

11 

11 Sirrple Processor Loading Script 

pi ng -f tbcorp1 & 

whi le [true ] 

do 

tar cvf trrp.tar /usr; rm trrp.tar 

done 

issue, whereas latency time in process 

execution is not.) Additionally, a real­

time Linux project is under way which 

solves intermpt off-time problems, and 

has improved scheduling. 

Regardless of what ve rsion or flavor 

of Linux you use, if you have hardware 

devices that your application code must 

commw1icate with, and these devices 

have interrupts, you will need to design , 

implement, and in tall a dl-iver module 

as discussed in this article . esp 
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YASHVANT JANI 

Networl< Tall<: 
Voice Over IP 

Voice over IP (VoIP) has a big place in the future of the Internet. 
This article tells you what software is required to support VoIP 

and how the system should be architected. 

n traditional telephony applications, speech is digitized and delivered 
over a circuit-switched network. During call setup, a dedicated amount of 
bandwidth is reserved for each phone call. In a VoIP system, voice signals 
are transported as packets over a packet network with no bandwidth ded­
icated to their delivery. The processing involved in a VoIP system is, 
therefore, quite different from the circuit switched delivery operation. 

This article looks at a typical VoIP system architecture and describes the vari­
ous software modules that must be included. We will also look at estimates of 
code size and required processing power for each module, a well as some guide­
lines for partitioning the system between a traditional CPU and a DSP. 

VoIP technology offers several advan tages in the telecommunications market: 

• Effective bandwidth utilization, because the same channel can be used for 
voice packets going to different destinations 

• A lower bit rate per voice channel through vocoders. For example, G.729a 
results in a sub-15Kbps rate (including overhead) versus a 64Kbps A/ p-Iaw 
based voice bit stream 

• Simultaneous voice/ data/ fax transmission 
• Reduced costs for long distance voice calls and facsimile transmissions 

Architectural considerations 
A typical VoIP system has two interfaces to the outside world, as shown in FigUl'e 
1. The first interface is to a telephone or handset and the second to a packet net-
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FIGURE 1 .. - . . 
Phone 

work (LAN or WAN). The telephone 
interface consists of a subscriber line 
in te rface card (SLIC) and a 
codel'/ decoder (codec). Th e SLIC 
handles the inte rac tion with the hand­
set, while the codec perfo rms the ana­
log-to-digital and digital-to-analog con­
version of the voice signals. The pack­
et interface can e ither be a WAN inter­
face, uch as ISD , Packet Cable, or 
DSL, or a LAN interface, such as 
Etherne t. 

Befo re sending voice data as pack­
ets, the analog signal from the hand­
se t microph one is sampled a t SkHz 
to ge ne ra te a PCM-encod ed digital 
d a ta stream . Depe nding o n th e 
codec hardwa re se tting used , the 
resultin g bi t stream has a bandwidth 
of e ither 64Kbps o r l 2SKbps. The 
digital signal is th e n processed by an 
echo cancell e r to remove th e echo of 
th e fa r-e nd rece ived sig nal. This 
echo-free bit stream is th en conve rt­
ed in to frames of constan t le ngth by 
coll ectin g samples for a definite time 
pe riod , say 10ms. The frames a re 
passed to the applicati on laye r, whe re 
a speech coder (also known as a 
Vocod er), such as C.729a, compress­
es the da ta . With suffi cient digi tal sig­
nal process ing, a 64Kbps bit stream 
can be compressed in to a 6.4Kbps 
stream . 

The TCP / IP pro tocol stack is then 
invoked to create the actual IP packets 
that will travel across the packet net­
work. The compressed voice frame 
becomes the payload , wi th appro pri­
ate headers added at the real-time pro­
tocol (RTP) , UDP, and IP layers. Once 
the packets a re created , they can be 

VolP. system··:. . ,. . 

LAN/WAN 

transported over any suitable WAN or 
LAN data link and physical layers­
Ethernet, for example. 

On the receiving side, voice packets 
a rriving a t the network in te rface are 
de pac ke tized , decompressed , a nd 
then played out at the handset speak­
er via the same codec/ SLIC interface. 
This entire sequence of opera tio ns 
must be executed in real time fo r one 
o r mo re voice channels, depending on 
the features of the product. 

A VolP system requires real-time 
processing at two points: when the 
samples ar e collected and when they 
are played back. If the sampling or 
playback period varies even slightly, 
the listener will hear sometlling other 
than a continuous vo ice signa\. To 
reduce the load on the CPU, a buffer is 
used fo r collecting the samples and 
transferring tll em into frames. A typi­
cal frame size is SO samples (lOms of 
data). This frame must be compressed 
and converted into an IP packet dur­
ing the 10ms before the next frame is 
created . Because voice pac kets are 
being received a t til e same time, th ose 
must be d epacketized and decom­
pressed fo r playback within the same 
time slo t. Thus, both DSP and CPU 
functions must take less than 10ms fo r 
a comple te cycle of compress ion / 
decompressio n and packe tization / 
depacke tizati on fo r one voice channel. 
When multiple voice channels are pro­
vided, the system becomes even more 
constrained. For example, a product 
witll two voice channels must complete 
each set of tasks within 5ms maximum. 

Since packe t netwo rks a re asyn­
chronous and the netwol'k bandwidth 
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migh t be higher than the voice collec­
tion rate, a buffer must exist to store 
the received packets. T hese packets 
also need to be reordered, since they 
may arrive at different times, as the 
resul t of network congestion . Multiple 
vo ice channe ls require mul tiple 
buffers, maki ng buffer managemen t 
necessary. 

Software components 
The ove rall processing needed for 
VolP is a combina tio n of signal pro­
cessing and protocol-based control 
processing. Tasks such as speech com­
pression and decompression , echo 
cancellatio n , and to ne detection 
require signal processing capabiU ty, 
whil e network packe tizati o n and 
depacke tization and call setup and 
teardown tasks requi re protocol-based 
control p rocessing capabili ty. T he 
required processing capabili ty can be 
realized with two diffe rent processors, 
a DSP fo r the signal processing tasks 
and a u'adi tional CPU for protocol 
implemen tation . A hybrid CPU/ DSP 
processor can also be used. 

VolP systems require simultaneous 
execution of at least the fo ll owing soft­
ware modules: 

• Coll ection of digitized voice sam­
ples, as well as playback at regu lar 
in tervals 

• Call setup/ teardown an d call con­
trol using H .323 or H.245 stan­
dards 

• Vocode l' algorith m such as C.723 , 
C.729 and C.729a, C.7l l , or C.72S 
(inte roperabili ty with otller VolP 
systems may require availability of 
many vocoders in one system) 

• Telephony support modules such 
as DTMF, call p rogress tones, and 
li ne and acoustic echo cancellation 

• TCP / IP protocol stack 
• LAN/ WAN inte rface d river 
• RTOS that provides services such as 

in terru pts, timers , and buffe r 
management 

A variety of tones are used on the 
public switched telephone network fo r 



dialing-dual tone multi-frequency 
(DTMF), call setup/ tear-down, and 
call er ID. Tones are also used to indi­
cate the ca ll status and line conditions. 
A VoIP system must I-ecognize and per­
form these tones to support a phone 
call. A VoIP system also needs to emu­
late central office functions such as 
the generation of call-progress tones 
used for conveying conditions such as 
ringing, busy, and dialing. The lTV 
standards Q.23/ Q.24 specify the 
DTMF tones, while lTV standard 
E.180 specifies call progress tones for 
North America. 

Echo cance ll ers are required to 
cancel echoes that arise a the result 
of impedance mismatches at the 
hybrid networks that connect two­
wire links to four-wire links. Echo is a 
problem in VolP networks because 
the round-trip delay is significant 
(longer than 50ms) and unpre­
dictable. In designing an echo can­
ce ll ation function, one must consider 
the echo tai l length, speed of conver­
gence, double-talk performance, and 
a lgorithm complexity. lTV C.168 
defines performance requirements 
for echo cancellers. 

Vocoders-paired speech com­
pression and decompression algo­
rithm used in IP telephony- are lTV 
standards. Examples include C.7lI, 
C.723, C.729, and C.729a. The differ­
ences between these algorithms 
reflect trade-offs between speech 
quality, network bandwidth utiliza­
tion, computation complexity, and 
latency. Other features, such as voice­
activity detection and comfort noise 
generation, need to be included to 
enhance speech quality and conserve 
bandwidth. Table I shows the perfor­
mance of some of the popular speech 
codecs. 

The lTV has developed a set of 
standards for multimedia communi­
cations over packet-based networks. 
These standard are aggregated 
under recommendation H.323. This 
recommendation describes termi­
nals, equipmen t, and services for 
multimedia communications over 
packet networks. 

Voice quality 
The voice quality achieved by a VolP 
system depends on a number of fac­
tors including the quality of the 
phones, network congestion, and sig­
nal processing algorithms used. In 
particular, it depends on the following 
factors: 

• Vocoder-The choice of the 
speech codec affects the inte lligi­
bility of the speech. The choice is 
based on a trade-off between voice 
quality, bandwidth computation , 
complexity, and latency 

• Echoes-Imperfections in the net­
work give rise to echoes that, in 
turn, affect the intelligibility of the 
speech. Echo cance ll ers are 
required to cancel the echoes and 
enhance the quality of speech 

• Latency-Because delays in packet 
networks are significant and unpre­
dictable, they can have a significant 
impact on speech quality. Delays 
alise because of buffering, process­
ing, and congestion 

For consumer app li cations, not 
on ly must a VoIP system's perfor­
mance be adequate, but the price of 
the product must be affordable. 
System cost has to be limited to a rea­
sonable value to stimulate demand. 
Therefore, VoIP implementations 
must utilize cost-effective components. 

American 
Raisonance 

7' 
"Liberate Yourself ll 

CAN Tools 
Introducing American Raisonance. 
Your new supplier ofIXXAT CAN 
development tools. Hardware and 
software to simplify your CAN 
implementation! 

Analvzers 
American Raisonance is now offering 
an extensive line of CAN analyzers, 
providing you with complete 
monitoring of your CAN network. 

Interface Cards 
We have the CAN interface card you 
need, whether it's ISA, PCMCIA, 
parallel port or USB. Utilizing your 
PC or a 80320, C165, or 386, every 
card comes with: 
• CAN BUS Monitor 
• User manual 
• Download and flash programs 
• VCI Virtual CAN Interface 

Protocols 
CANopen Master/Slave software. 
Delivered in C source code and 
comes with the manual , example 
programs and technical support. 
DeviceNet Master/Slave software. 
Delivered in MASM/C source code 
and comes with the manual, example 
programs and technical support. 

877-315-0792 

.WWW.americanraisonance.com 
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TABLE 2 \EU . • . " --' 

Software module MIPS Code size 
OTMF, Call Progress Tones, and Caller 10 support 2to3 15KB 
Line Echo Cancellation 

Vocoders 
G.711 Compander 
G.721 ADPCM 
G.722 
G.n3.1 

r- G.729 
G.729a 
Voice Activation Detection 

Hardware requirements 
Several software modules that would 
lypically be run on a DSP, including 
Vocoder middleware, are shown in 
Table 2 with their MIPS requirement 
and code size. 

The PCM inte rface module cap­

tures the vo ice samples at the desired 
rate and stores them into the memory. 
It also supplies the vo ice samples to 
the CODEC for playback. In our cur­
rent implementa ti on , voice samples 

FIGURE 2 

5 to 14 (4ms to 7KB 
32ms tail length) --

<1 <1KB 
....-----, 

10 2.1KB -
10 2.6KB 
29.7 (VAD off) 56KB -
29.5 35KB ---
16.5 32KB 
approx. 3 to 4 approx.8KB 

--..-, 
-' 

are generated at a rate of 8,000 per 
second. Eight voice samples are stored 
in lhe buffer and transferred in to 

memory every millisecond. A timer set 
during initialization for this pUl'pose 
provides an interrupt to the RTOS to 
start the transfer task. This task 
requires less than 1 MIPS. Since the 
RTOS also handles other interrupts 
such as network packet transfer and 
ocoder initialization, it requires about 
1 to 2 MIPS. This software is not 

Application Software such as 
H.323. Speech Coders G.711. G.723. G.729. 

APPL G.729a. DTMF. VAD. LEC. AEC. and RTOS 

TCP 

IP 

: Network LLC 

included in the table , since it would 
typically be run on a traditional CPU, 
not a DSP. 

When a call is initiated by the hand­
sel, the RTOS moni tors the off-hook 

signal a nd starts the appropriate 
DTMF task. When a call comes from 
the packet network, it provides the 
ring signal to the handset and moni­
tors the off-hoo k signal again . Tasks in 
this group continue to provide moni­
toring of other calls. In total , these 

tasks require 1 to 2 MIPS. 
The line echo cancellation (LEC) 

task requires 5 to 14 MIPS depending 
on the tail length, which can be from 
4ms to 32ms of the echo. Voice sam­
ples coming from the handset include 
the echo of the played voice. This 
echo needs to be cancelled at this 
point, otherwise it will play back at the 
origin . The tail length depends on the 
sending and receiving points. It is gen­

erally determined during the initial set 
up and then remains constant during 

link Control : 
'- I : - ;, :. ;, :. :. :. :. :. :. ;, - :. :. :. :. :. :. : :. : : : :. :. :. :. :. :. :. :. : :. : :. :. :. : :. :. :. :. : :. :. : : : : : :. :. :. : : :. :. :. 

DATA . : ·;~1:1:; ;~~ ~ ~:;1:1:~1\: ~ ~~~:1:0=':~ ::::::: ~~~~~ ' II 
Network MAC : Network Packet 

64Kbps 

PHY Network PHY 

Phone Interface 

Network 
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FIGURE 3 Vo/P software tasks flow 

.. " 
MAIN Application Task 

- Initialization, GPIO, Priority, etc. 

Ia::::~ 
Voice Sample 
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, everym~ 
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VolP Tasks Network ~ 

- Vocoders, LEC \ Access Tasks ,, -- - - '1 
@ 10ms Jr ' Network 

7'" \ - Asynchronous ' Controller I 
DTMF and tone \_ Packet delivery ! j 
,~~ required \, _~ 

SyltemTasks 
- Timers, ISR, etc. as necessary 

the conversation. When tail length is 
significant, the LEC module needs to 
process mOI'e samples, and thi s 
requires more MIPS. 

When a call is made, the call se tup 
modu le determines which vocoder is 
to be used . Vocoders perform the 
compression and decompression of 
the voice samples as necessary. Each 
vocoder uses a special method to com­
press the voice. Thus MIPS requ ire­
ments vary. For the SH3-DSP, the 
MIPS required for vocoder functions 
range from less than one to over 30. 
AJI other MIPS data shown in Table 2 
are measured quantiti es o n the SH3-
DSP hardware and its cycle accurate 
simulator. The voice activation detec­
tion (VAD) module is included in this 
table because it requi res significant 
DSP processing. In the current imple­
mentation , C.729a is executed every 
10ms after collecting voice samples 
every Ims. 

The TCP l IP stack converts the 
voice frames into IP packet for the 
transm ission over any packet net­
work. In our case, it prepares the IP 
packets for the Ethernet transmis­
sio n. It requires about 1 MIPS to 2 
MIPS, and Ethernet control task takes 
less than 1 MIPS. When the VoIP 
appli cation is running, overall con­
trol of the p latform functions is main­
tained by several interrupts and by 
synchronous tasks using time rs. An 

additional 1 MIPS is allocated for this 

overall control fl ow. For an incoming 
call , th e IP packet received by the 
Eth ernet initiates the app lication, 
and processing is performed accord­
ingly. The call set up procedure prop­
erly starts the vo ice processing afte r 
all steps for timers and interrupt pri­
o ri ty are performed. 

T he relationship between all tasks, 
inpu t data, and output data is shown 
in Figure 3. The voice samples come 
from the codec. These samples are 
compressed, packetized using 
TCP l IP, and then delivered to the 
network interface fo r transfer over 
the LAN/ WAN . Processing begins 
when the off-h ook co nditi on is 
detected from the code. Samples are 
coll ected eve ry milli second , com­
pressed at 10ms intervals, and deliv­
ered async h ronously. 

T he total MIPS needed fo r a single 
channel depends heavily on the type 
ofvocoder used and on the tail length 
of the line echo. Assuming C.729a 
and a 4ms ta il length , th e total MIPS 
required by one voice channel is 
about 27 MIPS. Whe n C .711 is used, 
less process ing power is needed , 
about 10 MIPS. At the worst (assum­
ing a 32ms ta il length and adding 
some MIPS for coordination ), one 
chan nel gene rally requires a maxi­
mum of 35 to 38 MIPS. 

These estimates can be used to 
design a system with adequate DSP 
and CPU processing power to support 
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from one to any number of VoIP 
channels. The breakdown of software 
modules shou ld also help you to 
understand what you' ll need to imple­
ment to include VoIP support in yo ur 
system . 

If you already have an RTOS and 
TCP l IP stack, I think you ' ll find that 
the additional code space require­
ments are not a major issue. However, 
the complexity of adding a DSP to a 
system and managing the flow of data 
between that processor and the CPU 
can make for some long hours in the 
lab. esp 
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from University of Texas-Dallas in 1976. 

H e currently works for Hitachi on residen­

tial gateways and ajJjJlications of SH 3-

DSF, SH4, and similar devices. Yashvant 

has also supported embedded controller 

designs using SH and .fIB microcontrollers, 

and developed embedded system architec­

tures for PDAs, hard disk drives, and voice 

pagers. You can e-mail him at 
yashvant.jani@hsa.hitachi.com 

References 
Goncalves, Marcus. Voice Over IP 

Networks. New York: McGraw-Hili. 

1999. 

"Voice Over IP (VoIP)" technology guide 

at www.techguide.com. 

Bear, Eric, "Designing an Embedded Voice­

over Packet Network Gateway," 

Communication Systems Design, 

October 1998, p. 21. 

The International Telecommunication 

Union (lTU) Web site has information 

available about all standards mentioned 

here-www.itu.int. For all relevant 

information regarding G-series stan­

dards, go to www.itu.intlpublications/ 

itu-tlitutg.htm. 

The following Web sites have detailed 

information regarding voice over IP: 

www.telogy.com 

www.vocaltec.com 

www.voxware.com 

www.ipteiephony.org 

www.micom.com 

www.itmag.com 





Let EBSnet help you build your next 
embedded device! 

• All Source Code is Provided 

• 100% ANSI "e" 

• Royalty Free 

• Competitive Prices 

Prompt Competent Support 

• Consulting 

• Satisfaction Guaranteed! 

For More Information, 
Visit Our Web Site 

www·ebsnetinc.com 

1 800-428-9340 

_twv'NiJabsinetllnc.l~ • email: saIes@ebsnetinc.com 

EMBEDDED TCP-IP NETWORK STACK 
The EBSnet Cross Development System provides comprehensive TCP/ 
IP protocols and network applications for embedded CPUs. RTIP 3.0-
MPC provides support for Motorola microprocessors including PowerPC, 
MPC860, 68K, 68360, and Coldfire. Systems are also available for 808x, 
80186, 386, ARM, SparcLite, Mips, Hitachi, Mitsubishi, Philips, and Infineon. 

INTERNET PROTOCOLS 

SUPPORTS UDp, TCp, ARp, RARp, BOOTp, ICMp, IGMp, DNS 

DEVICE DRIVERS 

Ethernet, 100 Base-T, Uart, PCMCIA based, PCI based 

KERNEL DRIVERS 

AMX®, CMX®, SMX®, Nucleus®, RtKernel®, Pharlap®, 

TNT®, ETS®, TNTRT®, PSOS®, RTXC®, RTPX, 

Polled (no kernel) , UCOS®, ECOS®, VRTX®, Threadx® 

PORTING LAYER 

Ports easily to any realtime OS/CPU 

DIAL-UP 

SLIp, CSLlp, PPp, modem support 

APPLICATION PROTOCOLS 

SNMp, DHCP, NFS, FTp, TFTp, Telnet, Mail (SMTP, POP3 , 1M AP), 

RIp, and Virtual/Memory File Systems 

WEB SERVER 

Full featured embedded Web Server (with diskless option) 

EMBEDDED WEB BROWSER 

I-BROWZR, EBSnet's Embedded Web Client, is a complete tool 
for developing WEB browser interfaces for interactive internet 
appliances and other embedded systems that wish to use HTML 
to present a user interface. 

I-BROWZR is written in portable C ++, will port to any target 
that can support the PEG Graphics library and uses standard 
socket calls to access the network. 

I-BROWZR is compatible with EBSnet's RTIP but can be 
standalone. 

ERTFS-DOS COMPATIBLE FILE SYSTEM 

Comprehensive, portable, high performance 
DOS compatible file I/O for embedded systems. 



- Internet Appliance Products 

Embedded Internet Tools 
Internet processor 
The AulOOO Internet Edge processor is 
based on the MIPS instlUction set and is 

designed for high-performance at low­
power. It IUns at speeds of up to 
500MHz. Its peripheral set targets com­
munications market segments whose 
products operate on the "outer edge" of 
the Internet network, such as wireless 
palm-sized PCS, third-generation data 
devices, VoIP telephony devices, fire­
walls, and routers. The AulOO's architec­
ture consists of a 32-bit core and 
includes a five-stage scalar pipeline, 16K 
instruction cache, a 16K non-blocking 
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each time a URL is to be fetched). Used 
in conjunction with EmWeb/ Server, 
EmWeb/ Client can implement applica­
tions dlroUgh send and receive commu­
nications between different devices and 
web-based applications. The idea is that 

were you to have a networked printer 
attached to the Internet by means of a 
unique web page address, it would be 
possible to automatically upload a doc­
ument residing on a diffe rent web page 
to dle networked printer. 
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Information Linux 
Based on Red Hat Linux, NeoLinux is 
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ness information appliances such as 
cash registers, firewalls , routers, inter­
active web-kiosks, thin clients, security 
devices, and wireless appliances. Its 
feanlres include ezCompress, which 
a llows Linux to be installed on small 
systems without a hard drive; ezOFF, 
which allows people to turn off their 
device without go ing through the 
"shut down" process required by a 
desktop OS; ezSecure, which makes 
the OS read only; and ezManage, 
which allows appliances to be remote­
ly managed, configured, and updated 
across a LAN or WAN. NeoLinux is 
designed to operate on Intel X86 or 
compatible processors. 

Neoware Systems Inc. 
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Tools for Bluetooth 
The Bluetooth Extension to WinDK is 
a toolkit that enables developers to 
attach Bluetooth hardware to a tested 
Windows Bluetooth stack. It may be 
used to develop hardware and proto­
col drivers for Bluetooth implementa-

tions based on the Digianswer A/ S 
Bluetooth software stack. Also fea­
tured by the Bluetooth Extension to 
WinDK is support for the develop­
ment of hardware drivers for USB, 
PCI, and PCMCIA buses, as well as ser­
ial interfaces. Additionally, it lets you 
access the hardware using any combi­
nation of port I/O, memory I/O, 
in terrupts, and DMA. It's avai lable 
now for $14,995. 

BSQUARE 

Bellevue, WA 

(888) 820-4500 

www.bsquare.com 

Design kit 
Micro WebTarget is a hardware/ soft­
ware prototyping technology designed 
for Web-enabled cell-phones, PDAs, 
pagers, and odler mobile devices. It's 
based on the connected limited device 
configuration component (CLDC) of 
dleJava 2 platform, Micro Edition. The 
Micro WebTarget features a single 
processor core from Hyperstone 
Electronics that combines a 32-bit RISC 
processor with a 16-/ 32-bit DSP unit. 
The processor core provides 200 MOPS 
of processing power at 50MHz. Also 
included is a built-in Ethernet con­
troller and interface transformer sup­
port for a direct network connection. In 
addition to 4MB of DRAM and 1MB 
fl ash, the MicroWebTarget utilizes 
HyNetOS, a real-time network operat­
ing system de igned specifically for dle 
Hyperstone RISC/ DSP architecnlre. 
The MicroWebTarget is avai lable now 
for $2,350. 

Smart Network Devices 

Dusseldorf, Germany 

+49 (213) 122·3267 
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DAVID HINERMAN 

Pardon Me, 
Do You Have 

the Time? 
Many systems need to know the current time. 

Take note of these helpful hints from a seasoned timekeeper. 

ime is a fascinating concept that has kept scien tists and 
philosophers busy for centuri es, debating its na ture and pur­
pose. Whil e we may not fu lly understand time, we still need to 

measure it. Thousands of years ago, hunte rs and farmers 
marked the seasons in order to know when to begin the hunt 
or to plant crops. Many ancient stone and earthen strucLUres 

around the world appear to have had timekee ping fun ctions. 
In modern systems, timekeeping need range from providing a CPU 

clock for instruction timing to reporting current time with nanosecond 

accuracy for navigation purposes. 
Fortunately for deve lopers, building a system with timekeeping capabil­

ity no longer requires moving yards of earth or tons of stone. Electronic 
timekeeping requirements are so widespread that components and subsys­
tems that go a long way toward fillin g them are available off-the-shelf. A li t­
tle forethought can extend those capabilities even further. This article will 
present a few ideas for answering th e age-old question, "Wh at time is it?" 

For purpo e of this article, le t us defin e tirnekee/Jing as "tl1e measure­
ment of th e passage of time with sufficient accuracy, and in a suitabl e rep­

resentation , to meet tl1e requirements of the system." 
The passage of time is typically measured by counting repetitive 

events th a t occur at consistent intervals (a tirnebase), o r by measuring a 



cond ition that varies in a regul ar way 
over time. 

The earliest ti mebases were th e 
Earth's ro tation about its axis and its 
revolu tio n around the sun . Early 
man's time keeping requiremen ts were 
fu lfi lled by counting days and years. 
Short duration were la ter measured 
by observing pheno mena such a the 
flow of water or and, or the position 
of the sun in the sky. 

During the Renaissance, global sea 
navigation created a need fo r accurate 
ti mekeeping that didn 't re ly on the 
Earth 's mo tio n . Mechanical cl ocks 
were inve nted to fulEll that need . 

Whe n th e age of e lectro ni cs 
arrived, methods for developing h igh­
ly accurate periodic signals were d evel­
oped, many based on the oscilla tion 
of a quar tz crysta l. It wasn 't a difficult 
step to apply them to timekeeping, 
first by d riving e lectromechanical 
counters, la te r electronic o nes. ow 
m e th ods exist tha t a re accura te 
enough to uncover the inaccuracies in 
the Earth 's motion . 

Timekeeping requirements 
umerous ways of measuring time are 

avai lable, fro m watching the sun rise 
a nd set to counting vibra tions of 
atoms at a speciEc state. As embedded 
sy tem develope rs, we will usually 
select a method that is e lectronic in 
natu re, and (we hope) inexpensive 
enough that our users can afford it. 
Bu t how will we kn ow if a method is 
good eno ugh? What kind o f speciEca­
tions may we be expected to meet? 

T he speciEcati on most commonly 
given as a timekeeping requirement is 
accuracy. Accu racy IS commo nly 
exp ressed as a maximum a llowable 
error over a uni t of time or as a per­
cen tage of total time. For example, a 
wristwatch or real-time clock chip may 
have a guaran teed error of 30 seconds 

Numerous ways of measuring time are available, from watching the 

sun rise and set to counting vibrations of atoms at a specific state. 

or less per month. Since th e maj o rity 
of e lectroni c timekeeping methods 
rely o n an oscillator of some sort as a 
timebase, the accuracy may be given in 
typical oscilla tor te rms, for example, 
parts per millio n . 

Another specification that may be 
given is resolution. One wouldn 't use a 
calendar to time a marathon runner, or 
a topwatch to decide when to plan t 
corn. If resolution is specified, it will 
usually determine the unit of measure 
you will use in your timekeeping system. 

Some timekeeping applications will 
specify the representation of time. One 
of the oldest legacy systems in exis­
tence is our method of expressing 
time: seconds, minutes, hours, days, 
months, and years. You 've probably 
no ticed that the progression of these 
uni ts doesn 't fit conveniently into a 
decimal or binary numbering system. 

everthele s, sometimes we must pre­
sent time in the way that our human 
clien ts understand it, instead of a more 
convenient electronic representation . 

Time can be represented in many 
diffe rent ways. You should selec t a 
meth od based o n tl1e answers to these 
ques tions: 

• H ow will the measureme nt be 
taken? By counting pel-iodic even ts 
such as oscillato r cycles, o r simply 
reading the da te and time out of a 
real-time clock chip? 

• H ow will th e measuremen t be 
used? Will it be used in calcu la­
tions, scheduling activi ty, o r simply 
displayed? 

• How will the measurement be dis­
played? Is it an indication of the 
current date and time, or is it a 
measurement of dura ti on? What 
uni ts does the user expect? 

A requiremen t that isn 't strictly 
related to timekeeping is synchroniza-

tion. When systems inte ract, they are 
often expected to have a similar view 
of curren t ti me. While it may be 
acceptable to allow the user to set the 
time and hope for the best, o ther 
applications will require much closer 
adherence to a common reference. If 
you r system requi res syn chronization 
to an extem al refe rence, it wi ll di rect­
ly affect your timekeeping method . 

Time measurement 
Perhaps the simplest method of mea­
suring time in an e lectroni c system is 
to coun t periodic even ts such as oscil­
lator cycles. Inexpensive quartz crys­
tals or even less expensive ceramic res­
onators or RC oscillators can give suf­
fici ent accuracy for most applications. 
With an oscilla tor operating at fre­
quencies of a megahertz or more, tim­
ing resolution of a microsecond or 
be tte r is possible. One may signal the 
start and end of a duration with hard­
ware or software, and the resulting 
measurement is a simple number that 
may be recorded , compared, and used 
in calcula tions without dealing with 
modulo-50 issues. 

Real-time clock chips are avai lable 
tha t combine an oscilla tol-, divider 
chain , and 32-bit counter in a conve­
nient package. The Dallas Semicon­
ductor DS1502 Elapsed Time Coun ter 
is an example. The oscillato r and 
divider provide a one-second tick to the 
counter, which may be read or set via a 
serial interface. The many varian ts of 
the Unix operating system keep real 
time as the nwnber of seconds since 
midnight, January 1, 1970 (in a signed 
32-bit integer) , so tl1is sort of hardware 
could be a good timekeeping solution 
for a Unix-like system. 

Of course, almost anything hard­
ware can do, software can do cheaper. 
A software counter may be used to 
count ticks, as long as tl1e CPU is 
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guaranteed not to miss any. If time 
must be main tai ned when the system 
is powered down, software probably 
isn 't the best solution. 

The common method of expressing 
time is a little more complicated than 
counting ticks, but a lot of tile work is 
al ready done. Real-time clock chips are 
avai lable that use tile oscilla tor and 
divider of tile chip described above to 
increment a set of nested counters to 
provide seconds, minutes, hours, days, 
months, and years. These chip also 
take into account months of varying 
length and leap years. Dallas, Motorola, 
and otlle r semiconductor manufactur­
er offer these types of products. 

Again , software can perfo rm the 
same fun ctions as these hardware 
counter. Instead of incrementing a 
single counter, one must keep a series 
of counte rs and increment higher­
order counters when the lower-order 
ones roll over. Also, the value a t which 
a day-of-mo nth counte r roll s ove r 
vad es depending on the montll and 
year. A software clock may still not be 
a good solution if timekeeping must 
be main tai ned while power is off. 

Even if time is kept as a 32-bit sec­
onds counter, routines are available in 
run-time libraries or freely avai lable 
source that will convert to and from 
the real-world units. Standard C run­
time library fun ctions such as timeO 
and ctimeO can be used to deal with 
such conversions. 

Time operations 
Regardles of the method (hardware 
or oftware) and represen tation (sin­
gle counter or multiple) one chooses 
to keep time, certain basic opera tions 
must be supported . Timekeeping sys­
tems must be initialized, set, and read. 
In some cases, they must also be syn­
chronized to external signals. In many 
cases an exte rnal signal may be used as 
a timebase to increment til e time, so a 
tick routine or input may be necessary. 

Initia li zati on is self-explanatory. 
Most systems must be brought into a 
known state before they may be used . 
This could include zeroing counters, 

o r at least removing illegal values 
(such as a random startup value of 29 
in an hour counter). It may also pre­
pare inputs and outputs to be ready 
for operation. 

A set opera tio n places a value into 
the timekeeping system. While tllis is 
usually done in respo nse to a user 
command, it may also be done auto­
m ati cally by ex tern al sys tems. 
Sometimes the set and initialize oper­
a tions may be combined into a single 
operation . A read o pera tion gets the 
contents of the timekeeping sys tem. 

Synchronization is the process of 
ge tting the time keeping syste m to 
agree with an exte rnal time reference. 
Most timekeeping systems, no matte r 
how accurate, will drift apart if left to 
themse lves. Fo r sys te ms tha t must 
operate for lo ng periods yet maintain 
agreement on the current time, a 
method of synchroni zation is neces­
sary. An early example is the clocks 
used o n railroads across the United 
States almost a hundred years ago. 
These clocks were all connected to the 
telegraph lines that paralleled the rail­
roads. Every day near noon, the clocks 
would wait for a pulse to come down 
the te legraph Line. When the pulse 
arrived, the clock would immediate ly 
jump to exactly 12:00 and pick up 
timekeeping there. That way, rail sta­
tions across the coun try were a ll on 
the same time, witllin practical limits. 

T he tick process is part of almost 
every timekeeping system. It may be 
inte rnal to the system, in the form of 
an oscilla tor, or it may come from an 
external source. This is one of the most 
accurate ways to synch ronize time­
keeping, by the way-in effect, every 
tick of the timebase resyn chronizes the 
local system. Many househo ld and 
eve n industrial clocks use the AC 
power Line frequency as a timebase, 
and take advan tage of that common 
signal to maintain synchronization . 

Time usually must be treated as a 
shared vaJ;able. It is common to use a 
periodic interrup t, gene rated by a 
timer or o ther signal , to trigger an 
interrupt servi ce routine tll at incre-
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men ts the time. If a higher-priori ty 
interrupt should occur and its ISR 
should read the time while it's being 
updated , it may get the wrong value. 
This can even be a problem with hard­
ware clocks, although most modern 
parts have circui try to prevent colli­
sions between reads and writes. 

Practical procedures 
Developing a timekeeping system need 
not be a difficult thing, altllough at 
times it's not as simple as it seems. If all 
that is required is to be able to display 
the current time of day, a simple set of 
nested counters updated by software in 
response to some periodic ignal , such 
as a timer interrupt, is an inexpensive 
and straightfo rward solution . If time 
must be maintained in the absence of 
power, a battery-powered clock chip is 
an effective solution , in which case a 
simple ddver routine to read and write 
the chip is the only software necessary, 
especially if tile clock chip has the bat­
tery built in. Such parts are easier to 
design in than a separate battet), and 
power switching circui try. 

If the system is required to perfornl 
certain ac tio ns in response to a sched­
ule, or if even ts will be recorded and 
sto red o r presented in chronological 
order, perhaps a single counter (hard­
ware or software) to count seconds is a 
be tte r choice. It's easier to do a da te 
and time comparison by doing this: 

if (presentTime == nextALarmTime) 
{. .. 

than by doing this: 

if «presentSecond 
nextALarmSecond) && 
(presentMinute == 
nextALarmMinute) && ... ) 

{. .. 

T his makes sorting of dates and 
ti mes easie r, as well as detecting a 
scheduled time. If date and time must 
be displayed while using this time rep­
resenta tion , conversion routines are 
avai lable-many C run-time libraries 
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include them already- to go to and 
from individual second , minutes, 
hours, month , day, year, and day-of­
week representa tion. 

One of the things that should be 
COil idered when deciding whether to 
use hardware or software fo r time­
keeping is the resolution required. If 
your sys te m must resolve time to 
microseconds, software timekeeping 
with a periodic interrupt to increment 
it probably isn 't going to work. An off­
the-shelf clock chip probably won 't do 
either, since their timebases are typi­
cally a one-second tick. 

Reading time from a clock chip is 
usually traightforward, as lo ng as you 
have a proper driver for the chip 's 
inte rface. Memory-mapped registe rs 
are usua lly simple-read and write 
them like RAM. A serial inte rface 
clock chip, if it uses a standard serial 
bus protocol like P C, is almost as easy 
if yo u have an 12C interface on your 
processor. If not, you ' ll have to bit­
bang a driver using I/O lines. Serial 
inte rface chips are slower to access 
than their byte-wide counterparts, so if 
the amoun t of time it takes to read the 
chip is a problem, consider keeping a 
RAM copy of the time, and le tting the 
res t of the system read that. 

When a ys tem includes timekeep­
ing capability, one feature request tha t 
almost always seems to appear is to be 
able to make an "alanll clock," that is, 
a fea ture that schedules some opera­
tion to occur in the fu ture. Whether 
the request makes sense or not is up to 
you and your marketing people, but if 
you have to do it, here are a couple 
thin g to keep in mind: 

• Consider using a single counter fo r 
timekeeping. One comparison is 
easier to make than six 

• When comparing, test fo r present 
ti me being greate r than or equal to 
the schedule. If you happen to miss 
makin g the comparison a t the 
exact time called for in the sched­
ule, you ' ll catch it on the next sec­
ond. Otherwise, you may neve r 
catch it 

Potential problems 
Setting the time has essentially the 
same problems as reading the time­
as a shared data item, it's important to 
avoid writing the new time while a 
read is in progress. A hardware clock 
chip has two sources of wri tes to the 
current time: the se t opera tion in soft­
ware, and the no rmal tick update 
which is driven by hardware . When 
applying a hardware clock, check the 
ve ndor 's documentation to see it pro­
vides a built-in synchro nizatio n 
method , Of a suggestio n fo r prevent­
ing simultaneous Wl·ites. 

A common problem that can affect 
a timekeeping system is when multiple 
copies of time exist in the system . For 
example, a system may keep time 
inte rnally as a 32-bit count of seconds, 
but convert the counter's conten ts to a 
stru cture with seconds, minutes, 
hours, days, months, and year fo r dis­
play purposes. If the two representa­
ti ons get out of syn c, which is the cor­
rect one? This is especia lly true of sys­
tems tha t use battery backup on a 
hardware clock-at system power-up 
the clock chip may be the maste r 
SOUfce o nly long enough to initialize a 
software time keeping system, which 
then becomes the maste r. 

You may require a feature tha t 
amounts to an "automatic time set"­
Daylight Saving Time. This is a tricky 
feature from an implemen tation stand­
poin t-the date on which Daylight 
Saving Time starts and stops a re se t by 
law, and may change a t the whim of the 
legislature. Clock chips that have a 
Dayligh t Saving Time shift algorithm 
buil t in are in danger of being made 
obsole te with the stroke of a pen . 

If you must handle Daylight Saving 
Time automatically, consider runnin g 
your core timekeeping on Standard 
time, or even Universal Time (also 
known as Greenwich Mean T ime) and 
adjust it for Dayligh t Saving Time 
when the time is read . This requires 
that the timekeeping system be able to 
d e te rmine whe n it is in Dayli ght 
Saving Time, and when it is not. The 
"first Sunday in April until las t Sunday 
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in October" period currently used in 
the United States can be de te rmined 
with a modera te ly simple algorithm. 
O r, the system could keep a list of 
dates on which Daylight Saving Time 
starts and stops. T his method has the 
advantage that it can be more easily 
changed if tile law is changed or if 
your product is to be marketed o ut­
side the U.S.- a simple table update, 
in tead of re-coding an algorithm. 

If you must adjust your base clock 
for Daylight Saving Time, be very care­
ful of the autumn ("fall back") shift. 
For example, in tile U. S. the hour 
from 1:00 a. m. to 2:00 a.m. is repeat­
ed-tile first time as Daylight Saving 
Time, the second as Standard T ime. If 
your system waits until 2:00 a.m. and 
sets the clock back, it will see 2:00 a. m. 
again in one hour. Unless your system 
remembe rs th a t it has a lready 
changed the time, it will se t the time 
back again . (I still crin ge a t th e 
thought of going to work on th e 
Mo nday afte r the autumn time 
change, even though I learn ed this les­
son ove r 10 years ago .) 

Synchronization 
Synchronizing to an external refer­
ence is probably one of the most diffi­
cult aspects of deve loping a timekeep­
ing sy ·tem. If the desired source is a 
pel;odic signal that i guaranteed to be 
available, you can use it to trigger the 
tick process that will update your time 
counter. However, if the refe rence isn 't 
always available (for example, it occurs 
only once per day, or it may arrive 
when your sy te rn is powered down ), 
this may no t be an option . 

In its simplest form, a syn chroniza­
tion signal is a time set operation . The 
user (or a host system, or some other 
authority) sends a time set command to 
til e system. If the uncertain ty of when 
the command is executed (which will 
contribute to timekeeping inaccuracy) 
is acceptable, this is probably the easiest 
method of synchronization. 

A sync signal can be thought of as a 
time set command with a default time 
value implied. The railroad clocks 
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mentioned previously used this sort of 
synchronization. They were pro­
grammed to treat a pulse that arrived 
in the correct window as a command 
to set the time to the nearest noon. 
(Be careful of the distinction between 
"nearest noon" and "next noon"-if 
the clock already reads 12:00:03, next 
noon is tomorrow.) 

Additional care must be given to 
synchronizing a clock that is used for 
scheduling even ts. If a sync command 
arrives that causes the clock to skip 
over a scheduled event, decide ahead 
of time how it should be handled. 
Should the event be executed imme­
diately? Should it be skipped? This is 
also true of events that may already 
have occurred before the time is set 
back. Should it be repeated? T hink 
about these things before they hap­
pen-they're a lot harder to change 
later. The same consideration must be 
given to events in the presence of a 
general time set command. 

A number of time services are avail­
able over communications media such 
as networks (including the Internet), 
dial-up services via modem, shortwave 
radio, and satellites. Some are even 
able to adapt to transmission delays to 
minimize errors. The U.S. National 
Institute for Standards and Technology 
(NIST) and the U .S. Naval 
Observatory (USNO) both operate 
time standards with incredibly high 
accuracy, and offer publicly accessible 
sources of time data and synchroniza­
tion. NIST offers time sync capabilities 
via the Internet, dial-up modem con­
nection, telephone voice announce­
ments, and shortwave radio broadcasts 
on radio station WWV. USNO offers 
time sync and reference capabilities via 
Internet, dial-up modem, telephone 
voice announcements, and can pro­
vide information on using the Global 
Positioning System (GPS) for highly 
accurate time. The U.S. Coast Guard 
also operates the LORAN-C system, 
which can be used for timing as well as 
navigation. Before you develop a sys­
tem to rely on one of these services, 
check with the organization that oper-

ates it. Some services may be scheduled 
to be discontinued in the future . 

Synchronizing the time by setting 
the clock works well enough for most 
applications, but there are some stum­
bling blocks you should be aware of. 
Some real-time clock chips don 't reset 
their internal divider chain when a time 
set occurs. Most clocks use a 32,768Hz 
crystal oscillator, divided down to 1Hz, 
to update their counters. It's possible to 
set the time into such a chip, but still 
have it increment within a few microsec­
onds. If you're using a network time ser­
vice that guarantees an accuracy of mil­
liseconds, it is wasted on a clock that 
may be off by almost a second. If you 
must begin the second when the set 
occurs, either use a chip that resets the 
divider or keep time in software. 

A similar problem occurs when 
using an external reference signal, such 
as the power line, to drive a software 
timekeeping system with a hardware 
clock for backup timing when power is 
off. When power is restored, the system 
can read the present time (accurate to 
within one second) but has no accurate 
way to know on which cycle to incre­
ment to the next second. The best that 
can be hoped for is to watch for the 
hardware clock to increment, and begin 
counting out cycles from that point. At 
some point, a new synchronization sig­
nal will arrive, starting the cycle counter 
over at the correct point. Depending on 
the application, it may be appropliate 
to flag the user that time synchroniza­
tion is questionable until the new sync 
signal is received. 

Considering requirements 
Keeping time in any sort of system, 
embedded or otherwise, can be a sim­
ple task or a nightmare. Consider the 
requirements carefully. Too many peo­
ple think it is si mply a matter of adding 
a clock chip, only to find that the sys­
tem sti ll won't do what is needed. 

Depending on what is required of a 
timekeeping system, one may choose to 
keep time either as a single counter of 
some unit of time, commonly seconds, 
or as a series of counters of increasing-
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Iy larger units. A single value represen­
tation is convenient for doing time 
arithmetic and comparisons, as in the 
case of scheduling events. However, 
humans, as well as external systems, are 
accustomed to a multiple-value repre­
sentation of time given in seconds, min­
utes, hours, days, months, and years. 

Timekeeping that requires a resolu­
tion of microseconds to milliseconds 
requires some sort of hardware solution. 
Software on most platforms can usually 
resolve from milliseconds to years or 
even centuries but is likely to lose the 
correct time if power fails. Real-time 
clock hardware is available that will 
resolve from seconds to years, and main­
tain time even when external power is 
off. However, these chips may be difficult 
to synchronize to an external reference 
with better than one second resolution. 

Whatever the requirements, help is 
avai lable if the developer needs it. 
Clock chip vendors have data sheets 
and application notes that cover most 
situations, and a good deal of software 
has been written in existing systems 
that may be used outright, or modified, 
to give the necessary functions. esp 
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Modeling Dynamic 
Systems 
To develop a simulation of a complex dynamic system, you must first develop mathematical models of 
major system components, as well as of any significant interactions between the system and its operational 
environment. Here's an introduction to the development of mathematical models of dynamic systems. 

mathematical model is an algorithm or set of 
equations that is combined with a set of data 
values to represent the significant behavior 
of a system, process, or phenomenon. 

The development of a mathematical 
model for a given real-world system can be 

a d ifficult ta k. In cases where the system's dynamics are not 
well understood, a series of experiments must be per­
formed to collect data that can then be processed using var­
ious techn iques to yield a model of system behavior. This 
article introduces some of the methods used in the devel­

opment of mathematical models of real world systems and 
phenomena. 

Continuous-time dynamic systems 
The behavior of a dynamic system evolves over time. This 
behavior is usually represented by differential equations 
when modeling continuous-time systems. A system is called 
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continuous-time if its descriptive equations are defined for 
all values of time. Our focus in this article will be on the 
modeling of continuou -time systems. 

Some examples of continuous-time dynamic systems are 
the translational and rotational motion of an aircraft, the 
orbital motion of a satellite, the response of a robotic arm 
to the motion of its actuators, and the response of an op­
amp bandpass filter to an input signal. The differential 

equations describing the behavior of these systems are 
called dynamic equations. 

High-fide lity dynamic equation representing complex, 
real-world systems tend to be non linear and time-varying, 
which makes their analytical solution difficult or impossi­
ble. When simulating these systems, numerical integration 
a lgorithms are used to estimate the solution of the dynam­

ic equations. Because numerical integration is used , a 
mathematical model of a dynamic system on ly requires the 
dynamic equations that describe the system's behavior. 



The actua l solution of these equa­
tio ns occurs whil e the simulation is 
running. 

Most numerical in tegration algo­
riulms operate o nly on first-order dif­
ferential equations. This means that if 
a dynamic equation contains second­
order (or higher) derivatives, it must 
be transformed in to an equivalent set 
of first-order differential equations. 

This is a simple procedure, which is 
descIibed in the sidebar "Modeling 
High-Order Differential Equations." 

Eq uation 1 below shows a second­

order (nonlinear) dilferential equa­
tion. T he result of solving Equation 1 
for the highest derivative is shown in 

Eq uation 2. Equation 3 is a set of two 
first-QI-der differential equations that 
a re eq uivalent to Equation 1. In 

Equation 3, XI is equal to the solution 
function X, and .xl.! is equal to the deriv­
ative x'. The variables XI and .xl.! are 
referred to as state variables: 

XU + 3X'2 + 5x = I 

XU = -3X'2 - 5x + I 

x~ = -3xi - 5x1 + I 

x; = x2 

(1) 

(2) 

(3) 

In general, a differential equation 
such as Equation 1 will have many 
solution functions. Additional infor­

mation must be provided to specify 
the solution of interest. In dynamic 
sy tem simulation, this additional 
information is g iven in the form of ini­
tial conditions on the state variables. 
T hese initial conditions are the values 

of the state vaIiables at the beginning 
of the integration interval. 

Equation 4 shows an example set of 
ini tial conditions at time zero that, 
combined with Equation 3, uniquely 

specify the solution to the dynamic 
eq uation of Eq uation 1: 

Experts with thorough knowledge of the system and components of 
interest typically perform the model development. 

x2 (O) = 0 

xl(O) = 0 

Mathematical modeling 

(4) 

Matllematical models are developed 

using the techniques of engineering 
disciplines re levant to the system 
being modeled. Experts with thor­
ough knowledge of me system and 
components of interest typically pe r­
form the model development. 

T he process of model development 
begins by specifying the requirements 
the model must meet. Some of lie 
issues that must be addressed are: 

• What effects should be included in 
the model? A complex system 
exh ibits many different kinds of 
behavior (for example, lie motion 
of motors, vibration, wear of mov­
ing parts, and so on ), but not all of 
these behaviors may need to be 
mode led to produce an effective 
simu lation. Limiting the effects 
modeled to on ly those tll at are nec­
essary will make Ule model less 
complex and easier to build, test, 
and maintain, as well as requiring 
less computational resources to 

execute 

• How detailed must the model be? 
In many cases, a simple model is all 

liat is needed, but if precise deter­
mination of system behavior is 
required, me mode l may need to 
be very complex 

• What in teractions between til e sys­
tem and the outside environment 
must be modeled? For example, a 
model of communicati on satellite 
motion must typically operate in 
conjunction with a model of lie 
earli's gravitational field, as well as 
models of olier re levant phenome­

na such as solar pressure 

• What techniques will be used to 

develop the model? A fundamental 
choice is whether to use physics­
based equations o r measured data 
as the basis for the model, or some 
combinatio n of the two. The 
answer to this question is often 
obvious to th ose with expert knowl­

edge of the system being modeled 

• What data must be gathered to per­
form th e modeling? For example, 
an aerodynamic model of an air­
craft may require extensive wind 
tunnel testing 

• How much time and how many 
people are available to develop th e 
model? As model complexity 
increases, so do development and 

test hours 

• What computing resources are 
available for the model? A large 
mod el may consume sign ificant 
amounts of memory, disk space and 
CPU time. However, given the 
capabiliti es of current computers, 
this may not be a critical issue 

• Will the model eve ntually be used 
in a hardware-in-the-Ioop (HIL) 
simulation? This may place severe 
constraints on th e execution time 
allowed for th e model. 
Altern atively, a complex model may 
require high performance comput­
ing hardware for u e in a HIL sim­
ulation , perhaps involving the use 
of multiple processors 

• How will the model implementa­
tion be ve rified and validated? 
Reasonable ways must be found to 
confirm that the model is correctly 
implemented and tllat its behavior 
matches th e real-world system 
be ing model ed to an acceptable 

degree 

These issues should be addressed 
as part of planning for til e simulation 
effort. The questions above can be 
applied initially at the highest leve l of 
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A model is called "physics-based" if it is based on the equations of 
generally accepted physical laws. 

Modeling High-Order Diffe 'ential Equations 
The steps below show how to transform an ordinary differential equation of arbitrary 
order into an equivalent set of first-order differential equations suitable for implemen­
tation in a simulation. If the differential equation is of order n. the result of this proce­
dure will be n first-order differential equations. 

1. Solve the equation for the highest order derivative. This places the equation into 
the form XC,,) = ([t. x. x', ... x(n")l where x(n) is the nth order derivative. 

2. Make the following substitutions for the function and its derivatives; x, = X. x2 = 

x'. X3 = x". and so on. This changes the equation into the form x; = fIt, X
" 

Xl' .... xnl. 
a first-order differential equation. 

3. Write first-order differential equations for each of the variables x, through xn. , as 

follows; x' , = x2• x' 2 = x3 • .. . X'n., = xn· 

dle entire system being 'imulated and 
dl en again and again as lie system is 

broken down into subsystems and 
individual components to be mod­
eled. The same questions should also 

be used in the development of addi­
tional models liat al'e required for a 
complete simulation, such as lie grav­
itational field and solar pressure mod­

els in lie communication atellite pre­
vious example. 

Level of model complexity 
The required complexity of a mathe­
matical model is primarily determined 
by the answers to lie first two que -
tions listed in lie previous section: lie 
effects to be modeled and lie level of 
modeling detail required. For mo t 

systems complex enough to make a 
simulation worthwhile, a large num­
ber of effects can be identified that 

potentially have some bearing on per­
formance. The model developer must 
determine which effects are significant 
and which can be ignored. This is par­
tially an economic decision because 

lie more effects dlat are added to a 
model , the more it wi ll cost to develop 

and validate, and lie longer it will take 
to complete development. 

One useful approach to dealing 
wili liese issues is to start wili a re la-

tively simple model containing a limit­

ed set of effects and a coarse level of 
model detail. Then, as experience is 
gained with the simulation, more 
effects and model details can be added 
as needed. Often, in lie early stages of 
simulation development, it is not clear 
which effects and model details are 
truly significant. If a large number of 
effects and model details are included 
in lie initial design of the model , it 

may turn out that much effort has 
been wasted modeling dlings that turn 
out to be insignificant in determining 
system performance. 

If the software interfaces to each 

model are well defined, it shou ld be 
possible to replace individual models 
with higher fidelity representations 
wiliout lie need to make sign ificant 
changes to the rest of the sim ulation. 
It may a lso be useful to maintain mul­
tiple levels of fidelity simultaneously 
for particular models in the simula­
tion. This will a llow lie simulation 
user to select dle desired leve l of fideli­
tyas part of lie simulation input data 
set. Having multiple model fidelity lev­
els available in a simulation can allow 
lie user to perform detailed modeling 

of particular effects or system details 
when needed, and potentially reduce 
execution time significan tly on simula-
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tion l'lms when liat level of detail is 
not required. 

Modeling methods 
We will now discuss some of lie com­

monly used techniques for developing 
lie equations and data sets for a math­
ematical model. A model is called 
"physics-based" if it is based on the 

equations of general ly accepted physi­
cal laws. A spacecraft orbital model 
based on Newton 's laws of motion is 
an example of a physics-based model. 

Many systems have behavior liat is 
too complex to represent easily in 
terms of lie laws of physics. The aero­
dynamics of a supersoni c aircraft, for 
example, tend to be complex and non­
linear. Tn th is case, lie on ly reasonable 
approach may be to measure the sys­
tem 's behavior with a sub-scale model 
in a wind tunnel and lien create a set 
of lookup tables to serve as lie model. 
This is call ed an "empirical" model. 

Let's look at an example of a 

physics-based model. Figure 1 shows a 
pendulum suspended from a string of 
lengli l under dle influence of gravi­
tational acceleration g. The pendulum 

angular deflection wili respect to lie 
vertical is e, given in radians. The mass 
of the pendulum bob is defined as m. 
The goal for liis model will be to 

determine lie period of oscillation of 
dle pendulu m as a fu nction of lie ini­
tial deflection angle eo assuming dla t 
dle initial velocity, 00, is zero. 

Given tile goal of determining lie 
oscillation period, the effects tllat 
must be modeled will now be consid­
ered. We will look at lie relevant phys­

ical effects and determine which to 
include in the model and which to 

ignore: 

• Gravity must be modeled , since lie 
pendulum would not move at all 

without it 

• The mass of tile pendulum bob 
must be modeled for lie same rea-

son 

• If the size of the bob is small in 
comparison to lie length of dle 
string, lie bob can be modeled as a 



p o int mass. Th is simplifies the 
model ignificantly 

• If the mass of the string i much 
less th an tha t of th e bob , th e 
string's mass can be ign ored 

• Friction with in th e string wi ll be 
as umed to be a small effect over 
shor t time pe riods and will be 
ign ored 

• T he pendulum will be assumed to 
move slowly so tha t air resistance is 
not a significant fac to r over a sho rt 

time pe riod 

We kn ow that a real pendulum will 
even tually slow down and stop due to 
fricti on in th e string and air resistance. 
T his isn 't the kind of behavio r we a re 

in terested in , so we wi ll modifY our 
goal to be tile de te rmin ation of th e 
oscill a tio n pe riod at th e time its 
mo tion is started. Th is assumes that 
the pendulum slows gradual ly and the 

oscilla tion pe riod changes slowly. 
We have mad e several simplifyi ng 

assumptions tha t wi ll make the model 
d evelopment task easier. ext, we wi ll 

apply the laws of physics to the system 
to develop the dynamic equa tions. 

The fo rce of in te rest due to gravi ty 

wi ll act on the pendulum bob in th e 
directio n perpendicular to the string 
at any momen t in time. This force is 

g 

defin ed as shown in Equa tion 5: 

F = -mgsine (5) 

Applying Newton 's law F = ma to 
the pro blem lead s to Equa ti o n 6, 
where a is th e accele ration of the bob 
in th e tangential direction: 

a = -gsine (6) 

The acceleration a is related to the 

angle e by the re la tion a = le. T his 
leads to the final dynamic equa tio n 
given in Equa tion 7: 

i:i = -Ksine 
l (7) 

Note tha t this equa tio n does no t 
depend on the mas of the bob m; 

however, it d oes d epend o n th e 
assumptions we listed previously. It is 
also a nonlinear diffe rential equa tio n 
because th e term sine appears in it. To 
comple tely de te rmine a solutio n fo r 
this equation the in itia l conditio ns of 
the system must be specified as shown 
in Equa tion 8. The parameter eo in 
Equation 8 is the angle from which the 
bob is released at time ze ro with an ini­
tial velocity of zero. For th is example, 
the poss ible values fo r eo will be 
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In situations where the dynamic equations or data values for a math­
ematical model are not known to the desired degree of precision, 

alternative methods for model development are necessary. 

assumed to lie in th e range [-11:/ 2, 
11:/ 2]: 

8(0) = 80 

8(0) = 0 
(8) 

To make Equati on 7 suitable fo r 
simula tion, it must be resta ted as a set 

of first-orde r diffe re n tial eq ua tions 
and corresponding initial conditions 
as shown in Equa tion 9: 

81 = 82 

81(0) = 80 

82 (0) = 0 (9) 

Using the techniques of numerical 
integration , these equati ons can be 
solved for various values of 80 and th e 
oscill ati on pe riod can be dete rmined 
from examining th e solutio ns. 

This example has d emonstra ted 
th e basic approach for developing a 
physics-based math ematical model of 
a dynamic ys tem. Simila r techniques 
can be used in th e deve lopment of 
models from o the r disciplines such as 

e lectroni cs and chemistry, as long as 
the dynamic equations describing the 
system a re we ll defin ed and tile data 
va lues appearin g in til e equati ons can 
be de te rmined with suffi cient preci­
sion . In this example, the only data val­
ues required were the gravi tati onal 

acce leration g, th e string length ~ and 
th e initial di place ment 80. Of course, 
o th er data would have to be examined 
to ve rify tha t the assumptio ns are rea­
sonable, such as the assumption that 
the mass of th e string is sma ll re lative 
to the mass of the bob. 

In situa tions wh ere th e dynamic 
equations o r data values fo r a mathe­
matical model a re no t kn own to tile 
de ired degree of precision, alte rna­
tive metilOds fo r model development 
are necessary. These techniques a re 
discussed in the next secti on . 

Empirical modeling 
Empirical mod eling techniques use 

measured data from vari o us types of 
experim ents to develop a mathemati­

cal mod el of a system . In reali ty, a ll 
math emati cal mod els are empiri cal 
to some d egree. For example, th e 
pendulum model in the previ ous sec­

tion includes some empirically de te r­
min ed constants. H owever, our inte r­

est in this sec tion is on the d evelo p­
men t o f models fo r systems with sub­
stanti al dynamic be havio r th at is not 
readily m od e led by we ll-defin ed 
equa ti ons. 

Table inte rpola ti on is a static mod­
eling technique used to evalua te func­
tions of the fo rm shown in Equa tio n 
10: 

(10) 

This is a sta tic me thod 111 til e sense 
th at it does not pe rmi t th e direct 
impleme n tati o n of dynamic equa­
tions. H oweve r, table inte rpolatio n 

functions can be used in the construc­
tion of dynamic equati ons. For exam­
ple, coeffi c ie nts appearing in the 
dynamic equa tio ns can be computed 
using table inte rpolation . 

This approach is normally used 
when th e output of th e functi on must 
be de te rmin ed experimen tal ly. It is 
also applicable as a speed optimization 
technique if a lengthy compu tation 
(perhaps an ite rative p rocedure) is 
required to evaluate the fun ction . In 

this case, a table interpola tion to esti­
mate th e result of the compu tation 
may execute many tim es faster tilan a 
direct compu tation . 

The function inpu ts XI, >.'2, and so 
on can be any variable in the simula­
tion, such as time, a sta te variable, o r 
even a constan t. The number of func­

tion in puts is arbitrary, bu t in practical 
applications it is usually five o r less. As 

more inpu ts are added to the func­
tion , its memory requi remen ts and 
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execution time will tend to increase. 
The output y depends only on the val­
ues of these inputs when the function 
is evaluated. 

A one-dimensional example of the 
data set for an interpolation table 

with eight equally spaced break· 
points is shown in Figure 2. The span 
of the input variable x is [0, 0.7]. If 
the input variable precisely matches 
the x location of one of the break­

points it is a simple matter to return 
the corresponding y value as the 
result of the function evaluation . If 
the input value falls between the 
breakpoints an interpolation must be 

performed. 
Many different techniques are 

avai lable for in terpolating functions 
between breakpoints. We will discuss 
the commonly used method of linear 
interpolation. One-dimensional lin­

ear inte rpolation is performed graph­
ically by drawing straight lin es 
between adj acent points as shown in 
Figure 3. The interpolated function 
changes continuo usly between break­
points, but its derivative is discontinu­

ous at the breakpoints . If this not 
acceptable , other inte rpolation tech­
niques that produce smooth er results 
(such as cubic spline interpolation J) 
can be used instead. The steps in lin­

ear inte rpolation fo r the case where x 
coordinates are equally spaced are 
sh own in the sid ebar "Linear 

Interpolation with Equally Spaced 
Breakpoin ts." 

Unequally spaced 
breakpoints 
If the x coordinates of the break­

points are not equally spaced, it 
takes more work to de termine which 
point interval contains the function 
input value. A genet'al approach fo r 
locating the correct interval is th e 

technique of bisection. This is an 
algorithm for performing an effi­
cient search of an ordered list. The 
steps in the bisection meth od a re 
shown in the sidebar "Lin ear 
Interpolation with Unequally Spaced 
Breakpoints. " 





I 
!!. 
5' 

0.9 

0.8 

0.7 I 
>. .1 
:; II 
.9- 0.6 !! 

~ 0.5 il · ~. 
i 0.4 il·· ... ~ ........ ; 
... 0.3 1 : 

0.2 1 

I 
0.1 

o Ih=~=====:-'" 
o 0.1 0.2 0.3 0.4 0.5 

Function input x 

n erpola ion with Equally Spaced 

0.6 0 .7 

'eal points 
We will assume that the y coordinates of each point is stored in an array of length N 

with indices that begin at zero. The x coordinates of the points begin at x(O) with a 

separation of ill< between them. 

1. First, ensure that the input variable has a value greater than or equal to the first 

point in the table and less than the last point. A limit function can be used if that is 

appropriate. It is also possible to linearly extrapolate outside the table using the first (or 

last) two data points in the table to define a straight line. However, this approach may 

produce significant errors if the extrapolation does not accurately model the system's 

performance outside the table's range and will not be considered here. It may make 

more sense to issue an error message and abort the simulation run if the input variable 

is outside the valid input range of the table. 

2. Determine the array index of the closest point with an x coordinate that is less 

than or equal to the function input value, but not equal to the last point in the table. 

For equally spaced points, the lower point index is computed as shown in Equation 11: 

L-' (x - x(O}) - mt ---
Lit (11 ) 

In Equation 11, L is the index of the lower of the two points that surround the input 
value x, x(O) is the x coordinate of the first point in the array, and t:;x is the x interval 
between pOints. Based on the range limits placed on x in step 1, L will be in the range 

0$L<N-1. 

3. Perform linear interpolation between the points with indices Land L+1 as shown 
in Equation 12: 

x - x(L} 
y= Y( L} + [y(L+ I}- y(L}]--

Ll .... 
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(12) 

Although th e bisection me th od is 

th e most ge ne ral technique for locat­

ing th e correct breakpoin ts in te rval, it 

may be poss ibl e to e liminate this 

search much of the time. If th e inpu t 

value x changes slowly between evalu­

atio ns of th e function, the sim ple step 

of checking if th e in pu t is con tained 

in the sam e inte rval as it was fo r the 

previo us fun ctio n evaluatio n wi ll 

often eliminate th e need for b isec­

ti on . If th e input does not li e in the 

same inte rval as was used in the previ­

ous eva lua tion , bisection would then 
be perfo rmed . 

The bisection algorithm is consid­
e rably more time consuming than the 

direct computation used wi th eq ually 

spaced breakpoints. T he advantage of 

using unequally spaced breakpoin ts is 

that it may be possib le to adeq uately 

model a pa rti cular fun ction with a 

much smalle r table than would be 

required with equally spaced break­

po in ts. Th is is because the uneq ually 

spaced breakpo in ts can be close ly 
spaced in regions where the function 

has rapid flu ctu ations and more wide­

ly spaced in regio ns where the func­

tion is relatively smooth . When using 

equally spaced breakpoints, all the 

breakpoin ts must be spaced clo e ly 

enough to accommodate th e most 

rapid fun cti o n fluctu a tions in th e 

function even if this only occurs over 

just a small part of th e input va riable's 

span . 
Th e selection of equally spaced vs. 

unequally spaced breakpo in ts 
depends o n the characteristics of the 

function to be inte rpolated, th e time 
available fo r fun ction evalua tion, and 

the memory available fo r table stor­

age. If unequally spaced breakpoin ts 
are used , th e locations of the break­
po in ts sh ould be selected carefully to 
m in imize th e number of breakpoin ts 

required whi le simultaneously limi ting 
the magnitude of the interpolation 
error. Wh en eq ually spaced break­
poin ts a re used , the poin t in terval 

must be chosen to limi t th e maxim um 

inte rpo lation e rro r to an acceptable 

value. 



Quality Assurance Then 

BSQUARE's QA products and services 
make your product testing painless. 

Put your quality assurance testing on autopilot with BSQUARE's 

CEValidator'" family of test automation products. Run and record systematic 

and comprehensive sets of tests for any WindowslB> CE-based project with 

the click of a mouse. Complete, thorough testing is at your fingertips. 

Want us to test it for you? BSQUARE is also your source for custom test ing 

and QA packaged services for all your Windows-based development 

needs. The QA process has never been faster, easier-or safer. 

BSQUARE has helped companies like Motorola~ JVCIB> and SymbollB> 

Technologies get great products to market fast. Test us out! 

Download free evaluat ion versions at www.bsquare.com/qa 

C 2000 BsaUARE Corporation. AU rights reserved. BSaUARE is a registered trademark of BsaUARE Corporation. 
All other names, product names, and tradenames are trademarks or registered trademarks of their respective holders ,. .f/i,_ ) 

b SQUARE 



= i 
!!. 
S' 

Linear Interpolation with Unequally Spaced Breakpoints 
This algorithm uses the bisection method to locate the point pair surrounding a func­

tion input value. We will assume that the x and y coordinate arrays are stored in the 

same manner as was used for the y coordinates for equally spaced breakpoints. 

1. Ensure that the input variable x has a value greater than or equal to the first point 

in the table and less than or equal to the last point. 

2. Define an index L and initialize it to zero. Define an index U and initialize it to 

N-1 . These lower and upper indices bracket the entire list initially. 

3. Repeat these steps until the quantity (U-L) is equal to one: 

a. Set the current index i to be (U+L)/2, truncated to an integer. 

b. If the point at index i is greater than the input, set U = i. Otherwise, set 

L = i. 
4. Upon exiting the loop in the previous step, L will contain the index of the lower 

pOint of the correct interval. 

5. Perform linear interpolation between the points at indices Land L +1 as shown 

in Equation 13: 

y=y(L)+[y(L+l)- y(L)] ( X-;(L)( ) 
x L+I-xL 

Multidimensional table 
interpolation 
We will n ow examine linear inte rpola­

tion of multiple-input fun ctio ns. To 
evaluate a multiple-input inte rpo la­

ti o n fun ctio n , each input vari able 

must h ave a set of breakpo in ts (eithe r 

equally o r unequally spaced ) associa t­

ed wi th it, as we ll as a table of the 

functi o n values a t th e breakpoints. 

There is no reason that a particular 

fun cti o n canno t have equaIly spaced 

po in ts for some inputs and un equally 

spaced poin ts fo r o thers. For each 

inpu t, the inte rva l containing th e cur­

ren t input must be located using th e 

inte rpo la tion techniques d escribed 

previously. The n , using th ese break­

po in ts, a multidime nsional inte rpola­
tio n is pe rfo rmed . 

We will look at an example using a 

two dimensio nal table with equally 

spaced breakpoints for bo th input 
varia bles. It is straightfo rward to 

extend this example to three o r mo re 

dim ensio ns. Equa tion s 14, 15, and 16 

list th e x and y axis breakpoin ts and 

the functio n values z at those b reak­

po in ts. T he ta ble in Equatio n 16 is 

defin ed so that increasing values of x 

appear across the columns from left to 

(13) 

right and increasing values o f y lie 

along the rows from top to botto m: 

x = [3 4 5 6] 

Y = [l.2 l.4 l.6 l.8] 

r 

0 0.1 0.3 0.31 
z = 0.1 0.3 0.5 0.4 

0.1 0.5 0.6 0.7 

0.2 0.5 0.6 0.9 

(14) 

(15) 

(16) 

This example uses equaIly spaced 
breakpoin ts, but the ste ps are ide nti­

cal fo r un equally spaced breakpo in ts 

o nce th e correct inte rvals have been 

de termined. In Figure 4, th e functio n 

inputs x and y defin e the po int P, a t 
which we wish to evaluate the functio n 

o utput z. The four po ints defin ed by 

the intersectio n of the lines X=XI> X=X2, 

Y=Y I' a nd Y=Y2 represent the urround­
ing breakpo in ts defined in Equa tio ns 

14, 15, and 16. Two-dimensio nal inter­

po latio n is pe rformed in two steps. 

First, the inte rpola ted fun ctio n val­

ues a t the po in ts PI a nd t~ in Figure 4 
a re computed using th e fo rmulas 

shown in Equa tio n 17: 
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Z(X'YI) = Z(X"YI) + 

[Z(X2'YI ) - Z(X"YI )] x - XI 
x2 -XI 

Z(X'Y2) = Z(XI'Y2) + 

[z(x2,yJ - Z(XI 'Y2 )] X - X I 
x2 -XI 

(17) 

The n, linear interpo lation is pe r­

fo rmed be tween PI and P2 along the Y 
dime nsio n as shown in Equation 18: 

(18) 

A p lo t of the fun ctio n defin ed by 

Equati o ns 14, 15, and 16 using linear 

inte rpo latio n is shown in Figure 5. 

No te that the be tween-po int surfaces 

resu lting from the linear inte rpolatio n 

will no t gene rally be fl a t. The o n ly 

time an interpo latio n surface will be 

fl a t is whe n th e four po in ts a t the cor­

ne rs o f th e inte rpolation intervals fo r 

the surface all happe n to lie in the 

same pla ne. 

Mul tidime nsio nal inte rpo la ti o n 

can be extended to any numbe r of 

input variab les. Fo r example, with 

three inpu ts, linear inte rpo la tion is 

performed across a three dim ensio nal 
box using th e eight fun ction values 

located a t the box corne rs. 
Linear functio n in terpo la tio n is a 

commo n tool in the simula tion o f 

complex dynami c systems. The selec­

tio n of equally spaced or un equally 

spaced po in ts is a trade-off be tween 

da ta table size and speed of functio n 

evalua ti o n , which d e pends on the 

characteristics of the data that repre­

sent the functi o n . Any a rbitrary num­

ber of inputs can be used in an inte r­

po latio n functio n , but as mo re inputs 

are added , executi o n tim e and memo­

ry usage will increase. 

System identification 
Ano th e r technique fo r deve lo ping 

m odels of dynamic syste ms is system 
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identification .2 To perform system 
identifi cation, one or more input data 

sequences and the corresponding out­
put data sequences are required for 
the system being modeled. Typically, 
tests of a real world system a re 

designed and executed to generate 

Y2 -------

this data. Through the applicati on of 
a variety of algori thms, it is possible to 
derive an estimate of th e system trans­
fe r fun ction from input to output. 
The resulting mode l is typically linear 
and time-invariant, so care must be 

taken to confirm that it is an ad equate 

, , 
y 1 ............. ... .. -:- ............................................................................................. .. 

, 

.:it.t. ~t ... :...llilinear breakpoint interpolation 

0.5 : 
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0.3 
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representation of the system being 
m odeled. 

The model developed using sys­
tem identifi cation techniques is a 
dynamic model, while the table inte r­
polatio n methods presented in the 
previous secti ons a re static fu nction 
evaluation techniques. System identi­
fication and table interpola tio n me th­
ods are sim ilar in that they are based 
on the use of measured data ra the r 
than an assumed set of mathematical 
relations as in th e case of physics­

based modeling. 

Effort levels 
This article has presented some com­
m only used techniques for the deve l­
opment of mathemati cal models of 

complex dynamic systems fo r simula­
tion. We have a lso looked at the rele­
vant questions that sh ou ld be asked 
prior to beginning the development of 

a model of a dynamic system. The 
answers to th ese questions will he lp 
the model developer determine the 
approach and level of effort that a re 

need ed for developing a particular 
modeL Proper application of these 
meth ods wi ll lead to the development 
of mathematical models that realisti­
cally represent real world systems with­
out wasting resources in the develop­
ment of an unnecessary level of m odel 
fid eli ty. esp 

Jim Ledin is a consulting engineer in 

Camarillo, CA. He can be reached by e­

mail at jim@ledin.com. 

This material is excerpted from the book 

Simulation Engineering, which will be 

published in 2001 by CMP Books. 
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SEAN BEATTY 

Sensible 
Software 
Testing 
To find and kill bugs, you must know where they live. You can use 
knowledge about the sorts of errors found in a program-and the 
risks they pose-to select the most effective testing strategies. 

any demands are placed on a software engineer's time. 
High quality, robust feature count, and low cost are often 
considered critical goals even though they generally com­
pete against each other. In many development environ­
ments, time to market is critical, and the specification is 
in flux throughout the development process. Too often, 

testing gets whatever time is left between the point at which the code is rm­
ished and the date it must be shipped. 

While it may be impossible to fix all the problems with the environment 
in which software engineers must work, it is helpful to quantify the chal­
lenges they face . This article aims to help the software engineer develop a 
practical approach to testing firmware. By understanding the goals of a 
given testing strategy and the associated costs, better decisions can be made 
as to what to test, and when. 

Approach 
To meet the goal of identifying a practical software testing strategy for a 
given project, I propose analyzing the problem along three lines: 

• Identify the types of bugs common in embedded systems software 
• Discuss the various methods used to find bugs 
• Apply the "best" methods as part of a sound software development 

process 



This approach sounds simple, but 
like many plans, the devil is in the 
details. The engineer needs to know 
the frequency of a certain type of 
bug's occurrence and the relative 
effect it has on the function of the sys­
tem. Most of this article is devoted to 
elaborating on the various types of 

bugs so these issues can be better 
understood. It's only after developing 
a good scope of the problem that an 
engineer can develop an appropriate 
solution. 

Once the problem is understood, 
various ways of uncovering software 
bugs are considered. This includes dis­
cussing the effectiven ess of given 

methods in finding the different types 
of bugs. When all these topics are 
properly understood, the engineer is 
well on the way to implementing a sen­
sible embedded systems software test 
plan. 

Before proceeding further, I must 
clarify some of the terms used fre­
quently in the following discussion: 

• The words bug, failure, and error are 
used interchangeably. They all indi­
cate some problem with the soft­
ware 

• The terms subroutine, function, and 
method are used synonymously to 
indicate some code that can be 
called 

• Bug frequency is categorized In 

four groups: rare, less common, 
more common, and common 

• Bug severity is indicated by one of 
four labels: non-functional, low, 
high, and critical 

A taxonomy 
When devising a plan to remove bugs 
from software, it helps to know what 
you're trying to find. Software can fail 
in many ways, and mistakes are intro­
duced into the code from many differ-

Bugs introduced into the software during the "coding" or 

implementation phase are quite common. 

ent sources. Some bugs have greater 
repercussions than others, and almost 
al l of them have consequences deter­

mined by the type of application and 
the domain in which it operates. 

What follows is a catalog of errors 
found in embedded systems software. 
The list is long, yet important. 

Without understanding how software 
can err, it's difficult to find the poten­
tial errors. The relative frequency and 
severity is listed for each type of bug. 
Definitions for some of the terms 
used in the discussion appear in the 
sidebar. 

Non-implementation error sources 
Errors can be introduced into the 
code from an erroneous (or ambigu­
ous) specification or an inadequate 
design. They can also result from 
hardware that doesn't operate correct­
ly, or operates differently than speci­
fied or otherwise understood. 
Frequency: All too common. 

Severity: Ranges from non-functional 
to critical. 

Implementation error sources 
Bugs introduced into the software 
during the "coding" or implementa­
tion phase are quite common. These 
types of errors will receive emphasis 
in this article. There are many types 

of implementation bugs of varying 
severity. It helps to group them into 
general classifications based on some 
common elements. Arguably, some 
bugs could appear in more than one 
classification. 

Algorithm/ logic/ processing bugs 
Offby "]" 

It's common to be "off by one" in a cal­

culation. For example, a loop needs to 
execute 10 times, and a construction 
such as for (x = 0; x <= 10; x++) is 
used. This will execute 11 times, not 

10 times. Another example: for (x = 
array_min; x < array_max; x++). If 
the intention is to set x to array_max 

on the last pass through the loop, the 
software is in error. 

Frequency: Common. 
Severity: Varies, but IS typically high, 
since the program doesn't operate as 
intended. However, in other instances 
this type of error may never be detect­
ed. For example: filtering a variable. If 

an average of the last 10 samples is 
intended, and instead nine samples or 
11 samples are averaged, it's possible 
that a difference in the program's 

function will not be detected. 

Parameter passing 
Incorrect arguments or parameters 

may be passed to a subroutine. 
Examples include passing a financial 
number in dollars when a yen amount 

was expected or retuming a tempera­
ture in degrees Celsius when the call­
ing program is assuming Fahrenheit. 
Frequency: Common only when many 
complicated function invocations are 

used. 
Severity. Varies. 

Return codes 

Improper handling of retum codes is 
another potential erro r source. 
Assuming the called function executes 
correctly and not checking for unex­

pected return codes can cause prob­
lems. Avoid using the same retum 
code for different conditions. A pro­
grammer could misinterpret a retum 
code, especially when using a routine 
developed by someone else. 
Frequency: Common when using unfa­
miliar libraries or complicated func­

tions with many return codes. 
Severity. Varies. 

Math overflow/underflow 
Unless you're using a floating-point 
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library, arithmetic overflow or under­
flow must a lmost a lways be checked. 
Fixed point and in teger types can 
on ly hold numbers of a certain 
range. The result of an operation 
should be checked to ensure an over­

flow/ underflow did not occur, 
before using the result in any mean-

ingful way. Failure to check for over­
flow/ underflow can result in data­
sensitive problems that can be diffi­
cul t to track down. If an overflow 
condition is detected, it must be han­

dled in some appropriate way (often 
by limiting the data to the largest 
number that can be represented in 
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the data type). These checks are 
unnecessary only when the input 
data is well known and it's impossible 
for the operation to ever overflow or 
underflow. 
Frequency: Common where arithmetic 

operations are performed using inte­
ger or fixed-point math. 
Severity: Generally high. 

Logic/math/processing error 
Of course, it's easy to make mistakes 

when implementing the logic of a pro­
gram. Incorrect decision logic (IF, 

THEN, ELSE, SWITCH, WHILE, GOTO, and so 
on) grows common in complicated 
functions and deeply nested decisions. 
For example: IF «this AND that> OR 

(that AND other) AND NOT (this AND 

other) AND NOT (other OR NOT anoth­

er». Boolean operations and mathe­

matical calculations can also be easily 
misunderstood in complicated 

algorithms. 
Frequency: Common. 
Severity: Generally high. 

Reentrance problem 
If a section of code can be interrupted 
before it completes its execution, and 
can be called again before the first 

execution has completed, the code 
must be designed to be reentrant. 
This typically requires that all vari­
ables referenced by the reentrant rou­
tine exist on a stack, not in static 
memory. In addition, any hardware 
resources used must be manipulated 

carefully. If not, data corruption or 
unexpected hardware operation can 
result when the interrupted (first) 
execution of the routine finally com­

pletes. 
Frequency: Rare in embedded systems 
code, since most code is not reentrant. 

Severity: Generally critical. 

Incorrect control flow 
The intended sequence of operations 
can be corrupted by incorrectly 
designed for and whi Le loops, if then 

eLse structures, switch case state­
ments, goto jumps, and so on. This 

causes problems such as missing exe-
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t 
Initializing a variable properly is only the first step in using it 
correctly. It's generally a bad idea to use a variable for more 

than one purpose. 

cuti on paths, unreachable code, incor­
rect control logic, e rroneous te rminal 
conditi ons, unintended default condi­
ti ons, and so o n. 
Frequency: Commo n. 
Severity: Varies fro m non-functi onal to 
criti cal. 

Data bugs 
Pointer error 
Pointer e rrors border on the famous 
(infamous?) . Every programmer who 
has used po inters with any frequency is 
familiar with the myste rious symptoms 
widl which a bad pointer manifests 
itself. Pointer problems can be noto ri­
ously difficult to track down. Some 
coding guidelines I've seen even rec­
ommend avoiding all pointer usage, if 
possible, to avoid these nasty bugs. 

Poin ter e rrors are often more com­
mon when certain types of structures 
are used in the code. Doubly linked 
lists make heavy use of pointers, so it's 
easy to point to the wrong nod e or link 
to a NULL pointe r. When using look­
up tables or lists, take care to properly 
increment any pointer used to step 
through the table o r list. Ge neral 
pointe r problems of de-referencing a 
NULL pointer or po inting to th e 
wrong thing grow more common as 
the numbe r of nested refe re nces 
increase, fo r example **array_of 
-ptrs_to-ptrs[*index-ptrJ. A bad 
function pointer can cause the wrong 
subroutine to be called . 
Frequency: Common in languages that 
suppo rt pointers, such as C. 

Severity: Almost always high or cri tical. 
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Indexing problem 
Where "C" programmers use po int­
e rs, asse mbly language programmers 
use index registe rs. Index registe rs 
(o r simila r types of registe rs in othe r 
architectures) provide th e same type 
of indirec tio n useful for table look­
up, walking through lists, trees, and 
other data structures, and calling a 
ro utine dete rmined a t run-time . They 
also have the same po te ntia ls fo r 
erro r. 

High-l eve l language programs 
often make heavy use of arrays. Many 
times, strings are stored as arrays of 
characte rs. Individual elements within 
an array a re identified with an alTay 
index. Accessing the wro ng element 
within an a rray is another example of 
an indexing proble m. 
Frequency: Common. 
Severity: Almost always high or Cli tical. 

Improper variable initialization 
Sometimes improper initializa tion can 
be obvious, as when reading a vari able 
that has never been written . Other 
times it's more obscure, such as read­
ing a filte red value before the proper 
number of samples have been 
processed . 
Frequency: Less common. 
Severity: Often low, but it vari es. 

Variable scope error 
To get the expected resul ts, dl e cor­
rect data must be p rocessed . The same 
name can be applied to diffe rent data 
items dla t exist at diffe rent scopes. For 
example, an automatic variable can 
coexist with a static variable of the 
same name in th a t fil e. Diffe rent 
objects instantiated fro m th e same 
class refer to their members with dl e 
same name. When pointers are used 
to reference these objects, it becomes 
even easie r to make a mistake. 
Frequency: Less commo n. 
Severity: Generally low to high . 

Improper data usage 
Ini t ia li zin g a varia ble pro pe rly is 
o nly th e first step in using it co rrec t­
ly. It 's ge nera lly a bad idea to use a 
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Inadvertent overflow of a data type can produce some 

very strange symptoms. 

Some terms used 

Software: Code that is intended to run on a microprocessor or microcontroller in an 

embedded system. This code typically resides in ROM or EPROM of some sort. The 

code may be written in assembly or a high-level language. 

Non-functional : A software change that does not affect the object code in any way. 

The change can be made at the customer's discretion. The change only corrects com­

ments, other documentation, or a deviation from software guidelines. 

Low: A software change that should be made whenever convenient. The customer 

"can live" without the change in the short-term. A release will not be rescheduled due 

to this change alone. This change may be a "better" way to implement a function. 

High: A software change that should be made as soon as possible. The change should be 

in the next scheduled release. This change is required to meet a customer specification. 

Critical: A software change that must be made as soon as possible. A new release of 

the code must be scheduled. This change may be required to satisfy safety or legal 

issues. 

Logic: As used here, logic refers to the logical implementation of a function, not sim­

ply Boolean operations (although they are induded) . Put another way, the logic 

involves the sequence of operations necessary to process the function's inputs to devel­

op correct function outputs. 

Filter: A software filter performs a weighted average on data, smoothing out the vari­

ations in the data's sequential values. This is analogous to the wayan analog filter 

reduces the fluctuations in a varying voltage, producing a more average voltage. The 

"heavier" the filtering, the less effect a variation will have on the filtered result. A soft­

ware filter uses the most recent data value, as well as a certain number of previous val­

ues (for the same data variable) in various weights, to produce a filtered data result. 

Examples: 

filtered_data (old_data/O.9) + (new_data/O.1); 

filtered_data (oldest_data*12 + old_data*3 + new_data)/16.0; 

Atomic: An operation that cannot be divided. This implies the operation cannot be 

interrupted, since the currently executing instruction is always completed before a 

pending interrupt is recognized. Some processors provide a special read-modify-write 

instruction which is atomic. 

FMEA: Failure Mode and Effects Analysis. (Sometimes called FMECA: Failure Mode 

Effects and Criticality Analysis.) A systems safety engineering technique that attempts 

to discover all the problems that could occur in the use of a device. The probability of 

an occurrence and the seriousness of the risk involved are aSSigned to each possible 

failure. Then a solution such as improved deSign, testing, labeling, or training is pro­

posed to mitigate that problem. 
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variable for more than one purpose. 
It 's too easy to modify it in one place 
for one reason and then a lte r it 
again in another place for a differ­
e n t reason - undoi ng the first 

cha nge. This is generally o nly a 
probl e m in smaller sys tem s that 
make heavy use of global data and 
are short on RAM. Another improp­
e r data usage involves modifying 
da ta but n ever storin g it o r testing it. 
This is unlikely to perform as intend­
ed. Storing a da ta value in th e wrong 

units is a lso a serious problem , for 
example calcu lat in g a result in 
d egrees Fahrenheit and storing it in 
a te mpera ture variable that ex pects 
d egrees Celsius. 
Frequency: Common. 
Severity: Varies. 

Incorrect flag usage 
This is a specifi c type of incorrect data 
usage, but it occurs commonly enough 
to merit its own category. Flags a re typ­
ically used to communicate between 
various parts of a program, are gener­
ally global in scope, and are almost 
always static. When an RTOS is used, 
this communicati on function may be 

handled with a semaphore. Every flag 
should be set, cleared , and tested at 
some point in the program. Missing 
one of these three generally indicates 
an error. A flag may inadvertently be 
used for more than one purpose, or 
used to indicate more than one condi­
tion . This is also typically an e rror. 
Frequency: Common where hard-coded 
constants are used to represent tll e bit­
position of a flag within a flag-word , 

instead of using symbolic constan ts. 
Less common when using bit-fields as 
part of a structure. 
Severity: Varies. 

Incorrect address 
Most of the time, a bad address is the 
result of an in correc t po inte r. 
Nevertheless, it is possible to hard­
code a bad address into the code. T his 
ge ne ra ll y happe ns o nly whe n the 

memol), subsystem or some peripheral 
changes. 
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Frequency: Rare. 
Severity: Generally high to critical. 

Data/ range overflow/underflow 
These problems can be hard to de tect. 
Inadverten t overflow of a data type 
can produce some very strange symp­
toms. Most of the time, the program 

11= 

executes as expected . Then occasion­
ally it goes haywire, seemingly unex­
plainably. Errors of this type include 
passing a parameter that is out of 
bounds, and storin g the result of a cal­
culatio n in a data type not large 
enough to hold the data. Of course, 
the more strongly typed the language, 

PS~ 
Download Free 
software today, and 
configure your embedded 
design with your mouse! 

Waferscale now offers 16-bit versions of our popular EasyFlASH'" I'SOs. The 16-bit I'S04000 

series integrates 4Mb of Flash program store, 256Kb of concurrent Flash , 64Kb of Scratch·Pad 

SRAM, programmable logic , and advanced in·system programming capabilities onto a single 

chip. The new devices are configurable with the same easy to use, point and click deve.\op· 

ment/programming software .. . PSDsoft Express. The softwa re guides you through the 

entire design from configuring the MCU inte rface and selecting the I'SO, to p rogramming the 

code an d firmwa re into the PSO ... AIl in less th~U1 2 hours! Visit the URL below today to 

learn more about the I'S04000 series, and to download your FREE copy of PSOsoft Express. 

www.waferscale.com/esp.html 
Wafersc.-.le·USA 
Te l. 800-832-6974 
Fax 5 1().657·59 16 
info@waferscale.com 

WaferscaJe·EUROPE 
Tel. 33· 1-69320 120 
Fax 33· 1-693202 19 
w sifmnce@wsillsa.com 

106 AUGUST 2000 Embedded Systems Programming 

Wafcrscale-ASlA 
Tel. 82·2·761· 1281 
Fax 82·2·76 1· 1283 
james@mail.wsiasia .co.kr 

the less of a problem this becomes. 
Frequency: Commo n in asse mbly lan­
guage programs, and high-level lan­
guage programs that target small (8-
bit) processors. In the latter, the types 
may be smaller than expected . For 
example, is it safe to assume an integer 
is 16-bits wide? 
Severity: Low to cri tical. Sometimes the 
effects can go unnoticed. 

Signed/unsigned data error 
A mix of signed and unsigned data 
types can easily lead to calculations 
that produce wrong resu lts. Assembly 
languages have diffe rent branch 
instructio ns used after comparin g 
signed and unsigned data. Using the 
wrong branch instruction is often a 
critical error. When mixing signed and 
unsigned types, care must be taken to 
u nderstand the sign of the result and 
sto re it in the proper da ta type. Mixed 
sign arithmetic can easily overflow the 
data types used in the calculation if 
not handled properly. 
Frequency: Common in assembly lan­
guage programs, or when using fIxed­
poin t (integer) math . Not a problem 
where floatin g-po int math is used 
exclusively. 
Severity: Varies, ge nerally high to 
critical. 

Incorrect conversion/type-casting/scaling 
Converting a data value fro m one rep­
resen tation to an other is a common 
operation , and often a source of bugs. 
Data sometimes needs to be converted 
from a high-resolution type used in 
calculations to a low-resolution type 
used in d isp lay and/ or storage. 
Conve rsio n between unsigned and 
signed types, and string and n umeric 
types is common. When using fixed­
poin t math , conversion be tween data 
types of different scales is frequen t. 
Typecasts are usefu l to get data into 
whatever represen tatio n is needed, 
but th ey also circumven t compiler 
type-checking, increasing the risk of 
making a mistake. 
Frequency: Common in p rograms that 
are more complicated . 
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Seventy: Vari es, low to critical. 

Data synchronization error 
Many real-time e mbedded systems 

need to share data am ong separate 

threads of execution. Fo r exampl e, 

uppose an o pe ration that uses a num­

be r of diffe rent data inputs is pe r­

fo rm ed . This ope ration assumes th ese 

data are synchronous in orde r to pe r­

fo rm its processing. If the data values 

are updated asynchronously, th e pro­

cessing may be using some "new" data 

items with some "old" data items, and 
compute a wrong resul t. This is espe­

cially true if a contro l fl ag is used to 

in terpre t the data in some way. Some 

embedded systems use a serial po rt to 
send a "system sn ap-sh o t" of the criti­

cal data items in response to an asyn­

chronous request. If the data items in 

the sna p ho t are no t updated synch ro­

nously, the snapsh o t may contain a 

mix of some current info rm ati on and 

some o ld info rm ati on . 

Frequency: Less common. 

Seventy: Low to high . 

Real-time bugs 

Interrupt handling 
It's critical to be able to handle all 

inte rrupts that the system will ever 

rece ive. Rece iving a n un expected 

interrupt wi thou t be ing able to handle 

it is usually disastro us. Fo r this reason, 

even inte rrupts that are no t expected 

to occur should still be handl ed with 

an "unexpected inte rrupt" handl e r, 

just in case. Vecto rs fo r every inte rrupt 

th a t your processo r could receive, 

eithe r intentio nally o r inadvertently, 

must be present and must po int to the 

correct handle r. 

An equa lly di sastrous mistake is an 

inco rrect re turn from an inte rrupt 

h andle r. Mos t processors have se pa­

ra te instru ctio ns to "re turn fro m ub­

ro utine" and "re turn f ro m inte r-
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rupt." If you u e th e wro ng instru c­

ti o n to re turn fro m th e inte rrupt, 

yo u will co rrupt th e stack (by not 

unstac kin g registers tha t we re 

push ed onto th e stack au to ma ti cally 

wh e n th e inte rrup t was ac kn owl­

edged). High-leve l langu ages often 

use a specia l keywo rd to in di cate to 
th e compil e r tha t th e "re turn fro m 

inte rrupt" instructio n sho uld be used 
with a parti cul a r functio n . 

Frequency: Rare. 

Severity: Criti cal. 

Interrupt suppression 
Most programs tll at use inte rrupts also 

suppress th em a round critical sections 

of th e code. Receiving an inte rrupt 

during a criti cal section may cause the 

program to miss some time-rela ted 

specifi cation, corrupt data, mishandl e 
exte rn al ha rdware, a nd so o n . 

The refore, it's criti cal to ensure that 

all sections of code that need inte rrupt 

suppression have it. Often , tllis is sys­

tem-specific kn owledge tha t should be 

well docum ented . 

One situa ti o n that d oesn ' t require 

de ta iled system knowledge invo lves 

da ta co rruption . Wh e neve r data is 

written by bo th an in te rrupt service 

ro u tine (ISR) and anoth er place in 

the program, specia l care must be 

take n . Any read-m odify-write on th e 

da ta must be a to mic, o r inte rrup ts 

must be suppre sed a round th a t sec­

ti on . When using a high-l evel lan­

gu age , be aware th a t writes to a 

multi-byte type may no t be atomi c. 

This may not be o bvious by look ing 

o nly at th e source cod e . If an inte r­

rup t occurs between th e read and 

m odify cycles, th e modifi cation m ay 

be made inappropriate ly, since the 

data may have changed. If an inte r­

rup t occurs be tween th e m odify and 
write cycles, th e new data updated by 

th e ISR will be ove rwri tte n . Even if 

th e d a ta is no t modifi ed in this la tter 

situa ti o n , th e ISR-upda ted data could 

be ove rwritten . T his type of read­

do n ' t-modi fy-write is som e tim es do ne 
to refresh o r test memo ry, o r in ce r­

tain pe riph e ral inte rfaces. 
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Non-implementation errors 
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Math overflow/underflow 

logic/math/processing error 
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Incorrect control flow 

Pointer error 

Indexing problem 

Improper variable initialization 

Variable scope error 

Improper data usage 

Incorrect flag usage 

Incorrect address 

Data/range overflow/underflow 

Signed/unsigned data error 

Conversion/type-casting/scaling 

Data synchronization error 

Interrupt handling 

Interrupt suppression 

Task synchronization 

Stack overflow/underflow 

Other stack errors 

Version control errors 
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Resource mapping 
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Syntax/typing 
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Memol}' allocation/deallocation 

Peripheral register initialization 
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Too much of a good thing can be 

bad. If interrupts are suppressed too 

long, timing deadlines may not be 

met. Or a system clock may not keep 

time "correctly." Processors typically 

inhibit all interrupts of priority equal 

to or lowe r than the current inte rrupt 

priority. Therefore, when calculating 

the maximum interrupt suppression 

that your system could ever encounter, 
it's not enough to simply look for 

"interrupt disable" and "interrupt 

enable" instructions. You must also 

account for the time spent within any 

ISR 

Frequency: Less common. 

SlrUerity: Critical. 

Task synchronization 

Tasks must be synchronized correctly. 

Some operations must wait for others 

to occur first or other tasks to com­

plete. One task may acquire raw data; 

anotl1er may process this data as a set; 

still another may make control deci­

sions on the processed data values. 

Proper synchronization is sometimes 

implemented by relying on flags or 

semaphores to control task execu­

tion. Other tasks are synchronized by 

scheduling them to execute at regu­

lar intervals. If one task doesn't finish 

in time, a second task that depends 

on its completion may fail. Other 

task-related problems include race 

conditions and priority inversion 

problems. 

Frequency: Less common. 

SlrUerity: Varies. 

System bugs 

Stack overflow/underflow 
"Don't blow your stackl" Although this 

expression usually refers to something 

quite unrelated to embedded systems, 

it's quite applicable here. Pushing 

more data onto the stack than it is 

capable of holding is called overflow; 

pulling more data from the stack than 

was put on it is called underflow. Both 

result in using bad data, and can cause 

an unintended jump to an arbitrary 

address-very bad. The stack pointer 

can also be directly manipulated on 

many processors, and is sometimes so 

used to quickly generate temporary 

variable space on the stack. 

Many high-level languages offer no 

direct way to manipulate the stack. 

However, deeply nested subroutines 

with many parameters can still cause 

an overflow. Therefore, it's important 

to ensure that the worst case stack 

depth generated by a program can 
never exceed the stack allocated. 

Multi-tasking systems complicate this 

analysis, since each task needs its own 

program stack. In addition, interrupts 

require stack space in order to save the 

value of the processor's registers. 

Moreover, the deepest stack needed by 

any interrupt must be added to each 
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task's stack space (assuming any task 
can be preempted by any interrupt). 
It's easy to see how quickly the pro­
gram's stack space can be consumed 
in these types of designs. 
Frequency: More common in assembly 
language programs and complicated 
designs. 
StrUerity: Critical. 

Other stack errors 
Other stack errors can corrupt data. 
For example: pushing the X-register 
then Y-register onto the stack to save 
their values, but pulling them off the 
stack in the wrong order. 

A stack imbalance occurs when not 
all the registers pushed onto the stack 
at the beginning of a routine are 
pulled off the stack before the routine 
returns (or vice-versa). This causes 
execution to jump to an arbitrary 
address. 
Frequency: Less commo n. Generally 
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- 2X AGP & 30 VGM.CO 
- 101100 Mbps Ethernet & optional Pan~Unk 
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only occurs in assembly language rou­
tines. 
StrUerity: Stack imbalances are always 
critical, and generally produce imme­
diate and dramatic failures. Data prob­
lems vary in severity. 

Version control error 
It doesn't matter how good your last 
bit of code was if it didn't get included 
in the build. Including the version of 
the file that still has the bug produces 
another bug report. Including a ver­
sion that is now incompatible with the 
latest hardware may produce many 
bug reports! Version control grows in 
importance as the complexity of the 
software project (read: the number of 
people involved in the software) 
grows. 
Frequency: Common only in complicat­
ed systems with many files and many 
developers. This problem can become 
more difficult in distributed develop-

Socket 370 CPU 

AC97 Audio 

2X AGP 3D Accelerator 

Optional Software Modern 

~, CE ~ 
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ment environments. 
StrUerity: High to critical. 

Resource sharing problem 
Resource sharing is common in most 
embedded systems at some level. 
Wherever haring occurs, strict rules 
for using the resource cooperatively 
must be defined and followed to avoid 
conflicts. Ignoring a mutual exclusion 
semaphore can corrupt data. Two dif­
ferent tasks that both use the same 
peripheral must cooperate. For exam­
ple, an analog multiplexer may be 
used to direct one of a number of dif­
ferent inputs to a single AI D convert­
er. If one task alters the mux setting to 
measure a given signal and another 
preempts it and sets the mux to pass a 
different signal, when control returns 
to the first task it will be measuring the 
wrong signal. 
Frequency: Less common. 
StrUerity: High to critical. 

Resource mapping 
Some microcontrollers allow the 
peripheral registers and memory to be 
mapped to many different locations. 
Some applications use different map­
pings for various purposes. Get this 
wrong, and it's likely the code won't 
even run. 

Less obvious is mapping the code 
or initialized data to a RAM area dur­
ing development, where it's easy to 
modify. This is common when down­
loading the code into instrumentation 
of some sort. If the code isn't re­
mapped before burning it into 
EPROM (or worse yet, releasing the 
ROM mask) , your data or code 
becomes whatever happens to be in 
the RAM after power-up! 
Frequency: Rare. 
StrUerity: Cri tical. 

Instrumentation problem 
Sometimes a software bug is not actu­
ally a problem with the software at 
all. Instrumentation generally alters 
the behavior of the system, albeit in 
very smal l, subtle ways. Sometimes 
problems disappear when the emula-
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tor is connected, and other ti mes 
they only appear when the emulator 
is used. Reported bugs could also be 
a result of improper use of th e instru­
mentation. 
Frequency: Less common. 
Severity: Low. 

Other bugs 
Syntax/typing 
Compilers can be a considerable help 
in checking the accuracy of our typ­
ing. For example, some will issue a 
warning when assignments are made 
within a conditional expression: writ­
ing if (a=1) when if (a==1) was 

intended. But other errors defy detec­
tion. No compiler will warn you about 
misspelling a variable name when the 
misspell ing is also a valid symbol (for 
example, hi Res_speed, instead of 
hi Rev_speed). 
Frequency: Less common. 
Severity: Varies. 

Interface 
Complex interfaces are a common 
source of errors. Interfaces can be 
external to the processor or internal. 
The modules interfaced to could be 
hardware or software. Documentation 
that is missing, incomplete, ambigu­
ous, or incorrect is often to blame. 
Hardware or software changes that 
aren't properly communicated to all 
the appropriate people also produce 
interface problems. These types of 
bugs include protocol errors and tim­
ing or sequence problems. Examples: 
incorrect EEPROM erase/ write 
sequence, improper use of LCD con­
troller ch ip commands, wrong 
sequence in reading/ wri ting serial 
communication interface registers. 
Frequency: Common. 
Severity: High to critical. 

Memory allocation/ deallocation 
Using memory management routines 

DOS COMPATIBLE 
FILE SYSTEM 

can greatly simplify the efficient use of 
available memory. It can also be an 
added source of errors. Examples: not 
checking for successful allocation 
before using the memory, not freeing 
memory when it's no longer needed 
(memory leak). 
Frequency: Common only with high 
level languages, and only when using 
routines such as maLLocO and freeO . 
Less common with languages that do 
more memory managemen t automati­
cally (use constructors, destructors, 
and references). 
Severity: Varies. Sometimes a small 
memory leak may go unnoticed. Not 
checking an allocation before using 
the memory can crash the system. 

Peripheral register initialization 
Most embedded systems have periph­
eral hardware devices that they use to 
perform some necessary work. These 
peripherals often have many different 
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modes of operation , increasing the 
numbe r of applications for which 
they're useful. This can complicate the 
initialization and use of these devices, 
producing another source of errors. 
Frequency: Less common. 
Severity: Critical . 

Watchdog servicing 
Watchdog timers help ensure that if 
something in the system goes excep­
tionally wrong, it will fail in a safe, or 
at least predictable, manner. Most soft­
ware FMEAs make use of watchdog 
timers to mitigate risks. However, with 
every added complexity com es yet 
another potential source of problems. 
Servicing the watchdog timer must be 
done properly and at the right time. 
The watchdog must be enabled, and 
set to timeout at the correct interval. 
The watchdog servicing must be guar­
anteed to occur frequently enough, 
under every correctly operating sce­
nario, to prevent a timeout. 
Otherwise, the device intended to mit­
igate serious problems becomes a 
source of them. This implies that a 
thorough understanding of the timing 
characteristics of the system is neces­
sary to ensure proper use of the watch­
dog timer. One last note: some pro­
grammers have used a periodic inter­
rupt to ensure that the watchdog ser­
vicing is done on time. As long as the 
periodic interrupt is at a higher prior­
ity than whatever is going wrong, this 
effectively prevents the watchdog from 
"watching" the code, rendering its ser­
vice useless. 
Frequency: Less common. 
Severity: Critical. 

Finding hidden problems 
This long list of errors begs tlle ques­
tion "How do I find these potential 
bugs?" (Perhaps a better question is 
"How do I prevent tllem?" That's a 
topic for another article.) Many tech­
niques and tools can be used to find 
bugs. Some of these are more expen­
sive than others are, both in time and 
material cost. 

Costs can only be described relative 

to each other. An emulator typically 
costs more than a simulator. However, 
there's a big difference in cost 
between an emulator for an 8-bit 
microcontroller and an emulator for a 
32-bit DSP. For the purposes of this 
article, costs will be grouped in four 
categories: none, low, moderate, and 
high. General effectiveness of a testing 
technique will be categorized as either 
low, medium, high, or very high. The 
effectiveness of a particular technique 
for a specific software error type is 
given in Figure 1. 

Individual code walkthrough 
I realize it's probably not accurate to 
call this a test, but it is so effective I 
would be remiss not to mention it 
here. No other technique is as effec­
tive at identifying bugs as a good walk­
through. This starts with the individ­
ual programmer carefully examining 
his code for potential mistakes, omis-

sions, misunderstandings, and adher­
ence to the project coding standards. 
This is best done many hours (if not a 
day or more) after the code is origi­
nally written . That provides the oppor­
tunily for a fres h perspective. This 
walkthrough is best done before the 
engineer tests his code on the target. 
Cost: Time-very low, money-none. 
Effectiveness: Very high 

Group code walkthrough 
A good walkthrough can find more 
bugs than any other single activity. 
Conducting group walkthroughs is as 
much art as it is science. Group and 
team social skills (or lack thereof) 
become apparent. The goals of a 
group code walkthrough include find­
ing potential problems, ensu ring 
adheren ce to the software design , 
looking for subtle effects on the rest of 
the system, and identifYing improve­
ments. Ego has no place in this activi-
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oftheir existence? 

Download a free evaluation copy 
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ty. It must be okay to have other iden­
tify your mistakes (and vice versa) . 
The best walkth roughs are short, and 
done freque ntly. 
Cost: Time-low, money-none. 
Effectivmess: Very high . Affected by the 
effort, experience, and attitudes of the 
review team. 

Step-by-step execution of code 
This type of testing attempts to find 
problems not just by walking through 
the code, but by executing every li ne of 
the code. This code execution can be 
done on a imulator or on the target. 
Code execution can be controlled with 
an in-circuit emulator or observed with 
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see the future of x86 development tools today. 
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Phone 607-748-5966 

Fax 607-748-5968 
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a logic analyzer. Sometimes every 
branch and condition is executed, not 
just every line of code. 

The purpose of this type of testing 
is to observe the correct operation of 
the code. This implies tllat the correct 
operation is well understood, if not 
documented. The goal is not to find 
particular types of errors, or to 
observe particular be haviors. This 
type of testing is sometimes done on a 
single module or file of source code. 
Other times it's performed on the 
entire software application. 
Cost: Time-can be high , especia lly 
when the entire system is being exam­
ined. Always tedious, since most of 
the code operates perfectly. Money­
low to moderate. Simulators can be 
inexpensive, but ICEs can be quite 
expensive. 
Effectivmess: Moderate, depending on 
the effort of those performing the test, 
and how well the intended behavior is 
understood by them. 

Structural (white box) testing 
Sometimes called "glass-box test­
ing," this activity uses an unobstruct­
ed view of how the code does its 
work. This type of test is usually per­
formed on a single unit of the soft­
ware at a time . Test procedures are 
written to exercise all the important 
elements of the code under test. 
This may include exercising all the 
paths in the modul e. It often 
involves man y executions of the 
same code, with different values of 
data. Boundary conditions are typi­
cally exercised. This test is also used 
to determine the consistency of a 
component's implementation with 
its design. 
Cost: Time-high. It takes time to write 
the procedures, and examine what is 
critical to test. Of course, once the test 
procedures are written, they can be 
reused to retest the same module later 
when minor modifications are per­
formed. Money-depends on how the 
testing is done. imulators are less 
expensive than ICEs. 
Effectivmess: high . If a module passes a 
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r .. This long list of errors begs the question "How do I find these 

potential bugs?" 

thorough white box test, the level of 
confidence is high that it won't cause 
problems later. 

Functional (black box) testing 
In functional test, the program or sys­
tem is u'eated as a black box. Th is 
implies the tester has no knowledge of 
what's in the box, only its inputs and 
outputs. The system is exercised by 
varying the inputs and observing the 
outputs. This type of test is usually 
performed on the entire software sys­
tem. In complex appli cations, the 
software is broken down into compo­
nents 01' subsystems, wh ich are tested 
individually. Al l the individual parts 
are then brought together (usually 
one a t a time) and the integrated sys­
tem is tested . 
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manipulate the inputs and observe the 
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correct outputs. Sometimes the entire 
test can be done stand-alone; other 
times, custom equipment must be con­
structed in order to verify correct 
behavior. 
Effectiveness: Medium. Many parts of 
the system are difficult to exercise 
with a black box test. Error condi­
tions (especially due to hardware fai l­
ure) can be difficult, if not impossi­
ble, to generate. Some combinations 
of inputs are difficult to produce, 
especially those with unique timing 
characteristi cs. 

Verification 
Different organ izations mean differ­
ent things when they use the term ver­
ification. Some use "verification" and 
"val idation" interchangeably; others 
make a clear distinction between the 
terms. The IEEE defines validation as 
"the process of evaluating a system or 
component during or at the end of 
the development process to determine 
whether it satisfies specified require­
ments. " This type of activi ty is 
described in the previous section. 
Verification, on the other hand, is 
defined as "(1) The process of evaluat­
ing a system or component to deter­
mine whether the products of a given 
development phase satisfy the condi­
tions imposed at the start of that 
phase. (2) Formal proof of program 
correctness." 

In this article, I use the term verifi­
cation to refer to the detailed analys is 
of software, independent of its func­
tion, to determine if common errors 
are present. It is generally performed 
on the code as a whole, not on indi­
vidual units. It's very white box-like, in 
the sense that verification examines 
the su'uctural integrity of the code, 
and not functionali ty. Examples of typ­
ical verification checks include: stack 
depth analysis, proper watchdog timer 
usage, power-up/ power-down behav­
ior (in the sense of proper initializa­
tion and clean up), singular use of 
each variable, and proper interrupt 
suppression. 
Cost: T ime-medium. Some checks 
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can be automated , or partial ly au to­
mated . Others a re tedious. Money­
low to medium, depending on what is 
checked . Most checks can be do ne by 
hand. Others, such as verifyi ng inter­
rupt timing, require test equipment. 
Effectiveness: High. This is the only way 
to develop confidence in some areas of 

TEL: (617) 661-1510 
FAX: (617) 876-2972 
www.pharlap.com 
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Stress/ performance testing 
Can the system han dle its in tended 
load? How close to the edge of accept­
able perfo rmance d oes th e system 
come? Stress tests are designed to load 
the system to the maximum specifi ed 
load and then beyond, to see where it 
breaks. "Load" could be number of 
users, number of messages per uni t 
time, frequency of a pel-iodic in ter­
rupt, number of dynamically allocated 
tasks, and so on . Kn owing at what 
poin t the system fa ils tells us how much 
overhead (factor of safety) we have. 
Perfonnance tes ting is conducted to 
measure the system 's perfo rmance. 
This may be impo rtan t to verify that a 
requirement is met, to ensure the 
design is adequate, or to determine 
resources avai lable to add more fea­
tures. (Examples: processor th rough­
put, interrupt latency, worst case time 
to complete a given task, and so on. ) 
Cost: Time-low. Money-low to h igh , 
depending on what's measured . 
Effectiveness: High . T here's nothing 
like kn owing how close to the edge 
you 're really running. 

Writing test proceduTe 
Many times the gl-eatest benefit in 
d eveloping fo rm al test procedures is 
not executin g the tests, but simply 
developing good test procedures. The 
code and/ or the requirements must 
be examined carefully to de termine 
what to tes t and how to test it. In the 
ligh t of this increased scrutiny, many 
problems in the code are uncovered . 
Cost: Time-high. It does take ti me to 
d eve lo p good test procedures. 
Money-none. 
Effectiveness: High. 

User repo'rt 
From one perspective, your product is 
continually being tes ted by those who 
use it. Occasionally, a user may fi nd a 
bug that evaded all previous test efforts. 
Most customers do not enjoy being 
used as unpaid test engi neers, and get a 
li ttle testy when they find bugs. Others 
voluntee r to tes t your cod e (beta­
testers) in order to get the benefi ts of 



your product sooner. Regardless, user 
reports always have to be verified: 
sometimes al leged errors are due to 
improper user understanding, hard­
ware conflicts, or other problems unre­
lated to the software's operation. 
Cost: Time-none (of yo urs). 
Money-none. Of course, the intangi­
ble costs to your business cou ld be 
much larger. 
Effectiveness: Medium . 

Tools 
Various tools are helpful to te t code 
and find bugs. Software debuggers 
allow the programmer to start and 
stop execution, modify the data in 
memory and registers, and some­
times trace execution and coverage. 
This can be useful in stepping 
through the code, and forcing execu­
tion down particular paths. These 
techniques are often used in unit test­
ing. Similarly, a logic analyzer can be 
used to trace execution. It can show 
what happened in time , but doesn 't 
provide a way to control the execu­
tion. An ICE (often used with a 
debugger itse lf) can do everything 
the software debuggel- does , and 
trace real-time execution. Its pod 
rep laces the processor, givi ng the 
engineer complete control of the sys­
te m. A simulator a ll ows the code to 
execute in a virtual environment on 
the host. Most simulators provide a 
means of wliti ng scripts, which can 
simulate inpu ts, record outputs, and 
otherwise control the execution of 
your code. They can be useful for 
unit testing, e pecially where repeata­
bili ty is desired. 

In add ition to these basic tools, 
many other programs are useful in 
testing code. Tools exist to capture 
events and play them back, wh ich is 
useful in automating a procedure. 
Other tools simply help organi ze the 
testing of complex systems. Some help 
in developing a u-aceability matrix. 
Other tools provide scripting capabili­
ties, which can speed the development 
of procedures. Yet other tools provide 

a skeleton of code, which can be mod­
ified to perform unit testing on a host, 
another step toward automating the 
process. 

Literally hundreds of tools and 
companies are out there that can help 
identiTy the bugs we assume to be in 
our code. However, beware of claims 
that sound like a "s ilver bulle t. " In my 
experience, there's always ome set of 
assumptio ns and conditions that limit 
those claims to a particular class of 
applicati ons or type of testing. 

Knowledge applied 
Now that we 've covered the sorts of 
bugs that lurk in our code, and some 
of the techniques useful in findin g 
them, you may say, "I don 't have time 
to exhaustively test every line of code 
six different ways. What approach 
should I use to test my code? How 
much time and money will it cost?" 

The answers to those questions are "it 
depends." What's the purpose of your 
testing? Is it to complete a mandatory 
activity as part of your company's soft­
ware development process? Is it to 
ensure that the code implements all the 
advertised features? On the other hand, 
is the purpose to ensure beyond a rea­
sonable doubt that the system in which 
your software nllls won't kill someone 
because of a software en-or? Or deso-oy a 
multi-million dollar piece of equipment? 
In other words, what is the risk posed by 
the inevitable software bugs? Testing the­
ory states, ''all software has errors." Some 
errors probably wi ll never be noticed, 
ever. Other elTors may be catastrophic. 
As engineers we have to balance the risk 
that alleged software errors pose with the 
cost of finding them. 

For diffe rent purposes, and diffe r­
ent types of systems, some test strate­
gies are more appropria te than others. 
Figure 1 shows which tests a re gener­
a lly best suited to finding certain types 
of e rrors. Knowledge about the so rts 
of errors that may be in a program­
and the risks that they pose- can then 
be used to select the testing sU-ategies 
that should be the most effective. 

Parting thoughts 
None of the techniques here can be 
used effectively outside of a good 
software d evelopment process. Nor 
will they be of help if not performed 
th o roughly, with appropria te man­
age ment buy-in. All the ideas pre­
sented may need to be modified to 
suit yo ur specifi c e nvironment. In 
additi o n , he re are a few parting 
thoughts: 

• Test early and often 
• Understand the real goals of the 

testing effo rt, and make your plans 
accord ingly 

• Plan your testing efforts and stick 
to your plan. The time to start 
thinking about testing is in the con­
cept phase, when each require­
ment's testability should be evaluat­
ed. These plans (and later, test pro­
cedures) continue to evolve, and 
should be complete when the code 
is ready to test 

• Obtain required resources (both 
time and equipment) early in the 
development cycle 

• Share your successes and failures . 
Learn from others what works and 
what doesn 't 

• Teste rs and developers are part of 
the same team. Work cooperatively 

• Test each other's code. It's difficult 
to see your own mistakes esp 
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New Products 

Tools for Embedded Developers 
Software 

Protocol suite and RTOSes 
Several software tools-the USNET 
TCP / IP protocol, the SuperTask! 
RTOS, and the TronTask! RTOS-are 
available in versions that support 
Motorola's MBX860 board. The board, 
which is designed for communications 
and networking OEMs, supports 
MPC860 processors operating at up to 
40MHz, as well as 128MB of EDO 
DRAM or standard Fast Page DRAM in 
168-pin DIMM sockets. Supertask! and 
TronTask! for MBX860 are available 
now. A royalty-free license (source code 
included) costs $8,000. USNET for 
MBX860 is also available. It costs 
$7,500. 

US Software 

Hillsboro, OR 

(800) 356-7097 

www.ussw.com 

Development tools, the 
processors they support 
CodeWarrior Integrated Development 
Environment 2.0 for 68K/ColdFire is 
the latest release of a set of develop­
ment tools whose enhancements 
include support for Motorola's 
ColdFire processors, as well as an 
updated compiler and debugger. The 
processors and development tools, are 
targeted for consumer e lectronics, 
office automation, robotics, and motor 
control systems. RTOSes supported by 
this development environment include 
the Nucleus PLUS Kernel, EUROS 
from Dr. Kaneff Engineering 
Consultants, and Motorola's PPSM (v. 
3.02). Also being released is 
CodeWarrior for the Motorola 
PowerPC v. 5.0. You can purchase 
CodeWarrior v. 2.0 for 68K/ ColdFire 

now for $2,500. Code Warrior for Power 
PC v. 5.0 is available for the same price. 

Metroweril:s 

Austin, TX 

(800) 377-5416 

www.metrowerks.com 

Tools for multi-processor 
systems 
A version of the 8051 Virtual 
Workshop is available that supports 
debugging and verification for multi­
ple processor systems, without hard­
ware. Its automatic address recogni­
tion allows serial comm unication 
between microcontrollers with "a min­
imum" of processor intervention. By 
running multiple instances of Virtual 
Workshop, either on a single PC or 
several PCs on a network, you can sim­
ulate multiple target systems, making 
the presence of actual target hardware 
less critical, although the Virtual 
Workshop is capable of communicat­
ing with a real system. 

Crossware Products 

Herts, UK 

44 (0) 176-385-3500 

www.crossware.com 

Expanded support for design 
software 
Hypersignal RIDE is DSP design soft­
ware made to support Texas 
Instruments ' DSK6211 and DSK6711 
DSP hardware. It can be used in a 
number of DSP applications, such as 
instrumentation, systems modeling 
and simulation, image processing, and 
other numeric-intensive applications. 
Block components are selected from a 
pull-down menu or toolbar and con­
nected together with a mouse to estab-
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lish a data flow. Run-time parameters 
are adjusted from pop-up dialog 
boxes, and the algorithm is executed 
on the target DSK by pressing a but­
ton. The software is also capable of 
symbolic debugging, code profiling, 
and application export. RIDE software 
is available now in several editions 
costing between $3,995 and $9,995. 

Hyperception 

Dallas, TX 

(214) 343-8525 

www.hyperception.com 

Development environment, 
compiler family, and 
processor 
The MULTI 2000 integrated develop­
ment environment and family of C, 
C++, and EC++ compilers are now 
available for the TriCore Unified 
processor from Infineon 
Technologies. MULTI 2000 integrates 
source-level debugging, program 
building, profiling, and version con­
trol for the development of software 
for the TriCore architecture, which 
features a 16-/ 32-bit instruction set. 
Multi 2000, including a C/ C++ com­
piler costs $5,900. A Unix version costs 
$8,900. 

Green Hills Software 

Santa Barbara, CA 

(805) 965-6044 

www.ghs.com 

Open-source OS released for 
digital avionics industry 
MicroC/ OS-II is an industrial open­
source RTOS for digital avionics that 
offers semaphores, message mailbox­
es, message queues, event flags, inter­
rupts, and time delays, among other 
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features. A ce rtifi cation package 
includes source code, build files and 
requirements, design, and test and 
integration documentation to meet 
the requirements of avionics manufac­
turers seeking to obtain FAA 
RTCA/ E ROCAE DO-178B certifica­
tion. The software and certification 
documentation a re avai lab le now, 
starting at under $30,000. 

OnCore Systems 

Half Moon Bay. CA 

(650) 712-0655 

www.oncoresystems.com 

Multi-user UML development 
environment 
Features of the latest release of the 
TAU UML Suite v. 4.3 include support 
for UML v. 1.3 graphical notation, 
XML/ XMI, J ava2, and Enterprise Java 
beans. It's part of the Tau development 
environment, which comprises tools 
for the analysis, design, and testing of 
even t-driven , real-time applications in 
a package that merges the graphical 
notation of UML, the real-time design 
and development language SDL, and 
the ISO standard test scripting lan­
guage TTCN. The Tau development 
environment i avai lable now. 

Telelogic AB 

Malmo. Sweden 

(609) 520-1935 

www.telelogic.com 

Hardware 

Evaluation kit 
The evaluation kit for the SX-Stack 
TCP / IP protocol stack contains a 
demonstration board, an AC power 
supply, a nine-pin-to-nine-pin se rial 
cable, a CD-ROM containing source 
code and other information , and a 
user's guide. The SX-Stack is a config­
urable combination of standard 
Internet protocol implemented as 
Virtual Peripheral modules. The eval­
uation kit costs $99. It's avai lable now. 

Scenix 

Mountain View. CA 

(650) 210-1500 

www.scenix.com 

Emulation pod 
The PXC76x emulates Philips' 8051 
LPC76x contro ll e rs, whose family con­
sists of three members with up to 4K 
OTP ROM: the 87LPC762, 87LPC764, 
and 87LPC76. An emulation system is 
offered in conjunction with the 
PXC76 pod, which includes dual-port­
ed emulation memory, hardware 
breakpoints, an operating voltage 
range from 2.7 V to 5.5 V, and support 
for on-chip peripherals. The pod itself 
costs $1,245 but would only be useful 
by itself to designers who already had 
the fu ll emulation system, which costs 
from $4,000 to $6,000. Both pod and 
system are available now. 

Hitex Development Tools 

Sunnyvale. CA 

(800) 454-4839 

www.hitex.com 

Microprocessor interface 
The Rabbit 2000 Core Module, which 
provides an interface for the Rabbit 
2000 microprocessor, includes the fo l­
lowing components in a design which 
measures 1.9-in. by 2.3-in.: 40 general 
purpose I/Os, SRAM and fl ash , mem­
ory I/O interface, master-slave control 
pins, five 8-bit timers, two 10-bit 
timers, and four CMOS compatible 
serial ports. It's avai lable now as part 
of a development kit for $169, and by 
itself starting at $39. 

Rabbit Semiconductor 

Davis. CA 

(530) 757-8400 

www.rabbitsemicondudor.com 

GUI tool 
Graphics Toolki t, a hardware/ software 
package for developing GUIs, provide 
tools for repetitive tasks. It supports 

bitmap and vector graph ics with 
Cartesian and polar coordinate systems. 
Graphics can be used for both static 
LCD graphics displays and real-time 
graphics animations for oscilloscopes, 
animated bar and pie graphs, low-reso­
lution video sequences, animated street 
maps, on-screen instruments, and rep­
resentations of active processes. It also 
features tools for the integration of 
input peripherals such as keyboards, 
pointer instruments, rotary position 
transducers, and touch screens. Device 
drivers are included to control these 
peripherals. It's available now for $595. 

Wilke Technology 

Aachen. Germany 

4 (924) 191-8900 

www.wilke.de 

Emulator 
The PowerTAP emulator for 
Motorola's MPC7400 was designed for 
developers in telecommunications, 
Internet client/ server, and high band­
width graphics and video industries. It 
features a cache display window, MMU 
support for memory translation and 
paging, flash programming, and mas­
ter / slave support for multiprocessor 
system debugging. The debugging fea­
ture provides bit-level detail of the reg­
isters. PowerTAP is available now, start­
ing a t $4,990. 

Applied Microsystems 

Redmond. WA 

(800) 426-3925 

www.amc.com 

Chips 

Microprocessor core 
The EZ4021 MiniRISC is a 64-bit MIPS 
microprocessor core that operates at 
250MHz and is targeted for communi­
cations appli cations uch as set-top 
boxes, image processing engines, and 
networking switches and routers. It 
was introduced with the TinyRISC, a 
32-bit microprocessor. The EZ4021 
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measures 12mm2 and includes 16K 
instruction and 16K data caches. 
Power consumption is 2.6mW/ MHz. 
The TinyRISC measures 2mm2 and it 
operates at a speed of 120MHz. 
Evaluation/ development kits will be 
available in the third quarter. 

LSI Logic 

Milpitas, CA 

(408) 433-8000 

www.lsi logic.com 

DSP system-on-a-chip 
Xtensa III is the the third generation 
of chips featuring the Xtensa proces­
sor technology. The chips come with 
several options for configuration, 
including a DSP coprocessor called 
the Vectra, whose worst-case perfor­
mance is listed at 200MHZ. The Vectra 
coprocessor can be configured to 8-, 
16-, and 24-bit fixed-point applica-

tions . Another option is a 32-bit float­
ing-point coprocessor designed with 
printing, graphics, and audio applica­
tions in mind. Major features of this 
coprocessor include 16 d edicated 
floatin g point registers, as well as a set 
of load/ stores, offset, and indexed 
address update modes, among others. 
Licensing fees for an individually con­
figured processor and software tool 
environment start at $350,000. The 
Vectra DSP option bumps the price up 
to $500,000. It's avai lable now. 

Tensilica Inc. 

Santa Clara, CA 

(408) 986-8000 

www.tensilica.com 

Programmable DSP 
The TMS320C5510 DSP device is the 
first in a fami ly of programmable DSPs 
featuring the TMS320C55x DSP core. 
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The C5510 DSP will be avai lable at a 
clock rate of 160MHz, or 320 MIPS, 
with power consumption of 80mW. It 
uses a dual-MAC architecture featur­
ing a 32-bit program bus, three 16-bit 
data read buses, two 16-bit data write 
buses, and five 24-bit address buses. It 
also offers 160K words of on-chip 
SRAM. Samples of the C5510 DSP in 
15 x 15 mm microStar BGA packages 
are available now, with production 
quantities, as well as a 200MHz ver­
sion, scheduled for the fourth quarter. 

Texas Instruments 

Dallas TX 

(800) 477-8924 

www.ti.com 

USB chip 
The 32-pin FT8U232AM is a single 
chip designed for transferring serial 
data over the Universal Serial Bus. It 
can be used to upgrade old RS-232 
designs. Data transfer rates are listed 
at up to 2MBps. The chip 's architec­
ture accomodates use in a vari ety of 
appli cations such as USB modems, 
USB interface cables, RS-422 data 
links, and instrumentation. It is sam­
pling now and will be available in the 
third quarte r in production quantities. 
It costs $3 each in quantities of 1,000. 

Future Technology Devices 

Victor, NY 

(716) 425-3753 

www.ftdi.com 

Microcontroller lines 
expanded 
The ST9 and ST7 lines of 8-bit micro­
controllers have been expanded to 
include two fami li es, designated 
ST92163 and ST7263, respectively, 
that carry an integrated Universal 
Serial Bus interface. In addition to 

complying with the USB l.1 specifica­
tion, the inte rface includes a 5V / 3.3V 
software-controll ed voltage regu la tor, 
USB transceivers, and a serial inter­
face engine with a built-in direct mem-
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o ry access (DMA) controlle r. The 
ST92163 units are based on the ST9 8-
/ l 6-bi t core runn ing at '24MHz. Its 
USB interface has up to eight func­
tio ns and 16-bidirectional endpoints, 
programmable buffer size, and trans­
fe r di rec ti on. The ST7263 fami ly of 
MCUs is based on the ST7 core, and 
offers a USB interface with three bi­
directi onal endpoints. The ST7263 
family is available now starting at $3 
each in quantities of 10,000. It comes 
in ROM and OTP versions, in S034 
and SDIP32 packages, as well as in d ie 
fo rm. Units in the ST92163 fam ily start 
at $6 each in quantities of 10,000. 
They come in ROM and OTP versions, 
in TQFP64 and SDIP56 packages, and 
also in die fo rm. 

ST Microelectronics 

Lexington, MA 

(781) 861-2650 

www.st.com 

Signal processor 
The ADCDS-1403 is a single package, 
14-bit signal processor that combines 
correlated double sampling with a sam­
pling AI D converte r. It also features a 
user-configu rable input amplifier, pro­
grammable analog input bandwidth, 
gain and offset adjustments, out-of­
range indicator, internal tim ing cir­
cui ts, and a precision reference circuit. 
T he ADCDS-1403 requires two exter­
nally generated timing signals to digi­
tize the CCD's analog output signal : a 
Reference Hold-to capture the CCD 
reference signal- and a Start Convert 
command . It's housed in a 40-pin 
TDIP. It's available now, for $192 each 
in quantities of 100. 

Datel , Inc. 

Mansfield, MA 

(508) 339-3000 

www.date/.com 

Flash microcontroller family 
T he MMC2107 is the first member of 
the M-CORE family of flash micro-

controlle rs, whose 32-bit chips a re 
d esign ed for use in a utom a ti o n 
applications such as ve nding 
m ac hin es, bu ild ing ma nage m ent 
and heatin g-ve n tila ti o n-a ir condi­
tioning systems, exe rcise equipme nt, 
a nd lighting control. Besides the M­
CORE 32-bit CPU, th e MMC2107 
fea tures a 16-bit time r, communica­
tions inte rfaces, a queued analog-to­
digita l conve rte r, and SK o f sta tic 
RAM. Three evaluati o n boards are 
supported by the MMC2107 micro­
controlle r: th e MMCEVB2107, th e 
MMCCMB2107 , and th e 
KlTEVS2107 . The MMC2107 is cur­
rently available in two pac kages: a 
144-pin low-profil e quad fl a t pack 
for use in single-chip a nd expanded 
mod es, and a 100-pin ve rsion . It 's 
available now for $15 per unit in 
quantiti es less th a n 25,000. 

Motorola Inc. 

Austin, TX 

(512) 502-2100 

www.motorola.com 

Motion sensor interface Ie 
The LS6511 is a low-current, mixed­
signal CMOS Sil icon Gate IC designed 
to interface with a PIR sensor to pro­
duce an intrusion de tection module 
for security systems. Gain and band­
width are controlled by an external R­
C network to enable application-spe­
cific customiza tion . Output from a 
two-stage amplifie r is processed by a 
window comparator and digital filter. 
The LS6511 's features include mode 
select fo r single pu lse detecti on, an 
output durati on timer, a 5V shunt reg­
ulator, and under-voltage detectio n . 
Two outputs are provided for d irect 
drive of a relay coil and LED. It's avail­
able now in either a 14-pin DIP fo r 
$0.S5 in quaniti es of 10,000, or a 14-
pin SOle. 

LSI Computer Systems Inc_ 

Melville, NY 

(631) 271-0400 

www.lsicsi.com 
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workingEngines[*inc] 
Post-PC Era Talent Firm 

placement / consulting / alliances 

We strategically match. technically and 

culturally. highly skilled engineers with 

leading-edge c ompanies who build 

smart devices and development tools. 

Our vxJobs Praclice focuses exclusively 

on posHions requiring VxWorks expertise. 

303-628-5560 
www . work l ngEnglnes . c om 
www . vxJobs com 

{Complimentary resume , Interview support. All fees employe, paid.} 

VxWorks is a registered trademark of Wind River, Inc. 

DESIGN/DEVELOPMENT 

ENGINEERS: N~ 
OPPORTUNITIES IN: 

Wireless Communications (Data. PCS. Cellular. Networks, Satcom), 
Digital Imaging, Computers. Software, Semiconductors. Medical, 
CATV. Defense. Process (antral, Consumer Electronics 

SKILLS IN ANY OF THE FOLLOWING: 

Embedded SW, OOD/OOP, C, C++, WindowsNT/98. SolariS/UNIX. 
JAVA, 8105. VRTX. PSOS, DSP. MIPS. PO. VME, Mixed Signal, 
ASI(JFPGA. VHDUVerilog, Device Drivers, System Architecture, 
LAN/WAN, IP, Wireless Design, COMA, GSM, Video Compression 

National Engineering Search. 
is the leading search firm placing 
Engineers nationwide. Contact us 
for immediate access to loday's 
most exceptional engineering career 
opportunities! OUf clients range 
from 81ue Chips to today's newest 
emerging technology companies. 

800/248-7020 
Fax: 800/838-8789 
esp@nesnet.com 

See many of our current 
opportunities on-line ar: 

nesnet.com 
What are you worth? 

See our Online Salary Calculator! 

scientific.com 

Free Resume Assistance 
All fees are employer paid 

(ill] SCHWEITZER ENGINEERING LABORATORIES 

S E L 2350 NE Hopkins Court· Pullman, WA 99163-5603 USA 
Phone: (509) 332-1890 • Fax: (509) 334-4946 

ill> E-mail: careers@selinc.com 

EMBEDDED 
DEVELOPMENT 

ENGINEERS 
Schweitzer Engineering Laboratories, Inc. (SEL) leads the electric power system 
protection industry in technology, service and value. We seek professional, non­
smoking meticulous indMduais for our technical team. We invite you to consider 
the following career opportunity. 

We are looking for Embedded Development Engineers to design firmware for 
microcontroller and DSP-based protective relays and communications processors; 
develop applications for mission critical products for electric power system protection 
and control; and participate in product specifications, firmware design, coding, 
testing, and documentation in cross-functional development teams. Requires a BSEE 
or CS and experience in time-critical real time systems such as ClC++, Assembly, 
DSP programming, real time operating systems, emulators, analyzers, firmware 
configuration management and structured design methodologies. 

To find out more about these and other employment opportunities visit our website at 

www.selinc.com 
Interested candidates please e-mail your resume to 

careers@selinc.com 
EEO / AA Employer 

Reprints 
Are Easy to Get!!! 

Full of interesting articles and 
valuable industry news, 
Embedded Systems Programming 
has information you'd like to 
share. Reprints are great for 
trade shows, marketing kits, and 
presentations. 

Contact Stella Valdez for information 

916-983-6971 
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CU RTS PMC is a 
global electronics 

company and a 
leader in the design 

and manufacture 
of control devices 

for the electric 
vehicle market. 

Located 
approximately 
35 miles from 

San Francisco, 
we are currently 

seeking the 
following 

experienced 
Engineers to 

join our team. 

[URnS 
Innovation & Excellence 

Engineering 
o p port u nit i e s 
....................... 

Proj ect Lea der 
Lead an interdisciplinary team responsibte for the design 
of new or modified motor control products from initial 
concept through production prototypes. Requirements 
include a BSEE (or equivalent) and 7+ years of 
demonstrated applicable experience. Must have 
experience with power electronics or embedded 
systems. Design engineering and hands-on technical 
skills necessary. 3+ years of experience in project 
engineering desired. 

Product Specia list 
Support the Global Product Manager for Motor Control 
in the performance of all duties related to a specific 
product family. Requirements include a BSEE (or 
equivalent) ; MBA or MBA candidate desirable coupled 
w~h experience in product definition and working with 
customer requirements. 

So ftware Eng ineer 
Conceptualize, design. develop, analyze and test 
embedded micro applications for motor control devices. 
Requirements include a BSEEICS (or equivalent) and 
2+ years of experience in micro software development. 
Must have experience in Assembly and C languages, as 
well as hardware/software integration, emulators, and 
debugging. Design and hands-on technical skills 
required. Experience in circuit analysis a plus. 

We offer company-paid health benefrts for employees & 
dependents, profij sharing. matching 401 (k) plans and 
PTO. For consideration. qualified candidates should 
send, fax or e-mail their resume. Indicating area of 
expertise. to: Human Resources Department. CURTIS 
PMC. 6591 Sierra Lane. Dublin. CA 94568. Fax: (925) 
833-8777. E-mail: curtispmc@hotmail.com 

For complete job descriptions and additional career 
opportunities. explore our Web Site at 
WM/V,curtisinst .com 
Equal Opportunity Employer M/F/DN 

• • 

SOFTWARE ENGINEERS 
Packard Instrument Company, an international leader in life science 
instrumentation, is seeking a Software Engineers for our Corporate location 
in Downers Grove, Illinois . 

Duties will include: New product development, design and development of 
robotic software used to control precision liquid handling equipment used in 
laboratories and software to control analytical instrumentation in Biomedical 
research, participating in software designs, estimating schedules, conduct­
ing design reviews, cod ing, documenting and testing PC based and embed­
ded controller software and perform other related functions a s assigned. 

Cand,dates must possess' 

• Good communication skills. 

• Ability to work well in a team environment. 

• Ability to program in C++, Visual Basic and DSP code. 

• Ability to analytically d esign software for complex real t im e 
machine control systems. 

• Knowledge of biomedical laboratory methods and equipment 
is a plus. 

PrevIous experience 

• 2-5 years experience in the development of software for new elec­
tro-mechanical products. 

• Must have experience in real time machine control software or 
robotic control systems. 

• Desired experience with DSP code, Windows NT programming, 
C++ and COM. 

Send or fax or e-mail your resume 10: 

Human Resources Dept., Packard 
Instrument Company, 2200 
Warrenville Road, Downers Grove, 
IL 60515 . Fax: 630-969-6511. 

Packard 
A Pac0(8rd BIOScoence ~ 

E-mail: jjohannpeter@packardinst .com. Visi t our Website: 
http://www.packardinst.com Equal Opportunify Employer M/ F/ D/V 

Honeywell 

Expansive wings 
for the imagination. 

At Honeywell In Phoenix, AZ the future of Avionics Is now. Imagine shaping the cockpit of the 21st century while soaring with a $24 billion 
global technology player. We are seeking talented individuals to support our Aviation Infonnatlon Services, Displays, Flight Controls, Fly-By­
Wire, Advanced Common Flight Deck, and Platfonns products for our Air Transport, BuslnessIRaglonal Jet, and Helicopter Programs . 

• SYSTEMS ENGINEERS 
• SOFTWARE ENGINEERS 
• TEST ENGINEERS 

• SAFETYI 
CERTIFICATION 
ENGINEERS 

• RF ENGINEERS 
• ANALOG AND DIGITAL DESIGN ENGINEERS 
• ASIC/FPGA HARDWARE DESIGNERS 

Arlzona ... one of the most diverse areas of natural beauty and climates In the world, has myriad terreln and 
not to mention the rich cultural MrItage of the Southwest. As for the quality of life In Phoenix, It traditionally 
population growth, economic development, Joba created, as well as a cost of living below the national average. You'll 
great place to live; especially Phoenix, the 6th largest city In the USA. 
As part of our team, you will enjoy a compatltlve salary and an outstanding beneflta package 
Including one of the top 401 (k) plana In the nation. Please send your resume, Including 
REF# XHXES08, to Email: Janet.ludwlg@honeywell.com or Fax: 602.436.5050. 

As an equal opportunity employer, we are committed to a diverse workforce. 
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To constantly invent great 
products, you have to constantly 

re-invent yourself. 
Want to grab new opportunities and make them work for 

you? Then be prepared to change, because the rest of the 

world is transforming itself right before your eyes, 

Creating change. That's Corning Incorporated, and that's 

why we've been able to continually create innovations 

that affect change. We are the inventor and premier 

provider of optical fiber, but we also make cable and pho-

tonic products for the telecommunications industry. 

In fact, our commitment to unsurpassed quality in this 

area earned us the Malcolm Baldrige Quality Award . 

We are also proud to be responsible for the leading 

cellular ceramic substrates used in catalytic converters 

for auto emissions. The liquid crystal display glass used in 

computers and laptops. Advanced optical materials for the 

semiconductor industry. Not to mention specialized polymer 

products for biotechnology applications. Want to change the 

world? Start by re-inventing yourself at Corning Incorporated. 

To apply visit our website: www.careers.coming.com or send 

your resume and cover letter detailing your area of interest to: 

Corning Incorporated, Recruiting, P.O. Box 1262, Findlay, 

OH 45840. £-mail: corning@aon-hros.com 

. 
www.careers.connng.com 

CORNING 
Discovering Beyond Imagination 
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ANALYSTS 
I NT ERN A T ION A l~ 

Contact Ana lysts International if you 

have ski lls in any of the fo llowing areas. 

Software engineer with o n e yea r o r m o re 

expe rien ce do ing develo pme nt in C o r C++ for 
embedded systems. 
Real-time programming in C, C++ and 
asse mbler . 

RTOS , experi en ce configu ring an RT OS. 
I/ O interfacing' Interrupts and traps, buffe r 
m an agem ent. 

Communications, Serial, HDLC, 
SONET / SDH, TDMA, ISD N, ISU P, T CP/ IP 
Industry areas: radi o communi cati o ns, 

telepho ny, netwo rking, biom edi ca l. 

Loca tion is Chicago and the surrounding su bu rbs. 

1101 Perimeter Drive. Suile 500 
Schaumburg, IUinois 601 73 

T elephone 847 .619.4673 Facsimile 847.605.9489 
E- mail : chicago.j o bs@a nalysts.co m 

www.a nalysts.co m 
0 2000 AMI IU 'ntern_tion,l Co rallon EOE. MIF/ DN 

EDS is growing. 
Are you? 

If you're stagnating in your present job, recent account 
wins have created huge new opportunities at EDS without 

cutting into your family life. 

More than 100,000 professionals are enjoying the benefits of an EDS cateer. 
We offer excellent training, competitive salaries, and above all, room to grow. 
We provide cutting-edge systems and insights to top clients worldwide. If you're 
looking for a dynamic environment with all the opportunities you can handle, 
send us your resume today. 

Senior Embedded Systems Software Engineers 

• Embedded programming for microcontroLlers using C and Assembly 
language including in terrupt handlers and use of real-time executives 

• Motorola 68HCII, Motorola 68332 Microprocessor experience 

• Algorithm development, device drivers, SLC, Project Management, Formal 
Configuration Management, Bench development skills, J 1850 and CAN 

Embedded Systems Software Engineers 

C or Assembler programming, Microprocessor Architecture and Interfacing 
experience, real-time microprocessor program development, Software 
Development Lifecycle, Requirements Analysis, Software Design, Coding, 
Unit and Integration Testing, Bench Development skills. 

Engineering Associates 

• 4-year degree in Electrical Engineering or Computer Engineering required 

All positions require relocation to Southeast Michigan. Please mail, fax or 
email your resume, indicating position of interest, to: EDS Recruiting, Dept. 
72-9578, Attn: Deborah Polvi, 700 Tower Drive, 5th Floor, Troy, MI 48098; 
Fax: (520) 833-9309; Email: deborah.polvi@eds.com. 

EDS is:I reginercd mark :md the EDS logo is :a tr2dtm:ark of Eltaronic Data Systems Corporation. EDS is an tqu:al opportuni [)l 
employer :and values the divcrsiry of its people. Copyright C2000 E1tctronic Dar.. Systems Corpor.nion. Al l righu reserved. 
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INTRODUCING WIRELESS 
CAREERS FROM PANASONIC. 
We're Panasonic Wireless, the North American 
Design Center (Suwanee, GA & Calgary, 
Alberta, Canada) of an electronics giant. As an 
industry leader with a rapidly growing wireless 
unit, we can offer outstanding opportuni ties to 
ambitious, forward-thinking individuals. We're 
leading the way in digital technology with rea l­
time embedded software and wireless/ cellular 
projects. We have all of the excitement and 
advantages of a startup venture, yet with all of 
the rock solid support of a global electronics 
icon. Our headquarters is also located in 
Suwanee, GA. Just minutes away from the 
exciting, cosmopolitan city of Atlanta, we' re still 
just far enough from the hustle and bustle to 
experience an outstanding quality of life. 

SOFTWARE POSITIONS 
Engineer I 
Engineer II 

SR Engineer 
Staff Engineer 

(Positions in Firmware, Protocols and 
Applications) 

SYSTEMS & VERIFICATION 
Test Engineer 
Systems Engineer 

HARDWARE POSITIONS 
Engineer I 
Engineer II 

Staff Engineer 
Technical 
Group Leader 

(Positions in RF and Logic) 

You'll enjoy a highly competitive salary, 
excellent career growth, and a 
comprehensive benefits package that 
includes medical/ dental /vision, 401(k), 
tuition reimbursement, and product 
discounts. For consideration, please 
forward your resume to 
recruiting@panasonicatlanta.com or fax 
770-338-6001. Attn. Jobcode ES8/00. EOE 

Panasonic 
Wireless Design Center 
Matsushita Mobile Communications 
Development Corporation of U.S.A. 
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• Real-time trace 

• Serial, parallel, & 
LAN interface 

• C/C++ level 
Chameleon 

Debugger 

• Multi-core 
debugging 

800-838-8012 
805-523-9774 

Fax: 805-523-9776 
11992 Ct. • CA 93021 

MICROPROCESSOR CORE 
SAVES COST 

AND DESIGN TIME 
Design your custom board 
around the Rabbit 2000"" 
core module, Easy and 
rapid development, plus 
you save production 
and component costs! 

• 40 110 pins ' 4 serial ports ' 7 timers 
• Battery·backed timeldate clock 
• 12BK·S12K SRAM • 2S6K flash 

only S169 
1nc:ludtsIlCM2020cOftmodule. 
prolorypinq boird, OynImic c. 
wmWllt tnol'lrillwnion!), 
stNlubltfOfre,Himtdfbug9ing. 
.nd docUlTIflIlllion on CD-ROM 

• Clock up to 2S,8MHz 

Call toll-fret 

888.362.3387 
or buy onlineal 

www.zworld.(om 
29OOSpaffonHtfte~Oll'lS,CA9S616 • TeIS30.7S1,3737 • faxS30.7SlS141 

cost·effective way to read , program and verify 2716 - B meg 
EPROMS, Support for Micros, Flash, EPROM, 16·bit, PLOs, Low 
Voltage and Mach (call for support list for specific models, or download 
demos from our BBS or web site) , Easy to use menu driven 
software features on·line help, and a full·screen editor, Support 
for macros, read and save to disk, and split and set options, 
• Free technical support· Free software upgrades 
• 1 to 2 year warranty on all parts and labor 
• 30·day money·back guarantee· Made in the U,S,A, 
• All models include software, on·line help, cables, and 

power transformers 

NEEDHAM ELECTRONICS, INC. 
4630 Beloit Drive, #20, Sacramento, CA 95838 
FAX (916) 924·8065 ' BBS (916) 924·8094 
(Man, - Fri. 8 am - 5 pm, PST) 
http://www,needh_a_m_s,wco_rnI ______ ------I 
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We can save vour valuable lime! 
ItilROOUCltlGIFull Featured In-Circuit Emulator 

• Supports a wide range of micro-
processors & micro·controllers 

• Universal Architecture 
• Real Time Filtering Trace 
• 100MHz Bus Speed Support 
• C/C++ Source Level Debugger 
• Easy to Usel 

Also ask about our Flash Programmerl 

• Hitachi 
H8/H8S 
SH1/2/3/4 

-Qualcomm 
MSM3000 
MSM3100 

·ARM 
ARM7/9 

"ETM support" 

·NEC 
V800N850 

• Motorola 
68K/PowerPC 

• Mitsublshi 
M16CIM32R 

• Fujitsu 
SPARClite 
FR30/FR40 

• Toshiba, Sharp, 
Panasonic, OKI 
& more II 

Yokogawa Digital Computer Corp of America 
Tel : (408) 244·1932 

Y'iOKlO~ II.WA + Fax: (408) 244-1881 
UI"\ http://www.ydcusa.com 

email : info@ydcusa.com 

8051 
In-Circuit Emulators 

, Plug·in boards or RS·232 box, 
, Choice of user interface: ODS, Windows or Borland 
keypress compatible, Hosted on PC's or Workstations, 

, Supports virtually all derivatives of the 8051 family, 
, Source·level Debugger with complete C·variable support, 
, Real·time emulation speed up to 42 MHz, 
. 64 bit wide, 256K deep trace with time stamp and 

·source line traCing." 

Fax-On-Oemand 
Literature Request Service 

408-378-2912 

nOHau 
CORPORATION 

Ca/lfor a 
Free Oemo Oisk. 
(408) 866-1820 

51 E, Campbell Avenue 
Campbell , CA 95008 
Fax (408) 378·7869 

M t" [lM C/C++programmable 
Low Cost, Standalone o 10 n 2140 OSP Motion ControJler 

• 8ui~·in firmware for PID, profile, 
electronic gear 

• 4,/ x 3,8', 
386EXI186 
PMD MC2140 

• 2· or 4-axis 
motion control 

• Quadrature/ADC 
inputs, DACIPWM 
outputs 

• RS-2321485, timers, 
watchdog, TIL I/O, ADC 

We have 30+ Low Cost Controllers with AOC, DAC, 
solenoid drivers, relays, PCMC/A, LCO, OSP motion 
control, 10 UARTs, 3001/0s. Custom board design, 
Save time and money! 

1n 
1724 PI, .... Au., Suit. A 
D.vls, eA 95616 USA TERN Ttl: 530·758·0110 • f.x;S30·158~lSl 

INC. ~:.:g=;~:;::," _== 

L110rs and software pre· 
serve your investment in 
time and e:tpitaL Migrale 10 

:"'Y of 300+ devices with a simple 
swap of tlle pod or a software setup, 
And retain the same user interface 

FOR 
1/ 12/16 

68K, 683XX, MeORl, 
MP(, 8051, BOXB6, 

(SOD, l80/1BO, (R16, 
PIC AND MANY MORI. 

WW, winIDEA ThO , our integraled development environment. 
Aci1ptable, powerful, and easy to use-tl,at's great value, 

(all for your fr .. demo (D 
1 888 543-5300 

usa@isyslem.(om 
www.isyslem.(om 

GAdvin 

Production and Engineering Programmers 
Extensive support for 

Microchip PIes and others, 
Wide variety of package types supported. 
Thousands of happy customers worldwide 

are living proof of our product quality. 
Please contact us and find out why 

Advin is your best choice. 
-Accept trade-jlls of ollt-dated Data VO models ­

www.advin.com 
1-888-GO-ADVIN 408-243-7000 

TomICE 
with Trace 

The Leader in. Memory Em.ulation. 

• Trace to pinpoint startup problems 
and isolate real-time bugs , 

• Code Coverage to verify execution 
and speed Lip QA. 

• Ultra-fast downloads via Ethernet, 
parallel and serial ports for Unix, 
Windows 95/NT and DOS. 

[]] Grammar Engine Inc. 
[]§I Call Toll Free: 

1-800-776-6423 
www.gei.com 



-Simulators 
-c ComP.i!ers 

-Macro assemblers 
-Source Level Debugger 

k1Iegratad 0MI0pment EnvfoMjent 

.. .. ..... .... .... . 
All tools qualified by 
Scenix Semiconductor 

L..!I= 

51-ISO 
• Supports SX18/20/28/48/52 • In-circuit run­
time debugging . Reol-time code execution 

• Source level debugging . Bui lt-i n programmer 
• Reol-time breokpoint • Conditionol animotion 

breok • Externa l break input . Frequency 
synthesizer . Selectable internol frequency 

• External oscil lotor support . Softwore trace 
• Unlimited wotch voriobles • Porollel Port 

Interface . Runs under Win 95/98/NT 
• Comes with SASM Assembler 

Single. Gang Programmers and SMT adapters 
are also avoilable 

, " 
CQR P OR ION 

Dallas. Texas 
TeI972.980.2960 www.adv-transdata.com 

Prog rams over 1200 devices 
IE lEI PROM. Flash. Ser ia l, PALCE, GAL, 8 7 5x/89 5x, 
93Cxx. I lxx , PIC 16xx) 
Fast para llel link to any PC. even laptops 
40-pin universal pin driver and cu rrent lim it 
On-board processor and bu il t-in power supply 
Unbeatab le programming speed 
Checks for incorrect device insertion 
Automatic EPROM 10 search 
Supports WIN95/98/NT 
NO fans & modules Clre required in circuit 
Made in USA, Lifetime free software 
Visit web site for demo softwa re 

Sunnyvale. California. USA 
Te l : 408 · 734 · 8 184 
Fax : 408 · 734 · 8 185 
www . eetools . com 

,f'esta Technology, Inc. V "'; ~ ao-I ConIpuW$ for li'iio 21M c-uy 

PIC-ICD 
= Debugger + Programmer + Damoloard 
• Designed for 16F87X • Co n olso support 

most 16C6X/7X • In-circu it run-time debugging 
• Rea l-time code execution . 2.5-6V operating 

vo ltage . Source leve l debugging . Built-in 
programmer . Reol- time breakpoint 

• Conditio no I on imotion break . 2 Externo l 
breok inputs . Selectoble internol freq uency 
• Software trace . Unlimited watch voriobles 
• Pora lle l Port Interface . Runs under PIClCD 

IDE (Win95/98/NT) or MPLAB (Win95/98) 

Advanaxl TransdAtA 
CORPORATION 

Do llas. Texas 
T.1972.980.2960 www.adv-transdata.com 

"The best emulator 

hitex_ 
DEVELOPMENT TOOL S 

I ever used!" 

· more than 500 
derivatives supported 

• small emulation probes 
· real·time access to internal bus 
• can trigger on internal bus events 
• cascading triggers 
· trace with timestamps 
• dual· ported emulation memory 
· external trace and triggers 
· excellent Hll support 
• code coverage 
· performance analysis 

1-800-45-hitex www.hitex.com 

• For PIC12/16/17 • 3-5volt em ulotion • 64K 
program memory . 32K reol-time trace 
• 12-cl ip externa l probe . Source leve l 

debugging . Externo l break input . Trigger ond 
breok output . Reol-time breakpoint 

• Unlimited softwore brea k ond trigger points 
• Selectable interno l frequency . Unlimited 

wotch voriobles • Para llel Port Interface . Runs 
under Win95/98/ NT 

Probes for 16F87x ond 16C77x by Jon 2000 
With dato break support 

l!i'i;t,1§4·11,{i,'1.'4!J41 
CORPORA 1 10N 

Dollas, Texas 
Tel 972. 980.2960 

Embedded Systems Programming AUG 2000 133 



JU 
on the 

NET! 
The IlFlashTCP gives you 10BASE-T 
Ethernet connecti vity, a full- functi on 
T P/IP stack and 2 seria l ports in a pack­
age 30% small er than P /I 04 solutions. 

Field-proven TCP/IP stack, DOS and PC­
compatible BIOS make development quick 

and easy. Prices start at $169 qty 100. 
Development kits are avail ab le. 

Call 530-297-6073 Fax 530-297-6074 
See us at the Emb Sys Conf San Jose #5028 

www.jkmicro.com/uflash 

JK microsystems 

From the Author 
of WATTCP 

DOS 
Realtime 

Kernel with 
TCP/IP Support 

• Preemptive & Cooperative threads 
• Critical Section Protection 
• Interthread Messaging 
• Complete Re-entrant TCPIIP 
• Web, CGI, FTP, Email, Telnet 
• Web Graphics 
• Interrupt-driven Serial Support 

www.ertOS .com 
Call 530-297-6073 Fax 530-297-6074 

JK microsystems 

Complete PICmicro ® 

Development System 

Get the TOTAL Package for only 

$699 
PICmicroe In-Circuit Emulator 
PICmicroe Assembler 
PICmlcroe Debugger 
Wlndowse IDE 
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Clear View™ Malhias Is a full-featured In­
Circuit Emulator with a highly productive 
Development and Debugging environment for 
1he PICmlcro. 

Fully emulates the selected PICmlcro, 
Including program memory, register 
.-nary, EEPROM, 1/0 activity, SLEEP 
mode and all perlpherals. 

Inlultlw, Easy \0 Leam full-featured 
environment with InIagrated ClearVlew 
Debugger. 

TargetFFS™ 
Flash File System 

• Re-entrant Embedded Fi le System 

• POSIX and Standard CAPT 
• Guara nteed Integrity Across Resets 

• Complete Wear Leveling 
• "Thin " Driver Layer 

• 100% ANSI C Source Code 
• Roya lry Free 

m B L U N K . V Microsys tems 

(4 08 ) 323-1758 
www.blunkmiera.cam 

SB-56K Multi-OSP Emulator 

Support for the Motorola DSPs: 
DSP560xx, DSP563xx, DSP566xx, DSP568xx 

SB-56K supports any combination and any count (up to 
255) of the devices from the above families. With its 
accurate counter allowing to measure code execution 
(benchmarking). small size (1 "x2.5"x4"). high speed 
RS·232 interface, the SB·56K can provide independent 
support for multiple devices with option to access each 
device on the target board from different workstations 
connected Ihrough LAN. WAN or Internet. )! 1700 Alma Dr .• #495.Plano, TX 75075 

, OMAIN Tel. :(972) 578-11 21. ' Fax: (972) 578-1086 

CHNOLOGIES,IIC. '~~~;::~::~:~~; 



GAL EP-III 
Pocket; 

• ~ 
• Procrams a·bIt ilnd 16·brt 
EPR.OMs, EEPROMs, Zero 
Power RAMs, Fl.lm, semI 
EEPROMs . GAL, PAla, 
A TF • 8hu, 89KlOt, 
PIC12116/ 17Cxx . All OIL .- ..... iiiliQal.;~J 
devices without .cIilIptor + li'htnlna f.sc 
p.ara1~1 dau transfer (e.l. 27C51 2 rI'.ld/comp.u'@ 2 sec!) • Power 
supply Independent due to rcdMr.uble bauer)' • Uses PC primer 
port . He., JEDEC, ~nd binary file formats . Hpx .lnd fiaemJp 
burrer editor + Split S silurne for 8 -bit, 16-bit and J2-~t t.:JrplS • 
Runs under Wln3.1, 95, 98 , NT . 'Remote controf by DOE scripts . 
Dffigned for me future due to flexible pin driver techllOtolY - new 
devices will be otdded every month . Device Ibt, demo wrtware and 
lifetime 'ree upd.lCes from our website www.contlec .com! 

GALEp·1II Sfl with cable, battery, rech.uger ... $333.00 
'LCC ~ptOr for 8-hlt [PROHI I 16-b1t EPROH5 I GAll •••• uch $149.00 

calJ toll free 

rtJ J.JJfjJ'..::J 

Jj..0!J~!J 

888-88 D 

• Support DIII<OnChIp up'" ,-
• REALTEK 8Ot90\5-... ....... '" 

• 4Si'PlIOEIKlIII'ODIDIO on_d 
• 7 LeYeI Walch Do&: TImer 

• Support COs. Window 3.X. Unux, XvWork, and QNX 

• I04Smm x I02mm (5 3/i1"x""), 2 side PCB 

Othe,. PC/ I 0 .. relative products available: 
486SX,AC/OC, DlattalllO, Ethe rnet Link, 4 Port RS231 

NUCLEUS Eledrgnic COQ> 800.683.7335 

UniSTAC is 
a full-featured, 
high-end development 
system for Strong ARM­
SA-lllO designs. 
Powerful In -circuit Emulator 
featuring : 8 Mbytes emulation 
memory, non-intrusive 
Real-time trace capture and 
display, support for hardware 
breakpoints. 

Also Supported : 
Power PC, ARM7/9,186/386/A86, 
Penlium; 680xO, SuperH, 
V800/850E, R3000/ AOOO, 
MI6C,M32R 

. Sophla Interface with target 
• Sophia original connoctor-wlthOut 

removing target CPU 
• Adapters also available lor BGA2S6, 

.Advanced GUI source level 
debugger Walchpoi nl" 
Sophia's powerful high· level language 
debugger hOsted on WlI'Idc:MT95198. 
WinclowsNTo 

Sonhia 
'Systems" 

408-467-9911 
s::;:::S CONITEC ~:~:11.~t;I";O·1.~2~lh;': ~;'.~~~~':~~O~ Tel: 19091 468-5700 h!!p'www nucleus) com 

Fax: (9091468-5704 Email: info@nudeusl .com www.sophia.com 

Touch Screen 6" 

F'REE , Visual Basic 
• Visllal C++ 

Embedded Tools Microso!t® 
100% Ready to program using the 
latest Microsoft 32-Bit Embedded tools. 
Built-in Remote Debug and Touch 
Screen makes this complete package 
easy to use. For More Information and 
Pricing Visit Our Web Site. 

WWW.RLC.com 
Enterprises, Inc_ 
Toll Free J-888-RLC-TECH 

1/4 VGA 

eatures 
• Elan S(;400 ( 486100 Mhz) 
• Solid State Disk 
• Serial Ports ( 3 ) 
• Printer Pori 
• Digitall/O (16 ) 
• Analog Inputs (6), J 2 Bit 
• PCMClA Card Interface 
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attention signal processing 
engineers and programmers! 
Don't miss this unique opportunity to enhance your signal 
processing knowledge and design skills. Take advantage of the 
many opportunities available this fall to enhance and update your 
signal processing knowledge at ICSPAT, the premier international 
forum for emerging signal processing research and development. 

At ICSPAT, you can review cutting-edge research from around the 
world . Hundreds of white papers will be presented in more than 
30 application areas including: Audio, Biomedical, Communications, 
Industrial Applications, Image Processing, Multimedia, Robotics, 
Telephony and more! 

What you'll get at icspat: 
• Access to white papers in more than 30 application areas in the 

ICSPAT program 
• A window on the future of signal processing and the applications 

in which it is used 
• High quality technical knowledge and skill enhancement 
• Expanded lectures offering more in-depth, enhanced coverage 

of topics 
• Tutorial and plenary sessions as well as free product training 

representatives 
• The official proceedings on CD-ROM 



Don't miss the most innovative Embedded Systems Conference to date. 
More than 390 leading vendors, the industry's most respected speakers, and 69 new classes. 

Real-Time 
Development Classes: 

• The Twenty-Five Most Common 
Mistakes with Real-Time 
Software Development 

• Really Real-Time Systems 

• Real-Time Architectures 

• Dynamic Priority Scheduling 

• Designing Embedded Real-Time 
Systems with Hardware and 
Micro-Kernel Reusability 

• Performance vs. Portability : 
POSIX Programming Techniques 

(o-Sponsored by: 

~",b.e~~e~~~~!11.S EETIMES 

Object -Oriented 
Design Classes: 

• System Design : Architectures 
and Archetypes 

• Distributed Software Design 
Challenges & Solutions 

• Modeling Complex Behavior Simply 

• Rapid Iterative Development for 
Embedded Systems 

• How to Write Object-Oriented 
Filters and Encoders 

• Key Principles in Refactoring 
Embedded Kernels 

• Architecture Driven Software 
Design for Embedded Systems 

Internet-Appliance 
Design Classes: 

• Creating a Miniature Web 
Server from Scratch 

• Designing an Embedded 
USB Device Driver 

• Communication Protocols 
for e-Appliances 

• Inside Real-Time Kernels 

• Utilizing the World's Least 
Expensive Network Topology 

• Internet-Applian ce 
Control Software 

www.embedded.com/esc • 800-789-2223 • esc@cmp.com a . 



Jack G. Ganssle 

Radio Days 
IJH e 

1, I'm from the gove rnment and 
I'm here to help you!" We cringe when 
bureaucrats extend their he lping 
hands-hands that usually take more 
than they give. Yet in the past few 
months Big Brother has delighted a 
lot of its citizens. 

In May 2000 the Department of 
Defense turned off selective availability, 

the "feature" in the CPS system that 
deliberately introduced position errors 
into what is otherwise an amazingly 
accurate system. The military once 
won-ied that giving the world high­
accuracy CPS increased the threat of 
accu rate bombing of American cities. 
With our traditional enemies gone, 
and with the knowledge that the DOD 
can indeed turn off CPS to any partic­
ular area at any time, elective avail­
ability was clearly an anachronism. 

I, for one, have always been infuriated 
that my tax dollars were used for both 
reducing the accuracy of CPS, and for 
cheating the system to recover the lost 
accuracy. For the Coast Cuard has long 
offered differential CPS, a system that 
restores tile lost accuracy by transmitting 
con-ection data from sites whose position 
has been detemuned with great care. 

So now a little $100 navigation set 
can show your location to better than 
15 meters-sometimes much better. 
This week my unit was showing an esti­
mated position error of just one meter. 

Perhaps this new precision will 
change many of the embedded systems 
we ' re building now. Car navigation 
units, for instance, often watch for 
abrupt course changes-like turning a 
corner-to detennine tllat tile vehicle 
is right at a particular intersection. That 
technique may no longer be needed. 

In December 1999, the FCC also 
gave some of the country's citizens a 
gift whe n they amended the li ce nse 
structure for ham radio operators. 
The ruling affected many aspects of 
the hobby, but most profoundly, it 
e liminated the insanely high Morse 
code speed requirements. 
Previously, any ham operator wish­
ing to transmit voice in most of the 
HF band (under 30MHz) had to 

able. Now computer obsession and 
ch eap worldwide communication 
suppl ants most folks ' willingness to 
struggle with making contact on 
noisy, unreli able HF frequencies. 

Though I've had a license for 
decades, my fascination for working 
witll radios died long ago. It's pretty cool 
to make contact witll someone a conti­
nent away, but it's so much easier to pick 
up the phone or pop out an e-mail. 

Of late, the government has been doing some 

good things for technologists. But maybe we're 

doing ourselves a disservice by overspecializing. 

pass a code test at thirteen words per 
minute. The "Extra" li cense, ham 
radio's peak of ach ieveme nt, 
required twenty wpm. 

No doubt lots of you have struggled 
with the code. Most folks quickly reach a 
plateau arolU1d IOwpm. Cetting to thir­
teen wpm require an awful lot of effort. 
Witll the stroke of a pen tile FCC maxed 
the speed at five wpm for all license 
grades. Five wpm i so slow-two sec­
onds per character-that anyone can 
quickly pass the test just by memorizing 
tile dits and dabs. 

Ham radio 's ranks have been 
thinning for decades, partly due to 
the difficulty of passing the code 
test, and partly due to young peo­
ple's fascinat ion with computers. In 
the olden days, ham radio was the 
Internet of the age; technically ori­
ented people played with rad ios 
because computers were unobtain-

Being bu y, I've little time or desire to 
contact a more or less random person 
just to chat. Too much like a blind date. 
I'd rather spend time talking with 
friends and neighbors. 

But when sailing I do find the hanl 
bands useful since it's about the only 
way to talk to pal on other, distant 
boats, or to get messages to &iends and 
family ashore. At sea, 1,000 miles from 
land, that radio sudden ly becomes 
awfully compelling. 

Today we ' re surrounded by radio 
transmissions, from til e diminishing 
ranks of ham signals, to tile dozens of 
FM-stereo stations in every market, to 

high-powered AM talk shows, 1V sta­
tions, Bluetootll-enabled systems chat­
ting with each other, CPS signals 
beanled from space, and, of course, the 
ubiquitous cell phone. Wireless is the 
future. We' re wrapped in a dense fog of 
electromagnetic radiation. 
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We interrupt this frustrating web search for 

EDA tools and design information 
to bring you the following announcement ... 
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and product information is just a click o r two 

away. It's www.eedesign.com. And it draws 
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design. 

You' ll also have access to an industry­

wide interactive design tools product directory. 

What's more, in coming months we' ll add 

seminars, bulletin boards, po lls and a lot 

more. All under the direc tion of Tets Man iwa, 

regarded by many a th e leading EDA 

advoca te in the world today. 

So if you're looking fo r EDA tools and 

info rmation a nd wa nt it right now, log on to 

www.eedesign.com. It just might be the most 

producti ve design decision you've ever made! 

lNlNlN.eedesign.com 

EDTN NETWOR K PARTNERS 
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H.P.J., ~, Printed Circuit peslgn, 

~, PeepChip, EDA Connect, 
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Magazines abound with stOl-ies of 
these wireless marvels, yet I suspect 
that th e maj ority of embedded devel­
opers have little to do with radio-based 
devices. That's a shame, since the tech­

nology underlying radio has much to 
offer even non-wireless developers. 

The guts of radio 

Think of that pea soup fog of electro­
magnetic waves th at sUlTo unds the 

plane t. An antenna funne ls all of it 
into your radio, an incredibl e mush of 
frequencies and modulation meth ods 
tJ1at amoun ts to an ineffable blather of 
noi e. Where is that one rock ' n ' roll 
statio n yo u ' re looking for in all of the 
mess? How can a $30 portable FM 
receiver extract ultra-high fide li ty ren­
ditions of Weird Al's scatological riffs 
from the noise? 

Today 's radios invariab ly use a 

d esign called the Superhe te rodyn e, 

• BREAK POINTS 

Magazines abound with stories of these wireless marvels, yet I suspect that the 
majority of embedded developers have little to do with radio-based devices. 
That's a shame, since the technology underlying radio has much to offer even 
non-wireless developers. 

or Superhet for short. H eterodyning 
is th e process of mixing two AC sig­
nals to create a third at a lower fre­
quency, which is easier to amplify and 
use. 

The radio amplifies me antenna's 
output just a bit and tllen dumps it into 
a mixel~ where it's added to a simple 
sine wave (produced by what's called a 

local oscillator) near tile frequency of me 
station you 'd like to hear. The mixer 's 

output is the sum and th e diffe re nce 
of th e raw antenna signal and the 
local oscillator's sine wave. Turning 

m e dial changes til e frequency of the 
local oscillator. 

Suppose you 'd like to hear Weird 
AI on 102MHz. You set th e dial to 102, 

but the local osci llator might actual ly 
produce a sine wave about 10MHz 
lower-92MHz-resulting in a lOMHz 

diffe ren ce frequency and a 194MHz 
sum (wh ich gets rej ected). Thus, the 
mixer outputs a copy of me station 's 
signal at 10MHz, no matter where 
you've tuned the dial. 

A filter then rejects everything 
othe r than that 10MHz signal. The 
air traffic controll e r on 121MHz, th e 
trucker 's CB at 28MHz, and adj acent 
FM stations all d isappear due to the 
filte r 's se lec tivity. All that oth er 
stuff- a ll of that noise-is gone. 
More amplifie rs boost the signal, 

another mixe r drops the frequency 
even more, and a detector remove 

Can CMX Really Put TCP/IP 
On My Little Ole i. Chip? 

Yes, Ma'am, 
CMX has been doing 
amazing things with 
RTOSes and TCP/IP 
stacks for many years 
now. If you haven 't 
visited us in a while, 
you are missing a 
lot of cool, new 
technology that is 
economical, royalty 
free, and comes with 

680 Worcester Road 
Framingham MA 01702 
Ph: (508) 872-7675 
Fax: (508) 620-6828 
email: cmx@cmx.com 
WWW: www.cmx.com 
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have for veteran readers and for those new to Embedded 
Systems Programming, the preeminent source of 
embedded development for more than 11 years. 
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• Code you can copy directly into your designs 

• Windows, Unix, Linux and Mac compatibility 

• All past and present author biographies 

• Links to updated information on www.embedded.com 
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www.embedded.com 
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e-mail 
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(800) 444-4881 U.S./Canada 
(785) 841-1631 other countries 

Order it Online today! 
www.embedded.com 



the RF part of the station , putting 
nothing more than unadulterated 
We ird Al out th e speakers. 

But h ow does the technology 
behind radio affect em bedded sys­
tems? I've found it to be one of the 
most useful ways to eliminate noise 
coming from analog sensors, particu­
larly from sensors operating near DC 
freque ncies. 

Consider a scale, th e kind that 
weigh packages or people. A strain 
gauge typically interprets the load as a 
resistance. Feed a bit of curre nt 
through the gauge and you can calcu­
late weight pretty easily. The problem 
comes in trying to measure the sam­
ple 's weight with many digits of resolu­
tion-at some point, system noise 
overwhe lms the signal. 

oise has all sorts of sources. That 
sea of radio signals gets coupled into 
the strain gauge's wiring. So do distant 
lighten ing strikes. The analog-sensing 

e lectronics, itself, inh erently adds 
noise to the signal. The chal lenge is to 
reduce th ese erroneous signals to 
extract as much meaningful data as 
possible. 

In their anti-noise quest, analog 
d esigners first round up a ll of the 
usual suspects. They sh ie ld all sensor 
wires, twist th em together to can cel 
common-mode signals, and wrap mu­
metal (an e lectromagnetic barrier) 
around criti cal parts of the circuit. 

When the analog fo lks can ' t quite 
get the desired signal-to-noise ratios, 
they ask the firmware fo lks to write 
code that averages and averages and 
averages to get quieter responses. 
Averaging yie lds diminishing 
returns (i ncrease the number of 
sums by an order of magnitude and 
yo u only get 50% noise reduction) 
and eats into syste m response time. 
When the system finally ge ts too 
slow, we go to much more complex 
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algorithms li ke convolu tions , but 
consequently lose some of the no ise 
minimization. 

None of these approaches are bad. In 
some cases, though, we can take a lesson 
from RF engineers and quiet the system 
by just not looking at the noise. Analog 
noise is quite broadband; it's scattered al l 
over the frequency domain. We can 
hang giant capacitors on the strain 
gauge to create a filter that eliminates all 
non-DC sources, but at the expense of 
greatly slowing system response time 
(change the weight on the scale and the 
capacitor will take seconds or longer to 
charge). This sort of DC filter is exactly 
analogous to averaging. 

It's better to excite tl1e gauge with RF, 
say at 100MHz, instead of the usual DC 
current source. Then build what is 
essentially a radio front-end to mix per­
haps a 90MHz sine wave with tl1e signals, 
amplify it as much as is needed, and 
tl1en mix the result down to a low fre-
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Development Boards 
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C++ CODE MAPPING 
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SOURCE CODE ANALYST 
Includes "Drop-In " Rules for 
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to specifications, Measures of 
complexity, Silent error 
detection, Code maintainability, 
and Portability. 
• Maintainability - CODECHECK 
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sloppy, and hard to maintain code. 
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specification standards to be com­
pletely automated for compliance 
validation. 

30 day Money back guarantee! 
Free AIR Shipping anywhere 
in the world! 

www.abxsoft.com 
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DEVELOPMENT TOOLKIT 
Includes "Drop In " Language 
Engines for SOL, dBASE, 
POSTSCRIPT, HYPERTALK, 
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quency sui table for processing by the sys­
tem 's AI D converter. 

Off-the-shelf chips implemen t most 
of the guts of a radio. These offer high 
"Q" fac tors, which is a measure of the fil­
ter's narrowness. One that passes just 
1,000Hz of the spectrum (meanwhile 
rejecting all other frequencies and thus 
most of the noise) has a higher Q than 
one that passes 1O,000Hz. 

Mo rse code hung in as a viable 
communicati o ns m etho d fo r 150 
years because it is incredibly band­
width-efficie nt and noise-immun e. 
You can filte r out all of the RF spec­
trum except for just a tiny 100H z 
sli ce, and still copy the info rmation 
in tact. Virtually all noise d isappears. 
Voice commun ication , by compari­
son , requires at least 3kHz of band­
width, thus a much lower-Qfilter, and 
makes the ystem that much more 
susceptible to no ise . 

T he scale is Morse-like, since the 
data changes slowly. The high-Q fil te r 
yie lds all of the informatio n with 
almost none of the noise. 

A radio design also greatly simpli­
fi es building very high-gain ampli­
fi ers- your FM se t con verts mere 
micro-volts out of the antenna in to 
volts of speaker drive. I t fu rther 
removes the sU'a in gauge's large DC 
offset from its compara tively small sig­
nal excursions. 

Another example application is a 
color-measUl-ing instrumen t. Many of 
these operate at near-DC frequencies 
since the input sample rests on the 
sen o r for seconds or min utes. High 
reso lu tion requires massive noise 
reduction. T he radio design is simple, 
cheap (due to the many chip solutions 
now available), and quiet. 

Many eons ago I worked as a tech­
nician on a colorimeter designed in 
the '60s. The design was qui te fasci­
natin g as tll e (then ) high cost of elec­
tronics resulted in a d esign that mixed 

both mechan ical and electronic ele­
men ts . The beam of light was inte r­
rupted by a ro tating bow-tie shaped 
piece of plas tic pain ted pe rfectly 
white. The effect was to change the 
DC sensor outpu t to about a 1,000Hz 
AC signal. A narrow filte r rejected all 
but this one frequency. 

The known white color of the bow-tie 
also acted as a standard, so the instru­
ment could constan tly calibrate itself. 

T he same company late r built 
devices that measured the protein con­
tent of wheat by sensing infrared light 
reflected from the sample. Signal levels 
were buried deep in to the noise. 
Somehow we all forgot tlle lessons of the 
colorimeter-perhaps we really didn 't 
understand tllem at the time- and 
slaved on every single instrument to 
reduce noise using all of the standard 
shie lding techniques, coupl ed with 
healthy doses of blood, sweat, and tears. 
No other technical problem at this com­
pany ever approached tlle level of trou­
ble created by millivolts of noise. Our 
analog amplifiers we re expensive, 
quirky, and sensi tive to just about every­
thing other than tlle signal we were try­
ing to measure. 

Years of struggling wi tll the noise in 
these beasts killed my love of analog. 
Now I consider non-digi tal circuits a nui­
sance we have to tolerate to deal with 
this very analog world. 

The murky future 

It scares me that we could have learned 
so little from the rotating bow-tie. I'm 
worried as well tllat increasing special­
ization reduces cross-pollination of 
ideas even from wi tllin the same indus­
try. The principle behind radio eludes 
most embedded folks despite its clear 
benefi ts. 

Knowledge is growing at stagget'ing 
rates, with some pundi ts predicting 
that tlle total sum of in fOl-mation will 

double every decade before long. At 
this year 's Embedded Executive 
Conference Regis McKenna played 
down this issue since machines will 
manage the data. 

I'm not so sanguine. Skyrocketing 
knowledge means increasing special­
izati on . So we see doctors specia liz­
ing in hand surgery, p rocess engi­
neers whose whole career is focused 
on designing new Clorox bottles, and 
e mbedded d eve lope rs who are 
exper ts a t C, but all too often th ey 
have littl e understanding of what 's 
going on unde r the hood of th eir 
creati ons. 

A generalist, o r a t least an expert in 
a fi eld who has a broad kn owledge of 
re lated areas, can b ring some well­
kn own techniques-well kn own in 
one field-to solve problems in many 
o th e r a reas . Perhaps we need an 
embedded Renaissance person , who 
wields C, digital design, and analog op 
amps with ap lomb. The few who exist 
are on the endangered species list as 
each area requires so much knowl­
edge. Each can consume a life time. 

The answer to this dilemma is 
unclear. Perh aps when machines do 
become truly in telligent they' ll be able 
to marshal gt-eat hoards of da ta across 
application domains. Our role then 
seems redundant, which will create 
newer and much more dilficult chal­
lenges for homo sapiens. 

I hope to live to see some of this 
fumre, but doubt tha t we' ll learn to 
deal with the implicati ons of our 
inve ntions. Histo rically, we innovate 
much fas ter th an we adapt. esp 

Jack C. Canssle is a lecturer and consul­

tant on embedded develojJment issues. H e 

conducts serninars on ernbedded systems 

and heltJs companies with their embedded 

challenges. H e founded two companies spe­

cializing in embedded syste·ms. Contact him 

at jack@ganssle.com. 
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It's hard to compete 
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As with most things, there's a hard 

way and an easy way to develop any 

new Intel processor based system. 
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