Emheddedsystems

S Mathematical Models of Dynamic Systems
: Keeping Track of Time
Motor Rotation Control

internet Appliance Design:
Interrupt Handling Under Linux
Voice Over IP




Cut Development Time

Using In-Circuit Emulators and BDM's

Sub Main
' Some fundemental values

Cfg_Processor "POD-196KC"
* Tutn off logging
File_LogToScreen "No"
‘File_LogT oFile "No"

' trace conhig stuff
Trace_TracePort 208"
Trace_TraceBoard "Yes"

Macros

* Macro debug capability
* Project support

e Command line

* Shadow RAM support

« Single step in your macro
* GUI capable macros

Key Features

* Real-time emulation at maximum chip speeds

* High level support for popular C compilers h
» Advanced tracing capabilities WWW. n 0 a u " c 0 m

* Configurable user interface with remote hookup capability
* High speed connection to PC through parallel port (LPTx)
or plug-in ISA card

Nohau Supports These Microcontroller Families 51 East Cam

pbell Avenue, Campbell, CA 95008
8051 80C196 683xx 68HC11 P51XA ST10 Phone: 1-888-88NOHAU (1-888-886-6428)
MCS296 MCS251 68HC16 C166 68HC12 M16C Fax: 408-378-7869  E-mail: sales@nohau.com
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Diab™C/C++/Fast]’; RTA, visionICE, visionPROBE, SingleStep Solutions’,’ SNiFF+," and Development Boards.
Separately, they're Best in Class. Market Leaders. Powerful. Open. Scalable. Now unified under Wind River, these
tools form complete solutions that lift your development project and make it soar, no matter what operating
system you choose, all the while backed by Wind River’s world class sales and support organization. To help
your next embedded project take off, call 1-800-545-WIND or browse http://embeddedtools.windriver.com and
register for a free tools evaluation.

www.windriver.com &9

Lift and Soar.
Embedded Development Tools from the New Wind River.

Wind River tools are available
on these architectures:

ARM

Hitachi

IBM PowerPC

MIPS

Mitsubishi M32R

Motorola PowerPC

Motorola ColdFire /68K
Motorola MCORE/DSP
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© 2000 Wind River Systerns, Wind River logo, How Smart Things Think, Diab, Fast], SNiFF+ and SingleStep Solutions are trademarks and registered trademarks of Wind River Systems, Inc. All other marks belong to their respective owners.
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Intel486™

Pentium® e

Pentium®ll

Celeron® e
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Pentium, Intel486 and Intel386 are registered trademarks of Intel Corp. © 1998 Microtek International
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“lNow, | have the tools to keep my project on time.”

Finally, if there is a subtle issue during the integration of hardware,
Microtek EA emulators are capable of providing a clock-cycle-by-
clock-cycle trace that allows you to view each signal and determine
whether it was in the correct state. Microtek’s tools are clearly superior
to software debug solutions.

| remember when | budgeted for my project. | refused to spend
money on debug tools. | didn’t think | would need them.

The money | saved would make me a hero.

Now, my project is one month, two months ...
six months overdue. Nobody thinks I'm a hero.
What would | give to get some of that time back?

Microtek debug tools can make time. They speed up
development and testing, saving you precious time
at the end of the project, where you need it most!

Microtek emulators offer the debug features you need
to track down and correct software, hardware, and
system integration issues. They can find the errors
software debuggers cannot see.

First, emulators can debug before the operating system is
functioning. If an unexpected issue is affecting boot up, an emulator
can find it. They are also operational after a hard crash. This is
significant, because software debuggers lose debug information.
Microtek emulators keep track of the last 128 KB of bus cycles,

allowing you to sift through and find the problem.

URGENT!

If you are developing a Pentium
class target using a reference
design or off-the-shelf board,

please take a moment to speak

with our staff. They will insure your
design is on track, and tool friendly
if debug is needed in the future.

There has never been a project that couldn’t use
more time when it’s critical ... like in final testing
when everything has come together ... or in final
debug, when everything is going down in flames.

Wouldn’t it be great to deliver your next project on
time? Next time, be sure to put a Microtek emulator
in your project plan from the start.

It will help take the knot out of your stomach. And it
will improve your company’s bottom line!

MICROTEK

- N =4CHISRE VST

EMULATORS

1(800) 886-7333

Phone (503) 533-4463
Fax (503) 533-0956
Email — info@microtekintl.com

Additional interfaces: CAD/UL® and Windriver Tornado II°®

Financing Available
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Michael Barr

The More Things Change

T]e work of embedded software devel-
opers hasn’t changed significantly in
the 12 years that Embedded Systems
Programming has been published. Sure,
more of you than ever are using 16- and
32-bit processors in your designs, and
the use of high-level languages has made
substantial inroads against assembly. But
the basic responsibilities and day-to-day
hassles of the embedded systems pro-
grammer are much the same today as
they were way back in 1988.

From the start, ESP has committed
itself to providing practical, technical
information that you can use to get your
job done, and done well. Along the way,
it has also tracked some of the trends
and changes affecting our industry.
Some, like programming in C, have
caught on; others, like fuzzy logic,
haven’t fared as well.

This month the magazine is making a
change of its own, as I take over the edi-
torial reins from Lindsey Vereen.
Lindsey has served as editor in chief for
just over five years. During his tenure,
ESP's circulation increased by 50% and
the size of an average issue approxi-
mately doubled. When we increase the
circulation again later this year, we'll
have 60,000 readers—embedded soft-
ware developers all. I'd like to thank
Lindsey for his hard work during those
years and to congratulate him on a job
well done.

Fortunately, Lindsey is moving up in
our organization rather than out. In his
new position as group editorial director,
Lindsey will manage CMP’s coverage of
embedded systems across multiple mag-
azines, conferences, and Web sites. So
he’ll still have his hands in the mixing
bowl.

As an enthusiastic long-time reader
of ESP and an embedded software devel-
oper who still likes to get his hands dirty,

I know what this magazine is about and
why you read it month after month. As
technical editor, I've done my best to
learn about the business of editing too,
and to understand the magazine’s edito-
rial philosophy.

The long and short of all this is that I
think ESP already has an editorial for-
mula that serves the needs of its readers
well. So I'm not looking to change our
course in any significant way. I will con-
tinue my efforts to improve the quality
of our articles—both from a technical
and a readability standpoint—and to
retain and attract the best columnists
and writers in our industry. I will also
seek to increase our coverage of such
core topics as real-time concerns, C and
C++ programming, device drivers, and
software design. And, finally, I will con-
tinue the magazine’s long-standing poli-
cy of excluding direct and indirect prod-
uct pitches disguised as articles.

Please don’t ever hesitate to tell me
what you think—good or bad—about
either ESP as a whole or a particular
issue, article, or column. I personally
read and respond to every e-mail I
receive from readers and your com-
ments never fall on deaf ears. As far as
I'm concerned, this magazine exists for
one reason and one reason only: to help
you do your job better. So keep reading,
and rest assured that the more things
change, the more they’ll stay the same.

mbarr@cmp.com
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Wouldn’t It Be Nice
[t It Were This Easy To
Eliminate RTOS Royalties?

RTOS Royalty Agreement E3
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It Is!

ThreadX® and INTEGRITY ™ Royalty-free RTOS Solutions
EEMBC - Best Optimizing Compilers
MULTI® 2000 World-Class IDE
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Green Hills

*c SOFTWARE. INC. -

805.965.6044 « sales@ghs.com « www.ghs.com



Parity Bit

Reader's Lament

Nl’esh copy of Embedded Systems
Programming,
lunchtime. First thing: flip to the back

perfect for

as usual. (I'll check out the rest of the
issue later.)

Well, you know what happened.

Sad lunch.

It’s hard to write about a writer, but
I'd like to pass on some of my percep-
tions about P.J. Plauger’s writing.

Some writers are controversial
just for the sake of calling attention
to themselves. Some writers are tech-
nically savvy, but leave you suffering
from a high reader-effort to con-
cepts-covered ratio. Some writers are
personal and breezy at the expense
of content. But there are a precious
few writers who can show you things
you might not have thought about,
show you why they are important, let
you know how they relate to the
author’s personal experience, and
leave you with the feeling that you
just had an important and stimulat-
ing conversation with a bright and
friendly mentor.

P.J. Plauger is one of the rare writ-
ers to put it all together. Embedded
Systems Programming and its readers
have been fortunate indeed to have
had the benefits of his columns all
these years.

I'll really miss those lunchtime
chats he and I used to have, even if I
never did get a chance to meet him in
person!

Chris Vickery
Queens College of CUNY

Test results: 'C’

hile I, a grizzled embedded sys-
Wtems veteran, may not agree with
the usefulness of every question in
Nigel Jones’ article, “A ‘C’ Test,” (May
2000, p. 119), on the whole I found it

both interesting and educational. I
think that Question 11 (interrupts) is
especially meaningful and that this
relates to a key area for potentially cre-
ating unstable software. As an example
of the article’s educational value for
me: though I have used C for about
the last 15 years, I did not know that
you could use the U modifier on a
#define’d constant. Well, now I do,
and I immediately began using it to
improve the self-documenting quality
of my code.

While I suspect that several others
have already commented on the fol-
lowing “bugs” in “A ‘C’ Test,” for what
they are worth, here are a couple of
things I observed.

Question 1: While the #define
compiles just fine, it does not work if
you actually try to use the resulting
constant with any of the several
Borland compilers I used to test this
technique. (One of these days, I am
going to drag out the old Franklin C
Compiler for the Intel 8051 family I
have and see how it acts.) As I recall,
the error messages were the same in
every case for the various Borland
compilers. For example, using the
BC++ 3.1 IDE, if you code:

#define SECS_PER_YR (60 * 60 * 24
* 365)UL

the previous line appears to be okay,
but later:

unsigned long ulA = SECS_PER_YR;

creates a Declaration syntax error
message:

unsigned long ulB;

int mainQO:
ulB = SECS_PER_YR;

This causes a "Statement missing"
error message. This can be fixed by
moving the UL to immediately after
either of the 60 or the 24 in the
#define. I suspect this is related to
the fact that 60 * 60 is 3,600 which
fits into a 16-bit unsigned integer,
while 60 * 60 * 24 is 86,400, which
does not. If you put the UL immedi-
ately after the 365, then the compiler
errors go away, but the result in both
ulA and ulB is 7,615,360 instead of
the desired 31,536,000.
ingly, decimal 86,400 equals hexa-
decimal 15,180. If you mask this to
16 bits you get, of course, hexadeci-

Interest-

mal 5,180, which equals decimal
20,864. Finally then, decimal 20,864
times 365 just happens to equal
7,615,360.

Hmmmmm.

Question 15: If you compile it as
printed, you get a "Misplaced else"
error. I suspect this was a typesetting
error and that the author should
not be blamed. However, 1 “correct-
ed” the code by moving the else
down between the two puts lines like
this:

char cPtr;
if ¢ C cPtr = (char *)malloc (0) )
== NULL )

puts ("Got a null pointer");
else

puts ("Got a valid pointer");

This snippet produces the mes-
sage "Got a null pointer" using sev-
eral different Borland compilers
that I tried. As Mr. Jones said, what
is probably more important here is
the reasoning used by the applicant
to decide which course the library
routine should take. Personally, I
think I much prefer the null point-
er result over the other alternative,
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There’s a new force sweeping across the landscape, ushering in a new era of embedded capability.
An era of operating systems and development tools that are balanced, strong and consistent, like
nature itself. What's behind this? The merger of Wind River Systems and Integrated Systems, Inc.,
including DIAB SDS, Doctor Design and TakeFive Software. Separately, these companies were
leading the way in software for smart devices. Together, they will offer unprecedented expertise,
drawing from a vast pool of resources to craft targeted solutions for their clients. So behold the
power, and put it to work for you. Call Wind River at 1-800-545-WIND today.

www.windrivercom (@

How
. smart
things

think~

An Elemental Operating Systems Company Has Formed.

Roll Up Your Windows.




Parity Bit

as I believe you are less likely, in that
case, to create unreliable software
by storing into “malloc’ed” memory
that you do not own. I am presum-
ing here that a library routine that
returns a non-NULL pointer from
the malloc() call may well be point-
ing to a location in the heap that is
“owned” by some other function; or
worse yet, some other task. Even
worse, suppose the “owner task” of
the pointed-to location varies as the
system runs. I suppose I have seen
worse software problems, but this
one would not be a lot of fun to
debug!

Charlie Carothers

CCarothers@tidel.com

Co-verification methods

his article “Co-Verification and
Eystem Abstraction Levels” (June
2000, p. 90), Bob Morasse correctly
identifies co-design and co-verifica-
tion as the central problems for
engineers creating system-on-a-chip
products, and the article gives a
good overview of the concepts
involved.

But I was surprised to find no
mention of one of the latest and most
effective co-verification methods:
high-speed, clock-accurate C simula-
tion of a complete system model,
both hardware and software. By mod-
eling the hardware RTL in standard
programming languages like C or
C++, this type of simulation runs 10
times faster than HDL. And by faith-
fully simulating complete hardware
behavior at each clock, this method
captures all the key details of hard-
ware/software interaction, including
interrupts, cache misses, pipeline
stalls, and so on.

This kind of “RTL C” model is
great for software
because it’s easily integrated with
standard IDEs and debuggers and is
fast enough to support interactive

developers,

debugging cycle-by-cycle. The RTL C
method was pioneered by a company
called CAE Plus in Austin, TX. CAE

Plus offers several tools for creating C
models for cores and ASICs, includ-
ing a product called Afterburner that
automatically converts RTL Verilog
into clock-accurate C. CAE Plus also
provides support for software devel-
opment using the Green Hills tool
chain.

Kerry Kimbrough
kkjpr@tidel.com

Author Bob Morasse replies:

The article was adapted from a paper I
gave at the ESC last year and does not.
address the advances in C/C++ HW mod-
eling that have been coming along of late.
Intrinsix has been looking closely at the
emerging C-based tools for high-level system
modeling. We have had some experience
with CynApps and System C and are also
looking at C-Level. I'm interested in hear-
ing some more about CAE Plus.

There seems to be a bit of a flushing out
going on with respect to standardization of
C constructs for HW description, as well as
conversion from C to HDL. I would expect
some great progress in this area in the next
12 to 24 months.

Medieval theology?

lexander Wolfe’s otherwise good
Aarticle, “Alliances Drive
Embedded Linux Towards Prime
Time” (June 2000, p. 49) had some
errors, particularly in its coverage of
the real-time extensions to Linux. He
writes, “[w]hether its kernel can be
extended to deliver real-time deter-
ministic performance is another
question entirely.” This question has
been answered for a long time—see,
for example, my article in the
October 1997 issue of ESP entitled
“Linux as an Embedded Operating
System,” (p. 96) which describes
Real-Time Even then
RTLinux, a project started by Victor
Yodaiken and Michael Barabanov at
New Mexico Tech, was a fully func-
and product.
Continuous improvements, primarily
in the areas of ports to other archi-
tectures, symmetric multiprocessing,

Linux.

tioning mature
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and POSIX compatibility have been
made since that time. Although it
uses an unconventional program-
ming model, RTLinux proves that
one can use Linux for real-time
applications.

Wolfe also mentions RTAI, another
real-time extension that uses the same
principles as RTLinux. But he implies
that RTAI is produced by Zentropix
and that it is not yet complete. In fact,
RTAI is an open source project by
Paolo Mantegazza and others at the
Dipartmento di Ingegneria
Aerospaziale Politecnico di Milano.
Zentropix and others have con-
tributed to the project, and Zentropix
distributes it. Like RTLinux, RTAI is a
complete, working system—both are
used in real applications today.

Finally, Wolfe wanders into the

“open source” vs. “free” software

minefield, calling open source “a
concept  pioneered by the
Cambridge, MA-based Free Software
Foundation... .” As Richard Stallman
never tires of reminding people, the
FSF champions software,
which emphasizes users’ rights. On
the other hand, the term “open
source” is used by those who believe
that allowing users to have access to
source code is a superior software
development model. These people,
of whom Eric Raymond is perhaps
best known, downplay the ethical
dimension and emphasize the practi-

“free”

cal advantages of making source
code available. While to the outsider
this all may sound like a hairsplitting
medieval theological debate, a writer
commits a faux pas like Wolfe’s at his
peril.

Jerry Epplin

jerry@stereotaxis.com

WHAT'S ON YOUR MIND?

Embedded Systems Programming welcomes feed-
back from readers. Please send any questions or
comments to Editor in Chief Michael Barr at
mbarr@cmp.com. We reserve the right to edit all
letters for clarity and length.



— SR
- ,..—..‘u,—W

R

COMPETENCE
o

5 @

- Y
Attach  Options

Addcess

Priecity

tat has

pear NEO,
nd network manage’

igned for Gateways

gut the truth IS
¢ security a0

fant zmu:dt.cd serve mware dest
P 3l nd WAP an GD'PCCT\.’R‘! s

all the TALK

g OSG! v.omp'
ntation and

You've heard
ervice 107

There IS ONLY ON
~working” JINI impleme

n Remains wny havent you called proSyst?
If you 3¢ in the game of device automation then we have the key 10 mu.
Its simpie jts anwe do.and U the ONLY ONE who ¢ does it F‘IGH: NOW

Gateway:

so ONLY ONE Questio:

3 678—366-&16‘)7

Visit www plosyst com or callu
Regards.
Keith
rogram !lr dwnlopmvm tools!
ow San n Jose S pt 25.27"

Sgupr- uurEauy\dov ar Pr
see ad*mmstratno n atthe gmbedde dSy tem

Kelth Sciulll

uomong Olrector

phone 6¢ 6d>07
6 366 165.

Procysl Us

556 North Pom
4th Floor Suite 4

Alphare'!a

Dt AW w.pro

l C' anter gast
450

'mg,, Fax
K. SCIul

Yww.prosyst.com



Haven't you got better things to do than integrate

someone else’s microprocessor core? Thought so.

Wouldn't you appreciate a 32-bit microprocessor
you can configure yourself, so it integrates into

your system like a dream? Thought so again.
But then you usually wake up.

Not this time. When you configure the ARC,

you automatically generate the tool chain, the
interfaces and code that allows the ARC core to
integrate smoothly and seamlessly into your
system-on-chip. Leaving you time to design new

features not glue logic.

ARC also provides the ARChitect configuration
and customization tool, as well as full hardware
source code, so future changes will be a breeze

— not a breakdown.

The ARC user-configurable processor makes it
easier and quicker, from beginning to end.
Which is why our customers — and your

competitors — are getting to market faster.

Download a free demonstration of the ARC

processor configuration tool at www.arccores.com

It won't just make your day shorter.

It'll make your day.




News Vectors

Antennas Predicted
to Get Smarter

Big things are in store for antennas in the coming years. According
to a report from Allied Business Intelligence, the rapid growth of
wireless users worldwide will create demand for “smart” anten-
nas, devices which compensate for transmission interference. This
will allow developers to, in the words of ABI analyst Frank
Vasquez, “squeeze more capacity out of existing networks,” as
well as giving them more flexibility in deploying new ones. It
would appear that smart antenna manufacturers will be up to the
task. They're boasting of capacity gains from 50% to 100% in dig-
ital networks. The range within these two figures depends on air
interference.

Another good sign for antennas is, according to the report, the
increasing integration of GPS applications into everyday life. The GPS
antenna industry is already experiencing significant growth due to
factors such as sales of in-vehicle navigation systems and to a lesser,
but steadily growing, extent, cargo/fleet tracking applications.

Lynx Now
LynuxWorks

Lynx Real-Time Systems has changed its name to LynuxWorks to
reflect, according to an announcement, the company’s "new focus on
bringing the benefits of Linux to the embedded market.”

“The embedded software world stands to benefit from the stan-
dard, open, multi-vendor solutions provided by Linux, and our full
commitment to support it,” said LinuxWorks chairman and CEO,
Inder Singh.

Embedded cdﬁféi‘ehce
heads north

This September's Embedded Systems Conference in San Jose marks
the end of an era. To accommodate industry growth, the 2001 con-
ference will now take place at San Francisco's Moscone Convention
Center on April 9-13. The change affects subsequent conferences as
well, with ESC Chicago being rescheduled for July 9-11, 2001 at Navy
Pier, and ESC Boston to take place September 4-7, 2001 at the Hynes
Convention Center.

Briefly Noted...

TASKING plans to integrate real-
time operating system and embed-
ded Internet capabilities with its tools
portfolio. % I-Logix Inc. an-
nounced the release of Rhapsody
Modeler, a free edition of the
Rhapsody development environ-
ment. ¥ The following companies
have joined the Embedded Linux
NETSilicon,
Technology,

Consortium:

Accelerated
Applied Data Systems, and
Reasoning. % Tundra
Semiconductor announced a
record 46% revenue increase from
$27.8 million for the year ended
April 30,1999. % Analog Devices
has added C++ language support to
its VisualDSP development environ-
ment. ¥ Scenixclosed a $42.1 mil-
lion equity investment whose par-
ticipants included Cisco Systems,
Dell Computer, JatoTech
Ventures, and MSD Capital
among others. ¥ Green Hills
Software announced that it will of-
fer enhanced debug support for
Agilent's High-Speed E5900B em-
probe.*
Semiconductor Manufacturing

ulation Taiwan

Corporation (TSMC) has been cho-

sen as the foundry for Billions of

Operations Per Second’s (BOPS)
Manta DSP chip as part of an agree-
ment in which TSMC joined BOPS’
Alliance Partnership program and
BOPS joined TSMC’s Design Service
Alliance. % JEDI Technologies has

joined the MIPS Technologies

Alliance program and will provide a

Java acceleration solution for the

MIPS32 and MIPS64 architectures.
¥ Altera announced a licensing
agreement that enables its customers
to access ARM core-based embed-
ded processor tools for their pro-
grammable logic designs. ARM will
supply Altera with the ARM9 Thumb
technology-enabled embedded pro-
cessor cores for use with the Altera
APeX architecture. Altera has also
licensed MIPS Technologies’ em-
bedded processor cores for system-
on-a-programmable-chip designs.
MIPS will supply Altera with a
MIPS32 4K processor core. E 3
Motorolaannounced a number of
new products that will supply PC
manufacturers and the automotive
industry with Bluetooth wireless tech-
nology. ¥ Lineo announced the
creation of the Industrial Solutions
Group to focus on real-time tools for
the industrial control and military

marketplaces.

NAMES IN THE NEWS

Centura Software Corp. has appointed JOHN WISER vice president of
product management, LEU VASQUEZ senior product marketing manager
for information appliances, JUN TAKEMORI president and general man-
ager of Centura’'s embedded systems office, and JOHN ARMENAKAS man-
aging director of the Asia Pacific office. @ Lineo has named KIM D.
CLARK vice president of engineering and ALLAN SMART vice presi-
dent of the professional services division. & JOSEPH NOONAN has
been appointed vice president of worldwide sales and services at
Software Emancipation Technology. @ Caliber has made DAN MCKAY

director of system architecture.
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THE mosT POWERFUL way 1O

|NTERNET CONNECTIVITY. IT'S NO LONGER A QUESTION OF "WHY". TODAY,

YOU HAVE TO FIGURE OUT "HOW". HOW CAN YOU GAIN ACCESS TO VITAL
INFORMATION THAT IS PRESENTLY TRAPPED IN UNCONNECTED DEVICES? HOW
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Don Morgan

Motor Rotation Control

MOtorS, of all sizes and shapes,
are so common that how they are con-
trolled is a subject often taken for
granted. Nevertheless, the principles
involved in causing a motor to turn
and controlling its motion are by no
means trivial. This is complicated by
the existence of so many different
kinds of motors. Not only do these
motors sometimes involve different
principles of operation, but may pos-
sess different physical implementa-
tions as well, some quite exotic.

This month, we will begin a descrip-
tion of the Park and Clarke algorithms
common in both the analysis and con-
trol of DSP-based motion controllers.
Because attempting to launch even an
elementary description of these algo-
rithms is impossible without knowing
some basics about motors and their
control, we will have to spend some
time studying concepts and mecha-
nisms that some may find unfamiliar.

The DSP is bringing the power of
mathematics to a great number of
machine tool applications, making it
quite popular in this area. For that rea-
son, it is rapidly replacing the older
analog controls, providing greater
freedom and precision. Today, high-
end motion control involves signal
processing, in both the time and fre-
quency domains.

The field of motion control is a
wide one, and there is not enough
room here to describe all of its myriad
implementations. So I will start with a
simple application involving single-
and three-phase permanent magnet
motors and, from there, form the basis
of operation for an induction motor.

The terms and concepts involved in

motion control can be a bit daunting if
you are new to the area, so we will take
it a step at a time. We will also keep it
simple. If you are interested in more
detailed discussions, please refer to the
Web links at the end of the column.

Magnetic forces

I expect that everyone, at one time or
another, has played with a pair of mag-

Increasingly, motor cont

favor of DSP control. Here’

rols are passed

Magnets have an affinity for certain
kinds of metal. Called ferrous metals,
the electrons in these types of metals
have a tendency to align themselves
with the north-south orientation of
the magnet. In other words, placing a
piece of such a metal near a magnet
turns the metal into a magnet, in a sort
of sympathetic action.

Poles of opposite polarities attract
one another. Placing the magnets on a

behaviors that can be controlied.

nets. Most are aware that a magnet has
two poles, one called north and the
other called south. They have these
names because when magnets were
used in the earliest compasses, the
poles were the parts of the magnet
that wanted to align themselves with
the poles of the earth. No matter how
small the pieces into which we may
break a magnet, each one will have a
north and south pole.

A magnetic pole creates a field in
the space around it that exerts a force
on other magnetic materials. This
field is usually conceived in the form
of lines of induction, which indicate
the direction of the field. A popular
method of viewing these lines of
induction is to place a magnet
beneath a piece of paper and sprinkle
the surface of the paper with iron fil-
ings. Another name for these lines of

force is flux.

tabletop, you can drag one around by
bringing the second one close enough
to establish a magnetic link. You can
also push the other magnet around by
rotating the pair so that similar poles
are oriented toward one another.

It’s not hard to see that if you fix
one magnet on a pivot and bring
another close enough to establish a
link, you can cause the magnet on the
pivot to rotate as you move the other
one. This is a basic motor action.

The rotor (the magnet on the pivot)
may be a magnet or an electromagnet.
An electromagnet is a device in which
an electric current passes through a
wire coil wrapped around a soft iron
(ferrous) core to produce a magnetic
field. The strength of the magnetic
field depends on the number of turns
made by the coil of wire, the amount of
current passing through the wire, and
the magnetic permeability of the core.
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Electromagnets lose their magnetism
when the current is discontinued.

As 1 have noted, we can cause the
rotor to turn by leading its motion
with another magnet. To create a
motor we replace the other magnet
with an electromagnet, which we call a
stator. The stator forms a ring, or shell,
around the rotor and is wrapped with
wire to form the electromagnet. The
trick is to control the flow of current
in the stator so that the flux rotates
through it in a circular fashion, taking
the rotor with it.

In a single-phase permanent mag-
net motor, the iron core wrapped
with wire forms a shell around a mov-
ing rotor. The stator is an electro-
magnet, and the rotor is a permanent
magnet. Current flows in one direc-
tion in the stator, forcing the rotor to
rotate as it tries to align with the elec-
tromagnetic flux. At a certain point
in the rotation, the field is reversed
and the rotor continues to turn, in an
attempt to realign itself with the new
field orientation. The switching that
causes the current to change in the
stator is  called  commutation.
Commutation is commonly done with
carbon contacts called brushes, or
with semiconductors on brushless
motors.

There are two ways of conceiving
rotational speed. The most immedi-
ate is to think of it as a measure of
how fast the shaft of the motor can
complete one entire revolution, or
The other,
important concept—at least as far as

360 degrees. more
motion control is concerned—is the
electrical speed. It may already be
apparent from the discussion that a
complete electrical revolution
occurs when the poles return to
their original position relative to the
stator. In a single-phase motor with a
single pole-pair, this is the entire
revolution of the rotor, but on
motors with multiple pole pairs, a
complete revolution is actually 360
degrees divided by the number of

pole-pairs.

Controlling the wave of flux
A three-phase motor is much like a sin-
gle-phase motor, except that instead of
a single winding there are three. The
windings are connected most com-
monly—though not exclusively—in
the center. As you will see, current in
such a system can be caused to flow in
as many as eight unique patterns
through the windings. In this way, it is
possible to gain fine control over the
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motion of the rotor and to create high
torques.

The usual implementation employs
a three-phase bridge (also called a
bridge)
instead of mechanical switches. For a

power using  transistors
more concrete picture, refer to Figure
1. In the figure, we use switches
instead of transistors. As you can see,
the three-phase bridge is a parallel
combination of three half-bridges in
series with a DC voltage source. Each
half-bridge is a series connection of
two switches, one above the other.
Each of the three windings is connect-
ed to the common point of a half-
bridge.

In this configuration, a top and
bottom switch are never closed simul-
taneously. This would cause a short cir-
cuit with all the current flowing back
to the battery instead of to the motor
and probably blowing fuses, or worse.
Instead, when a top switch is “on”—
current is flowing from the positive
side of the voltage source into the
winding—the bottom switch is forced
off and when the top switch is off, the
bottom switch is made to be on. The
“on” time controls the amount of cur-
rent that actually flows through the
windings. This time is controlled so
that only the desired amount of power
is delivered to the motor. When the
off-time equals the on-time, no cur-
rent is flowing in the windings of the
motor.

The technique used to drive a
motor in this configuration is called
pulse width modulation (PWM). A
PWM signal is a binary signal—it has
two states—in which the on-time (the
time during which the signal is “on”)
is used to control a load. To get an
idea of how this works, imagine a null
state. For PWM, this would be a 50%
duty cycle—that is, half the time the
signal is one and half the time it is
zero. If the on-time is greater than the
off-time, the signal is positive and if
the off-time is greater than the on-
time, the signal is negative.

In the three-phase power bridge in
Figure 1, we call the time the upper
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The direct and quadrature components control the behavior of the rotor. On
an induction motor, the rotor is also an electromagnet and must be magne-
tized before it can move or develop torque. But if a permanent magnet motor
has magnets on the rotor, of what value is the direct component? Not much.

switch in any phase is closed the “on
time.” In the same manner, we call the
time the lower switch is closed the “off
time.” In the case of a three-phase
motor, each of the phases is controlled
by a PWM signal that is 120 degrees
out of phase with the other two.

The on-time and off-time are func-
tions of the power you deliver to the
motor and the desired position of the
flux in the motor. The switching is
also sequenced so that the current
will flow in the motor windings rela-
tive to the desired direction of rota-
tion. By sequencing the switching
through the combinations, you can
create a wave of magnetic flux that
rotates around the stator and carries
the rotor with it.

Components of motion

In the next few paragraphs, we are
going to take a different point of view
than most texts on this subject and
describe the operation of the motor
first in terms of a static frame of refer-
ence. Controlling the currents in
three phases 120 degrees apart from
one another is a complex operation
that can obscure the relatively simple
principles involved.

Consider the components of the
angular motion of a motor from a sta-
tic frame whose reference point is the
stator flux. In the simplest terms, con-
trolling the rate at which the flux
rotates through the stator also con-
trols the angular motion of the rotor
or the speed with which it turns.

The goal is to create a sinusoidal
current in the coils and generate a
rotating field. We can do this with a
DC source because (as in Figure 1) the
windings are inductive. Modulating
the duty cycle of the on-times of the
switches (top and bottom) allows the

current to build and decay in such a
way as to form a sinusoidal current.
And, with three phases, we can pro-
duce eight combinations, which allows
finer control over the flux magnitude
and position than with a single-phase
motor.

There are two components to this
need to be
aware: the direct and quadrature

motion of which we

components. Let’s suppose we have
a permanent magnet motor (though
an induction motor, which we will
look at shortly, is only a little differ-
ent). If we supply a current to the
stator, the rotor will turn so that the
two fields (stator and rotor) align.
The direct component is aligned
with the stator flux—it is the compo-
nent that describes the amount of
stator flux aligned with rotor flux.
Using this, we can accomplish simple
motion by “stepping” the flux
around the stator as we would with a
step motor.

To obtain torque, we make use of
The

quadrature component leads the

the quadrature component.
direct component by 90 degrees and
advances the motion of the rotor in
proportion to the value we assign it. As
a note, if we allow the quadrature com-
ponent to lag by 90 degrees, the motor
becomes a generator supplying cur-
rent rather than using it. A situation
such as this can occur during rapid
decelerations, so it’s a good idea to
place a voltage-sensing circuit and
resistor (called a regeneration resis-
tor) across the DC bus. When the volt-
age on the bus goes high enough to
damage the circuit, the resistor will
limit that voltage to a reasonable
value.

The direct and quadrature compo-
nents control the behavior of the rotor
in a2 motor. But if a permanent magnet
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motor has magnets on the rotor, of
what value is the direct component?
Not much.

The major difference between a
permanent magnet motor and an
induction motor is the rotor. On an
induction motor, the rotor is also an
electromagnet and must be magne-
tized before it can move or develop
torque. Here the direct value is used
to establish the rotor flux.

Whatever the type of motor, howev-
er, these two components exist, form-
ing a frame that rotates with the flux
around the stator. On a permanent
magnet motor, the direct component
may be set to zero, while the quadra-
ture component is used to generate
torque. On an induction motor, the
direct component becomes much
more powerful in terms of controlling
torque and speed.

Next month we will see how these
two values translate back into the real
world and work with the PI loop and
generate PWM for the motor.

The following two links—one for
Texas Instruments and one for Analog
Devices—deal with this subject more
technically and in greater depth. Both
provide application notes and code
for particular processors:

® wwuw.ti.com/sc/docs/apps/digital/

ac_induction_motors. himl#App_Notes
®  www.analog.com/industry/motor_con-

trol/appcode/admc401/pwm401_1.

hitml esp
Don Morgan is a senior engineer at Ultra
Stereo Labs and a consultant with 25
years of experience in signal processing,
embedded systems, hardware, and sofl-
ware. Morgan recently completed a book
about numerical methods, featuring
mulli-rate signal processing and wavelets,
called Numerical Methods for DSP
Systems in C. He is also the author of
Practical DSP Modeling, Techniques,
and Programming in C, published by
John Wiley & Sons, and Numerical
Methods for Embedded Systems from
MET.
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MIRO SAMEK AND PAUL MONTGOMERY

State-Oriented
Programming

Implementing hierarchical state machines doesn't mean you have to use code-synthesizing tools.
Here are some techniques for simple, efficient, and direct mapping of state machines to C or C++.

" he Unified Modeling Language (UML) pro-
vides a number of conceptual and graphical
views for capturing and conveying designs.

Among these views, hierarchical state
machines (HSMS), based on Harel state-
charts, are of key importance and provide the

foundation for automatic code generation from object

models.! Unfortunately, this creates the impression that
the methodology is only accessible through use of code
synthesizing tools. This is similar to the common belief
that object-oriented programming (OOP) is only possi-
ble with object-oriented (OO) languages. However, the
key OO concepts of encapsulation, inheritance, and
polymorphism may be implemented as design patterns?
in a2 non-O0 language such as C. Similarly, hierarchical
state machines can be viewed as another such fundamen-
tal pattern.

From a more abstract perspective, one may view hierar-
chical state machines as a meta-pattern, in that various
structured uses become design patterns (behavioral pat-

terns3) in their own right. This is analogous to OO design
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patterns? built on meta-patterns of inheritance and poly-
morphism. Following this analogy to OOP, we propose the
term state-oriented programming (SOP) to describe a pro-
gramming style based on HSMs.

The primary goal of this article is to present a simple
and efficient implementation of the HSM design pattern.
By providing easy-to-use C and C++ recipes for generating
HSMs, we hope to make the major benefits of the technol-
ogy more accessible to the software community. The pro-
posed implementation techniques are valuable in that they
raise the level of abstraction and allow for straightforward
mapping of UML statecharts to compact and efficient code
in C or C++. We have used the technique extensively in
deeply embedded, hard real-time RF receiver applications
where both high speed and small memory footprint were
crucial.

In an effort to maximize efficiency and minimize imple-
mentation complexity, many of the more advanced features
of UML statecharts have been omitted. The implemented
features form a proper subset of UML statecharts and
include:



® Nested states with proper handling
of group transitions and group
reactions

® Guaranteed execution of
entry/exit actions upon enter-
ing/exiting states

® Straightforward implementation of
conditional  event
(guards)

® Design that enables inheriting and
specializing state models

responses

More advanced features of UML
statecharts (such as history mecha-
nisms and orthogonal regions) can be
added as behavioral patterns built on
top of the implementation presented
here.

We begin with a brief summary of
approaches that have been document-
ed in the relevant literature or imple-
mented in commercial products. We
then describe our implementation
using UML class diagrams and pro-
vide a complete implementation in
both C and C++. Taking the example
of a simple digital watch, we demon-
strate how to map a UML state dia-
gram to code and how to use most fea-
tures of the HSM implementation in a
concrete fashion. We briefly discuss
how the HSM pattern, when com-
bined with RTOS facilities, can be
used to build a powerful real-time
framework. We conclude by drawing a
comparison between SOP and OOP
and propose some modifications and
extensions to UML statecharts. We
assume that the reader is familiar with
basic concepts of state machines and
UML notation.?11

Standard approaches
Typical implementations of state
machines in C/C++ include:

® Doubly nested switch statements
with a scalar “state variable” used as

the discriminator in the first level
of the switch and event-type in the
second.* This is, perhaps, the most
common technique and works well
for classical “flat” state machines
and is widely employed by automat-
ic code synthesizing tools.> Manual
coding of entry/exit actions and
nested states is, however, cumber-
some, mainly because code pertain-
ing to one state becomes distrib-
uted and repeated in many places,
making it difficult to modify and
maintain when the topology of
state machine changes

® Action-state tables containing typi-
cally sparse arrays of actions and
transitions for each state.* Actions

(including entry/exit, state reac-
tions, and actions associated with
transitions) are most commonly
represented as pointers to func-
tions. Representing state hierarchy
in a flat action-state table is cum-
Also, this
requires a large (and consequently

bersome. approach
wasteful) action/state array and
many fine-granularity functions
representing actions

® Generic “state  machine inter-
preters” driven by typically com-
plex data structures that represent
the hierarchy of states together
with entry/exit actions and transi-
tions.® This is a generalized action-
state table approach that attempts

Structure of HSM design pattern

super
handler

onEvent (Hsm*, Msg* |

curr

| el - lf
. |
| |

onEvent (Msg *)
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i evt : Event
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role=1 ——
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_hsm.h—C header file

typedef int Event;

typedef struct {
Event evt;

} Msg;

typedef struct Hsm Hsm;
typedef Msg const *(xEvtHndlr)(Hsm*, Msg constx);

typedef struct State State;
struct State {

State *super;

EvtHndlr hndlr;

char const *name;
};

/* pointer to superstate */
/* state's handler function */

void StateCtor(State *me, char const *name,
State *super, EvtHndlr hndlr);

#define StateOnEvent(me_, ctx_, msg )\
(*(me_)->hndlr)((ctx_), (msg)))

struct Hsm { /* Hierarchical State Machine base class */
char const *name;
State *curr;
State *next;
State top;

};

/* pointer to static name */

/* current state x/

/* next state (non 0 if transition taken) */
/* top-most state object */

void HsmCtor(Hsm *me, char const *name, EvtHndlr topHndlr);
void HsmOnStart(Hsm *me); /% enter and start the top state */
void HsmOnEvent(Hsm *me, Msg const *msg); /% "HSM engine" */

/* protected: */
unsigned char HsmToLCA (Hsm *me, State *target);
void HsmExit_(Hsm *me, unsigned char tolLca);
#define STATE_CURR(me_) (((Hsm *)me_)->curr)
#define STATE_START(me_, target ) \
(assert((((Hsm *)me_)->next = 0),\
((Hsm *)me_)—>next = (target_))

#define STATE_TRAN(me_, target ) if (1) { \
static unsigned char tolLca_ = 0; \
assert(((Hsm *)me_)->next = 0);\
if (toLca_ = 0) \
tolLca_ = HsmToLCA_((Hsm *)(me_), (target_));\
HsmExit_((Hsm *)(me_), tolLca );\
((Hsm *)(me_))->next = (target_);\
} else ((void)0)

#define START_EVT ((Event)(-1))
#define ENTRY_EVT ((Event)(-2))
#define EXIT_EVT ((Event)(-3))
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to represent HSMs with a more effi-
cient data structure than an array.
Techniques in this category require
each action to be coded as a sepa-
rate function. They perform rela-
tively poorly if the state machine is
complex

® Object-oriented “State” design pat-
tern based on delegation and poly-
morphism.?3 States are represent-
ed as subclasses implementing a
common interface (each method
in this interface corresponds to an
event). A context class delegates all
events for processing to the current
state object. State transitions are
accomplished by changing the cur-
rent state object (typically re-assign-
ing one pointer). This pattern is
elegant and relatively efficient but
is not hierarchical. Accessing con-
text attributes from state methods
is indirect (cannot use an implicit
this pointer) and breaks encapsu-
lation. The addition of new states
requires subclassing and the addi-
tion of new events requires adding
new methods to the common inter-
face

Implementation
Our implementation of the HSM pat-
tern is, to some degree, a combination
of the techniques itemized above. The
structure of the pattern is shown in
Figure 1. This structure is greatly sim-
plified relative to the standard full-fea-
tured UML design.®

States are represented as instances
of the State class, but unlike the
“State” pattern as described by
Gamma et al.7, the State class is not
intended for subclassing but rather for
inclusion as is. Accordingly, our
approach requires state machines to
be constructed by composition rather
than by inheritance. The most impor-
tant attributes of State class are the
event handler (to describe behavior
specific to the state) and a pointer to
superstate (to define nesting of the
state).

Messages are represented as
instances of Msg class or its subclasses.
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hsm. h—C++ header file

typedef int Event;

struct Msg {
Event evt;

};

class Hsm; /* forward declaration */

typedef Msg const *(Hsm::*EvtHndlr)(Msg const *);

class State {

State *super;

EvtHndlr hndlr;

char const *name;
public:

State(char const *name, State *super, EvtHndlr hndlr);
private:

Msg const *onEvent(Hsm *ctx, Msg const *msg) {

return (ctx=>*hndlr)(msg);
>
friend class Hsm;

/* pointer to superstate */
/% state's handler function */

};
class Hsm { /* Hierarchical State Machine base class */
char const *name; /* pointer to static name */
State *curr; /* current state */
protected:
State *next; /* next state (non 0 if transition taken) */
State top; /* top-most state object */
public:
Hsm(char const name, EvtHndlr topHndlr); /% Ctor */

/* enter and start the top state */
/* "state machine engine" */

void onStart();
void onEvent(Msg const *msg);
protected:
unsigned char tolLCA_(State *target);
void exit_(unsigned char tolLca);
State *STATE_CURR() { return curr; }
void STATE_START(State *target) {
assert(next = 0);
next = target;
}

# define STATE_TRAN(target ) if (1) {\
static unsigned char tolLca_ = 0;\
assert(next = 0);\
if (tolLca_ = O\

toLca_ = toLCA_(target );\
exit_(tolca_);\
next = (target_);\
} else ((void)0)
¥

#define START_EVT ((Event)(-1))
#define ENTRY_EVT ((Event)(-2))
#define EXIT_EVT ((Event)(-3))
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All  messages carry event-type
(attribute evt inherited from Msg) and
possibly arbitrary data (added by sub-
classing).

Events are handled uniformly by
event handlers, which are member func-
tions of Hsm class (typedef EvtHndlr).
As shown in Figure 1, a state machine
consists of at least one state—the top-
level state inherited from Hsm.
Concrete state machines are built by
inheriting from Hsm class, adding an
arbitrary number of states (plus other
attributes), and defining event
handlers.

Because event handlers are meth-
ods of Hsm or its subclasses, they have
direct access to attributes via the
implicit this pointer (in C++) or the
explicit me pointer (in C). Within
event handlers, only one level of dis-
patching (based on event-type) is nec-
essary. Typically this is achieved using
a single-level switch statement. Event
handlers communicate with the state
machine engine (see Listing 2)
through a return value of type Msg*.
The semantic is simple: if an event is
processed, the event handler returns 0
(NULL pointer); otherwise it returns
(“throws”) the message for further
processing by higher-level states. To be
compliant with UML statecharts, the
returned message is the same as the
received message, although return of
a different message type can be con-
sidered. As we discuss later, returning
the message provides a mechanism
similar to “throwing” exceptions.

Entry/exit actions and default tran-
sitions are also implemented inside
the event handler in response to the
pre-defined  events ENTRY_EVT,
EXIT_EVT, and START_EVT. The state
machine engine generates and dis-
patches these events to appropriate
handlers upon state transitions. An
alternative approach would be to rep-
resent entry/exit and start actions as
separate methods, but this would
require specification and mainte-
nance of three additional (fine granu-
larity) methods and three additional
function pointers in each state.
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static Msg const startMsg = { START_EVT };
static Msg const entryMsg = { ENTRY_EVT };
static Msg const exitMsg = { EXIT_EVT };
#define MAX_STATE_NESTING 8

/% Hsm ctor */
void HsmCtor(Hsm *me, char const *name, EvtHndlr topHndlr) {
StateCtor(&me—>top, “top", 0, topHndlr);
me—>name = name;

/* enter and start the top state %/
void HsmOnStart(Hsm *me) {
State *entryPath[MAX_STATE_NESTINGI;
register State **trace;
register State *s;
me—>curr = &me—>top;
me—>next = 0;
StateOnEvent(me—>curr, me, &entryMsg);
while (StateOnEvent(me—>curr, me, &startMsg), me—>next) {
for (s = me->next, trace = entryPath, *trace = 0;
s != me—>curr; s = s—->super)
*(++trace) = s; /* trace path to target */
while (s = *trace )
StateOnEvent(s, me, &entryMsg);
me—>curr = me—>next;

/* retrace entry from source */

me—>next = 0;

/* state machine "engine" */
void HsmOnEvent(Hsm *me, Msg const *msg) {
State *entryPath[MAX_STATE_NESTINGI;
register State **trace;
register State *s;
for (s = me—>curr; s; s = s—>super) {
if ((msg = StateOnEvent(s, me, msg)) = 0) {;
if (me—>next) { /* state transition taken? */
for (s = me->next, trace = entryPath, *trace = 0;
s !'= me—>curr; s = s—>super)
*(++trace) = s; /* trace path to target */
while (s = *trace ) /* retrace entry from LCA */
StateOnEvent(s, me, &entryMsg);
me—>curr = me—>next;
me—>next = 0;
while (StateOnEvent(me—>curr, me, &startMsg),
me—>next) {
for (s = me->next—>super, trace = entryPath,
*trace = 0; s != me—>curr; s = s—->super)
*(++trace) = s; /* record path to target */
while (s = *trace ) /* retrace the entry %/

StateOnEvent(s, me, &entryMsg);
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The topology of a state machine is
determined upon construction. The
constructor of the concrete HSM is
responsible for initialization of all par-
ticipating State objects by setting the
super-state pointers and the event han-
dlers. An example of a state machine
and corresponding data structures is
shown in Figure 2. In our approach we
do not distinguish between composite-
states (states containing substates) and
leaf states. All states are potentially
composite.

State transitions are implemented
as macros: STATE_START() and
STATE_TRANQ) (see Listing 2). The first
macro (inline member function in
C++) handles start transitions (transi-
tions originating from a “black dot”
pseudostate). The second macro
STATE_TRAN() implements a regular
state transition and is slightly more
complex.

Due to the UMLsspecified order of
invocation, all exit actions must pre-
cede any actions associated with the
transition, which must precede any
entry actions associated with the newly
entered state(s). To discover which
exit actions to execute, it is necessary
to first find the least common ancestor
(LCA) of the source and target states.
For example, the LCA of the transi-
tion triggered by event e4 in Figure 2
is s2 and the LCA for the transition
triggered by event elis top.

Finding the LCA can be expensive
(see method HsmToLCA_() in Listing
2). However, for any given transition
the LCA needs to be calculated only
once. Method HsmToLCA_() returns the
number of levels from the current
state to the LCA rather than a pointer
to the LCA state itself. The former is
the same for all instances of a given
HSM, that is, it is characteristic of the
Hsm (sub)class rather than individual
state machine objects. For this reason
it can be stored in a static variable
shared by all instances.

The STATE_TRAN() macro ensures
that all exit actions to the LCA will be
executed. The user must then explicit-
ly invoke any actions associated with
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hsm.c—C implementation

me=>curr = me—>next;
me—>next = 0;

}
break;

register State *s;

for (s = me=>curr; tolLca > 0;
StateOnEvent(s, me, &exitMsg);

me->curr = s;

State #*s, *t;
unsigned char tolLca = 1;

if (s = t)
return tolLca;
return 0;

/* exit current states and all superstates up to LCA %/
void HsmExit_(Hsm *me, unsigned char tolLca) {

tolLca, s = s—>super)

/% find # of levels to Least Common Ancestor */
unsigned char HsmToLCA (Hsm *me, State *target) {

for (s = me->curr—>super; s != 0; +tolLca, s = s—>super)
for (t = target; t != 0; t = t->super)

/* event processed */

the transition and return from the
event handler. The framework will
then correctly execute any required
entry actions.

The state machine engine (method
Hsm::onEvent() from Listing 2) is
small, due mostly to the simple data
representation employed. To mini-
mize stack use and maximize perfor-
mance we were careful to replace
potential recursion (natural in hierar-
chical state machines) with iteration.

Perhaps the weakest part of the
implementation lies in execution of
entry actions during state transitions.
Entry actions must be executed in
order from the least deeply nested to
the most deeply nested state.!! This is
opposite to the “natural” navigability
in our data structure (see Figure 2).
This problem is solved by first
recording the entry path from the
LCA to the target, then “playing it

backwards” with execution of entry
actions. By applying a technique sim-
ilar to that described previously for
LCA calculation, it is possible to
record an entry path only once and
avoid repetitive calculation. This
optimization trades memory and
additional complexity for speed

improvement.

Sample application

To illustrate the use of the HSM pat-
tern, consider a simple digital watch
(Figure 3). The watch has two but-
tons—which  generate  external
events—and an internally generated
tick event. The different events are
handled differently depending upon
the mode of operation. The basic

watch operates as follows:

® In timekeeping mode, the user can
toggle between displaying date or
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current time by pressing the
“mode” button

® Pressing the “set” button switches
the watch into setting mode. The
sequence of adjustments in this
mode is: hour, minute, day, month.
Adjustments are made by pressing
the “mode” button, which incre-
ments the chosen quantity by one.
Pressing the *
adjusting month puts the watch
back into timekeeping mode

® While in setting mode the watch
ignores tick events

set” button while

® Upon return to timekeeping mode
the watch displays the most recent-
ly selected information, that is, if
date was selected prior to leaving
timekeeping mode, the watch
resumes displaying the date, other-
wise it displays the current time

A state diagram for the specifica-
tion given above is depicted in Figure
3b and its partial implementation is
shown in Listing 3. We apply the HSM
pattern according to the following
recipe:

1. Declare a new class, inheriting
from Hsm class (the Watch class)

2. Put into this new class all states
(State class instances) and other
attributes (tsec, tmin, thour, and so
on)

3. Declare an event handler method
(member function) for every state.
Don’t forget to declare event han-
dlers for inherited states, like top,
whose behavior you intend to cus-
tomize

4. Define the state machine topology
(nesting of states) in the new class
(the Watch class) constructor

5. Define events for the state machine
(for example, as enumeration).
You can use event-types starting
from 0, because the pre-defined
events use the upper limit of the
Event type range (see Listing 1)

6. Define event handler methods.
Code entry/exit actions and start-
up transitions as response to pre-

defined events ENTRY_EVT,
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EXIT_EVT, and START_EVT, respec-
tively. Provide code for other events
using STATE_TRANC) macro for state
transitions. Remember to return 0
(NULL pointer) if you handle the
event and the initial message point-
er if you don’t

7. Execute the initial start transition
by invoking Hsm: :onStart()

8. Arrange to invoke Hsm::onEvent()
for each incoming event

Real-time framework

The HSM design pattern is particular-
ly suited for implementing behavior
associated with active objects (objects
that are the roots of threads-of-control
in a multitasking system). The concept

of active objects exists in many model-
ing languages under different names:
active objects stereotype in UMLY,
active instance in Schlaer-Mellor!0,
and actor in ROOMS. We use the term
“actor” because it’s most compact.
The typical structure of a frame-
work based on active objects is shown
in Figure 4. The Actor class inherits

a) State diagram and b) corresponding data structure

Null

TICK_EVT
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hsm.cpp—C++ implementation

static Msg const startMsg = { START_EVT };
static Msg const entryMsg = { ENTRY_EVT };
static Msg const exitMsg = { EXIT_EVT };
#idefine MAX_STATE_NESTING 8
/* Hsm ctor */
Hsm: :Hsm(char const *name, EvtHndlr topHndlr)
: top("top"”, 0, topHndlr) { this—>name = name; }
/* enter and start the top state */
void Hsm::onStart() {
State *entryPathCMAX_STATE_NESTINGI;
register State *xtrace;
register State *s;
curr = &top;
next = 0;
curr—>onEvent(this, &entryMsg);
while (curr—>onEvent(this, &startMsg), next) {
for (s = next, trace = entryPath, *trace = 0;
s != curr; s = s—>super) ;
*(++trace) = s; /* trace path to target */
while (s = xtrace )
s—>onEvent(this, &entryMsg);
curr = next;

/* retrace entry from source */

next = 0;

/% state machine "engine" */
void Hsm::onEvent(Msg const *msg) {
State *entryPath[MAX_STATE_NESTING];
register State **trace;
register State *s;
for (s = curr; s; s = s—>super) {
if ((msg = s—>onEvent(this, msg)) = 0) {
if (next) {
for (s = next, trace = entryPath, *trace = 0;

/*processed?*/
/* state transition taken? */

s != curr; s = s->super)
*(++trace) = s; /% trace path to target */
while (s = *trace ) /* retrace entry from LCA %/

s—>onEvent(this, &entryMsg);
curr = next;
next = 0;
while (curr—>onEvent(this, &startMsg), next) {

for (s = next->super, trace = entryPath, *trace=0;
s != curr; s = s—>super)
*(++trace) = s; /* record path to target */
while (s = *trace )
s->onEvent(this, &entryMsg);

curr = next;

/* retrace the entry *x/

next = 0;
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HSM functionality from Hsm and adds
to it a thread of execution (for exam-
ple, via taskId attribute and task’s
run() method) and a message queue
(via msgQ attribute). Actors can only
communicate with each other by send-
ing each other messages via message
queues. The messages are processed
by the HSM in run-to-completion steps.
Run-to-completion ensures that actors
don’t have to deal with concurrency
issues internally, thereby eliminating a
whole class of difficult time-domain
problems by design.

SOP vs. OOP

OOP introduces two fundamental
types of inheritance: implementation
(class) inheritance and interface
inheritance.” Implementation inheri-
tance defines an object’s implementa-
tion in terms of another object’s
implementation. In contrast, inter-
face inheritance enforces only object
interface compatibility regardless, of
implementation.

Hierarchical state machines intro-
duce a third type of inheritance that is
equally fundamental. We call this
behavioral inheritance. To understand
why hierarchy introduces inheritance
and how it works, consider an empty
(or transparent) substate nested with-
in an arbitrary superstate. If such a
substate becomes active it behaves in
exactly the same way as its superstate,
that is, it inherits the superstate’s entire
behavior. This is analogous to a sub-
class which does not introduce any
new attributes or methods. An
instance of such a subclass is indistin-
guishable from its superclass because,
again, everything is inherited exactly.

This property of HSMs is funda-
mental because it requires only the
differences from the superstate’s behav-
ior to be defined. One observes that
all OO design principles (for example,
the Liskov Substitution Principle)
hold in HSM designs because one
deals with inheritance in yet another
form. The concept of behavioral
inheritance describes the “is-a” (“is-
in”) relationship between substates
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and superstates and should not be
confused with inheritance of entire
state models.3

The analogy between SOP and
OOP goes further. Class instantiation

and finalization is similar to entering
and exiting a state. In both cases spe-
cial methods are invoked: constructors
and destructors for objects, entry and
exit actions for states. Even the order

break;

void Hsm::exit_(unsigned char tolLca) {
register State *s;
for (s = curr} tolca > 0; tolca, 's
s—>onEvent(this, RexitMsg);
curr = s;

State *s, *t;
unsigned char tolLca = 1;

if (s = t)
return tolca;
return 0;
}

/* exit current states and all superstates up to LCA */

/% find # of levels to Least Common Ancestor */
unsigned char Hsm::toLCA (State *target) {

for (s = curr—>super; s != 0; ++toLca, s = s—>super)
for (t = target; t !'= 0; t = t—>super)

hsm.cpp—C++ implementation

/* event processed */

= s—>super)

Structure of real-time framework based on HSM

onStart ();
for ) {

| void Actor: :un0) (|

Msg *msg =—>meng—>get();§
onEvent(msg); |

void ActorRun(Actor *me) { B
HsmOnStart((Hsm *) me);
for ;) {
7 Msg *msg = MsgQget(me->msgQ);
HsmOnEvent((Hsm *)me, msg);
}
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of invocation of these methods is the
same: constructors are invoked start-
ing from most remote ancestor classes
(destructors are invoked in reverse
order), and entry actions are invoked
starting from the topmost superstate
(exit actions are invoked in reverse
order).

A final similarity between OOP
and SOP lies in the way they are most
efficiently implemented. Although
polymorphism can be implemented
in many ways, virtually all C++ com-
pilers implement it in the same way:
by using function pointers grouped
into virtual tables. In view of the
deep analogy between SOP and OOP,
it is therefore not surprising that
arguably the most efficient imple-
mentation of HSMs is also based on
function pointers grouped into
states. These simple state objects
define both behavior and hierarchy
but are not specific to any particular
instance of a state machine. The
same holds for virtual functions,
which are characteristics of the
whole class rather than specific to
any particular object instance. For
this reason we observe that state
objects could (and probably should)
be placed in v-tables and be support-

ed as a native language feature.

Improvments to UML?

UML state diagrams do not provide
any graphical representation of state
reactions, which are reactions to
events not causing state transitions. In
practice however, reactions are com-
mon and sometimes the whole state
hierarchy is most naturally designed to
reuse group reactions rather than
group transitions. In these cases a
UML state diagram cannot be proper-
ly understood because it is simply
incomplete.

We propose to include reactions in
state diagrams as directed lines start-
ing and finishing in the same state and
lying entirely within that state. (An
example of this notation is shown in
Figure 3 for reactions to TICK_EVT and
MODE_EVT.) Please note that this nota-
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Simple watch HSM: C implementation

#include "hsm.h"

typedef struct Watch Watch;

struct Watch {
Hsm super;
int tsec, tmin, thour, dday, dmonth;
State timekeeping, time, date;
State setting, hour, minute, day, month;
State xtkeepingHist;

Y;

/* superclass */

enum WatchEvents {

MODE_EVT,

SET_EVT,

TICK_EVT
Y;

/* timekeeping state handler */

Msg const *WatchTimekeepingHndlr(Msg const *msg) {

switch (MsgGetEvt(msg)) {

case START_EVT:
STATE_ENTER(me—>tkeepingHist ? me—>tkeepingHist :

gme—>time) ;

return O;

case SET_EVT:
STATE_TRAN(&me—>setting);
printf("“Watch::timekeeping-SET;");
return 0;

case TICK EVT:
WatchTimeTick(me);
return 0

case EXIT_EVT:
me—>tkeepingHist = STATE_CURR(me);
return 0;
}
return msg;
}
/*... other state handlerds ... */
/* Watch constructor */
void WatchCtor(Watch *me) {
HsmCtor((Hsm *)me, “Watch', (EvtHndlr)Watch_top);
StateCtor(&me—->timekeeping, "timekeeping',
&((Hsm *)me)->top, (EvtHndlr)Watch_timekeeping);
StateCtor(&me—>time, "time", &me—>timekeeping,
(EvtHndlr)Watch_time);
StateCtor(&me—>date, 'date", &me->timekeeping,
(EvtHndlr)Watch_date);
StateCtor(&me->setting, "setting"”, &((Hsm *)me)->top,
(EvtHndlr)Watch_setting);
StateCtor(&me—>hour, “hour', &me->setting,
(EvtHndLlr)Watch_hour);
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tion is different from self-transitions,
which also begin and end in the same
state, but lie entirely outside the state.
Self-transitions are different from
reactions because they cause execu-
tion of entry and exit actions.

UML statecharts distinguish com-
posite-states (states with substates)
from leaf-states (states without sub-
states) in that they only allow leaf-
states to be active. This is an unneces-
sary limitation, which occasionally cre-
ates degenerate (empty) substates. To
extend the analogy with OOP, this is
like saying that a class with subclasses
must necessarily be abstract. Our HSM
implementation does not distinguish
between composite and leaf states; it
allows any state to be active.

In our experience with receiver-
applications we frequently encoun-
tered the following situation: in
response to a given event, we wished
to perform an action (for example,
update a digital filter) and then—
depending on the state of the fil-
ter—potentially take a (conditional)
state transition. We did not want to
treat the filter update as part of the
guard condition because this would
add a side effect to the guard (typi-
cally a bad ideal!!). The only alterna-
tive is to treat the filter update as an
action.

UML requires that actions associ-
ated with transitions be executed
after all exit-actions from the source
state but before any entry-actions to
the target state.!! At this point how-
ever, it is not yet know if the transi-
tion will be required at all. In gener-
al, this aspect of UML semantics
makes it difficult to mix conditional
execution of reactions and transi-
tions. A UML-compliant solution
would require specification of a pure
reaction (update of the digital filter
in this case) and then conditional
propagation of another event to “self,”
specifically to trigger a pure state
transition.

Because our implementation per-
forms state transitions using the
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Simple watch HSM: C implementation

StateCtor(&me—>minute, "minute', &me—>setting,
(EvtHndlr)Watch_minute);
StateCtor(&me->day, "“day", &me—->setting,
(EvtHndlr)Watch_day);
StateCtor(&me—>month, “month", &me—>setting,
(EvtHndlr)Watch_month);
me—>tsec = me—>tmin = me—>thour = 0;
me—->dday = me—>dmonth = 1;
me—>timekeepingHist = NULL;

i
void main() { /* test harness */
Watch watch;
WatchCtor(&watch) ;
HsmOnStart((Hsm *)&watch);
for- (i
Msg *msg = getEvt(); /* block until event arrives */
HsmOnEvent((Hsm *)&watch, msg);
i
}

Simple watch HSM: C++ implementation

#include "hsm.h"

class Watch : public Hsm {

int tsec, tmin, thour, dday, dmonth;

timeTick(); /* process tick event in the 'time' state */
protected:

State timekeeping, time, date;

State setting, hour, minute, day, month;

State xtkeepingHist; /% to record history */

Msg const *topHndlr(Msg const *msg);

Msg const *timekeepingHndlr(Msg const *msg);

Msg const *settingHndlr(Msg const *msg);

Msg const xhourHndlr(Msg const *msg);

/*... other state handler methods */
public:

Watch(Q); /* ctor for defining state hierarchy %/
};

enum WatchEvents {
MODE_EVT,
SET_EVT,

TICK_EVT
};
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STATE_TRAN() macro, which causes
execution of all exit-actions up to least
common ancestor, the order of execu-
tion is left to the designer. The UML-
compliant implementation requires
invoking the STATE_TRAN()  macro
before other actions associated with the
transition. With our approach, the
designer may choose a different order
(for example, reaction-guard-transi-
tion), if it would simplify the problem
at hand.

A final (proposed) extension to
UML statecharts is associated with
event handling at different levels of
a hierarchical state machine. UML
statecharts require that the same
event be presented for processing to
all levels of the hierarchy, starting
with the active state. We propose to
allow an event to change as it propa-
gates upward through the state hier-
archy. In our implementation this is
simple to achieve. This feature
would facilitate “throwing” an excep-
tion to a higher scope, which could
in turn either handle or “throw” it
again. Because outer states of an
HSM are typically behavioral gener-
alizations of inner states, this tech-
nique for handling exceptions is nat-
ural and arguably, makes more sense
than the traditional exception han-
dling technique of unwinding the
call stack.

The benefits

The HSM design pattern allows hier-
archical state machines to be direct-
ly and efficiently implemented in C
or C++ without code synthesizing
tools. The event-handler methods
provide a concise textual representa-
tion of the state model and allow
high-level structure and low-level
details to be accessed easily. The sim-
plicity of the event-handlers leads to
“housekeeping” code’—portions of
software that can be automatically
generated by tools—that is trivial to
write by hand.

The HSM pattern is flexible,
allowing even fundamental changes
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Simple watch HSM: C++ implementation

/* timekeeping state handler */
Msg const *Watch::timekeepingHndlr(Msg const *msg) {
switch (msg—>getEvt()) {
case START_EVT:
STATE_ENTER(tkeepingHist ? tkeepingHist : &time);
return 0;
case SET_EVT:
STATE_TRAN(&setting);
printf("Watch: : timekeeping-SET;");
return 0;
case TICK EVT:
timeTick();
return 0
case EXIT_EVT:
tkeepingHist = STATE_CURR();

return 0;
}
return msg;
}
/*... other state handlerds ... */
/* Watch ctor */
Watch: :Watch()

:  Hsm("Watch", (EvtHndlr)topHndlr),

timekeeping("'timekeeping"”, &top,
(EvtHndlr)timekeepingHndlr),

time("time", &timekeeping, (EvtHndlr)timeHndlr),

date("date", &timekeeping, (EvtHndlr)dateHndlr),

setting("setting"”, &top, (EvtHndlr)settingHndlr),
hour("hour", &setting, (EvtHndlr)hourHndlr),
minute("minute"”, &setting, (EvtHndlr)minuteHndlr),
day("day", &setting, (EvtHndlr)dayHndlr),
month(“month", &setting, (EvtHndlr)monthHndlr)

tsec = tmin = thour = 0;
dday = dmonth = 1;
tkeepingHist = NULL;

/% test harness */
void main() {
Watch watch;
watch.onStart();
for () 4
Msg *msg = getEvt();
watch.onEvent(msg) ;

/* block until event arrives */
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in state machine topology to be
accomplished easily, even late in the
process. Due to their hierarchical
nature, models can be developed in
incremental steps and remain exe-
cutable throughout the develop-
ment cycle. By requiring only spe-
cialization of behavior to be coded
at nested levels of the state machine,
common policy mechanisms (for
example, exception handling) can
be handled naturally. The state
machine engine can easily be instru-
mented (an example is available in
code accompanying this article at
www.embedded.com/code.html) to pro-
duce execution trace, message
sequence charts, or even animated
state diagrams. In practice, however,
we found it most useful to use a stan-
dard debugger to step through
interesting parts of the code.

This implementation of the HSM
pattern is no more complex than an
internal implementation of inheri-
tance or polymorphism in C++ and,
in fact, has many similarities (both
are based on function pointers).
Given the many parallels, it seems
reasonable to suggest that state-ori-
ented programming should be
directly supported by a (state-orient-
ed) programming language in the
same way that OOP is supported by
object-oriented languages. We see
this as beneficial for a couple of rea-
sons. First, the compiler could place
state objects in a virtual table and
perform memory and performance
optimizations at compile time (for
example, computation of LCAs for
state transitions). Second, the com-
piler could check consistency and
well-formedness of the state
machine, thereby eliminating many
errors at compile time. In our view
this is one direction in which C/C++
could evolve to better support future
real-time applications. esp
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Schedule Slips

Have you ever had one of those

days where nothing seems to go your
way? Well, with regard to my own
UDP/IP development work, I've just
had “one of those months.” By now,
I had hoped to have a pretty solid
body of code to share with you,
including the protocol stack and
some client and server application
software. I hadn’t expected to be
done with the development alto-
gether, and I'm far from being done
describing the code to you, but I
had at least hoped to have my stack
up and running on the pC/OS-II
operating system, with a fake net-
work driver passing the UDP/IP
packets back and forth in local
RAM.

In fact, I was actually quite close
to achieving that milestone prior to
writing last month’s column.
However, in the time since, I've had
absolutely zero chance for any fur-
ther development. Admittedly, part
of the problem was that I was on the
road for two weeks of the four and
tried to take some vacation during a
third. But even when I did find time
to sit down at my computer to pro-
gram, my efforts were thwarted.
Reflecting on my difficulties has led
me to some broader concerns.

Progress?

How have we allowed ourselves to
become so dependent on a technol-
ogy that is so unreliable? The tech-
nology of which I write is, of course,
the personal computer. And by that I
mean not only Wintels, but also Macs
and even Unix workstations. They're

all built on the same hardware these
days anyway.

Now don’t get me wrong, I
understand that a modern comput-
er is a terribly complex and wonder-
fully adaptable system, whose hard-
ware and software requirements are
primarily driven by dollars and
cents. But maintaining one of these
things can be a nightmare and a sub-
stantial hidden cost of ownership.

Try as I might to avoid installing
new software unless absolutely nec-
essary; run the most reliable operat-
ing systems (my three machines run
a combination of Windows 2000 and
Linux), backup religiously; scan
every new file for viruses; and never,
ever fiddle with PC hardware (all
rules adopted after painful experi-
ences with the alternatives), it’s a
good week when something major
doesn’t go wrong on my network.

This week it was a hard disk fail-
ure that kept me from my work. The
drive that failed was only about one
and a half years old, as is the
machine in which it was installed. Of
course, I let this machine (my pri-
mary development platform and
“gateway to the Internet”) run 24
hours a day, 365 days a year. But the
machine is plugged into a UPS that
regulates the quality of the power
signal and is only shut down and
restarted about three or four times a
month. Is 13,000 hours of life the
best this hard disk manufacturer (a
big one) can do? Of the eight or
nine drives I've owned personally
over the years, three have failed, two
of them before their warranties had

expired!
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As a group, we tend to choose proven processors over new ones, the same
programming languages over and over again, internally developed operating
systems, and so on. We are slow to incorporate the latest and greatest the
research community has to offer. And that is a good thing.

Remember the first color TV you
or your family owned and how it last-
ed for 20 years before you bought a
second? Now we go through TVs as
if they were candy bars. We go
through PCs at a similar rate, both
at home and at work. Sure, more of
us than ever have these gadgets. But
are we really making progress?

A major flaw of our current social
system is that we measure our over-
all success and progress by an
increase in the total amount of stuff
produced per year (if I were writing
for The Economist, I'd simply say
GDP). But are we really better off
individually or as a society with a
new TV, PC, PDA, cell phone, car,
house, (and spouse?) every three to
five years, especially if the replaced
items are, by then, broken or of lit-
tle use to others?

Upgrade cycles

The most serious problem on the
horizon is that more and more prod-
ucts look like computers on the
inside. Of course, this is great news
for our industry; embedded software
developers should have no shortage
of job oppotunities. The problem,
though, is the price we’ll pay as a
society if every one of those embed-
ded computers isn’t built to be reli-
able and long lasting. I bet every
ESP reader could tell a story or two
about a product within their compa-
ny that was doomed to failure from
the start. In particular, projects not
given enough time, money, or engi-
neers to do the job right are likely to
develop products that look great in
the store but won’t last long in the
hands of an actual user.

Embedded
have traditionally been conservative

systems designers

in their technology choices. As a
group, we tend to choose proven
processors (with multiple sources
only, please) over new ones, the
same programming languages over
and over again, internally developed
operating systems, and so on. We are
slow to incorporate the latest and
greatest the research community has
to offer. And that is a good thing.

When I look around my office
and my home I do see some prod-
ucts that are built around micro-
processors yet remain reliable. I
count among these: a 10BaseT net-
work hub, a fax machine, a stereo
receiver (the tape drive and CD
player bought at the same time are
long since dead), an alarm clock,
and a bread machine. All of these
products have been with me for as
long as I can remember and show no
signs of aging.

What sets these products apart is
their specificity of purpose and sim-
plicity of design. Each of them does
one thing and does it very well.
Where mechanical components are
required (in the fax and bread
machines, in particular), it is clear
even to a casual observer that the
designs have been optimized for
decades of heavy use. In all of these
products, a minimum number of
components are used. Only what is
needed is there. There is none of
the “upgradeable this,
that,” and “updateable firmware”

” o«

replaceable

that is becoming all too common
with all sorts of products these
days.

As an engineer, I tend to be par-
ticularly skeptical of products whose
firmware can be upgraded. Perhaps
I've just worked at one too many
companies where the attitude (of
both managers and developers) has
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been: since we can upgrade the
firmware after we ship, we don’t
have to get the product completely
working before we start manufactur-
ing. That attitude, combined with
pressure to get products out the
door before some other company
beats you to it, is a recipe for disas-
ter (or a lawsuit).

I don’t want to upgrade my alarm
clock, I just want it to tell me the time.
Build systems that work and people
will buy them, use them, and love
them. Build systems that are updata-
ble, yet unreliable, at your peril.

A new milestone

In the original plan, this month’s
column was supposed to be about
the IP layer of my protocol stack.
Unfortunately, some of my UDP/IP
code was among the data not recent-
ly backed up and has gone to the big
bit bucket in the sky. The ARP code,
most of which was printed in the
magazine, is fine. And the IP code
had already been copied to my tem-
plate for this month’s
before the crash, so that’s fine too.

column

But I will have to spend some time
over the next few weeks getting back
to where I was overall.

I'm going to postpone our discus-
sion of IP until I can sit down with my
code and make sure that what I'm
showing you is reliable. I take that
aspect of my work very seriously, and
I hope you do too. If all goes well, I'll
get to IP next month. In the mean-

time, try to stay connected. esp

Michael Barr is the editor-in-chief of
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THOMAS BESEMER

Linux,
Interrupted

Every operating system has different mechanisms and approaches to handling interrupts.
This article lays out the specifics of handling interrupts in Linux. It presents an

overview. of the Linux runtime environment, discusses how to communicate with hardware
peripherals, and provides a working example of servicing an interrupt from application code.

significant difference between the Linux execution environment
and typical real-time operating systems is the memory model.
Linux, natively, executes with protected memory space: processes
are isolated from other processes through the kernel and under-
lying hardware memory management unit (MMU). Processes are

also isolated from the underlying hardware—application code
can’t directly read and write peripheral registers. Figure 1 provides a visual rep-
resentation of the Linux execution environment.

Almost all embedded operating systems can be depicted as in Figure 1; the pri-
mary difference with Linux is that each “layer” in this figure is truly isolated from
the others. With just a handful of exceptions, embedded operating systems typi-
cally use a “flat” memory model, in which all software components in the system
(OS, application tasks, device drivers, and so on) are able to read and write from
and to any location in memory. Device drivers may or may not be employed in
typical environments, because the developer has the choice of either using a
device driver or communicating directly with hardware devices from within the
application code itself.

In a Linux environment, application code runs as a set of processes and/or
group of POSIX threads within one process. In order for the processes and
threads to communicate with underlying hardware, the developer must install
one or more device drivers to support the various hardware peripherals. There
are two basic schemes for communication with hardware in a Linux environ-
ment. The first is to place the peripherals on a PCI bus. The second approach
is to memory- or I/O-map the peripherals. Both approaches require a device
driver.
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When PCI is not employed, the system designers must map the hard-
ware's registers into a space that is accessible to device driver code.

Linux execution environment

User Hardware

\

PC memorylayout

Historical Low
Memory
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Memory for
Peripherals

Boot ROM

0x00000000

0x000A0000

Ox000FFFFF
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With PCl-based peripherals,
the application-level processes
or threads may share an
underlying PCI driver to com-
municate with one or more
peripherals, supporting and
interfacing with them through
this common driver. In this
configuration, the PCI driver
provides support for inter-
rupts from the peripherals.
Application
threads
peripheral, and may be
blocked within the kernel
space until the driver services

processes  or
read or write the

an interrupt.

With memory- or I/0O-
mapped peripherals, the
developer must design and

implement a specific driver to support
each peripheral. Interrupts from
peripherals are handled at the driver
level, and it is important that the appli-
cation developer understand how to
approach servicing the interrupt from
the application (process) level.

This article discusses how to work
with memory- or I/O-mapped periph-
erals. It concentrates on the basic
structure of a device driver that sup-
ports interrupts.

Hardware interface

When PCI is not employed, the system
designers must map the hardware’s
registers into a space that is accessible
to device driver code. The registers
may be mapped into memory space,
with the peripheral appearing as a
chunk of “memory” in the system. Or,
if the processor architecture supports
it, the registers may be mapped into a
dedicated I/O space. For example,
x86 processors provide an I/O space
that can be accessed through the
assembly language instructions inand
out. A basic understanding of both
memory and I/O-mapped peripherals
is extremely helpful.

The PC platform provides a conve-
nient foundation for experimentation
with Linux. All driver and code exam-
ples in this article were tested on a PC
running Red Hat Linux.

Figure 2 provides a block diagram
of the basic PC platform memory lay-
out. The most notable aspect of this
block diagram is the memory region
below 1MB. This region has ties back
to the original IBM PC and 8086 archi-
tecture, which had only 20 bits of
address space. A “hole” sits in memory,
between 640K and the start of the boot
ROM (also known as the BIOS). This
“hole” is where VGA cards and other
memory-mapped PC peripherals
placed their shared buffers in the pre-
PCI era.

This is important because design-
ers planning to use a standard PC-style
platform for their product must keep
the following in mind:
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The Linux kernel ignores this
region of low memory in that it does
not try to use it. However, device dri-
vers are able to read and write from
and to this space, allowing communi-
cation with any potential hardware
devices that decode in this region of
memory.

When working with custom hard-
ware, or processors such as the
PowerPC, hardware designers will be
required to implement specialized
decode and mapping circuitry to map
peripherals into memory space.
Additionally, there may be require-
ments to change the Linux kernel
MMU page tables and mappings to
allow addressing of these memory
regions.

For example, if the hardware
designer designs a PC-compliant
motherboard, yet places specialized
peripherals at 0xA0000000, the MMU
tables will need to be updated to allow
access to that physical location. Since
Linux is distributed with source code,
this is a relatively minor issue. It’s just
important that the developer be aware
of it.

Another approach, when using a
PC-style platform, is to map peripher-
als into I/O space. 1/O space is for
peripherals that respond to special
bus cycles from the processor. These
cycles are generated through special-
purpose assembly language instruc-
tions. This article is based on a hard-
ware environment that resides in 1/0
space.

Figure 3 provides a block diagram
of the hardware and configuration
used for the examples in this article.
This hardware test bed consists of a
that is debounced
741.8221
Multivibrator on a breadboard, and an
off-the-shelf counter/timer board
(CIO-CTRO05) from Computer Boards
(www.computerboards.com). The CIO-
CTRO5 AMD 9513

counter/timer device, which has five

pushbutton

through a Monostable

contains an

16-bit counter/timers. Additionally,
the CIO-CTRO5 provides eight digital
inputs and eight digital outputs, as
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ClO-CTRO5 module initialization

static struct file_operations ctr05 fops = {

NULL, /* ctr05_seek */
ctr05_read, /% ctr05_read */
ctr05_write, /% ctr05_write */
NULL, /% ctr05_readdir */
NULL, /% ctr05_select */
ctr05_ioctl, /% ctr05_ioctl */
NULL,

ctr05_open,

"Jl-LI

ctr05_close,

NULL /* fsync */

X

int init_module( void ) {
int err;
BYTE bReg;

/* Register as a device with kernel.
*/
err = register_chrdev( MajorNumber, “ctr05", &ctr05_fops );

if ( check_region( CTRO5_BASE, BOARD_SIZE ) != 0 )

{
unregister_chrdev(MajorNumber, “ctr05") != 0);
return( —ENODEV );
} else
{
request_region( CTRO5_BASE, BOARD_SIZE, "ctr05" );
}

/* Register interrupt handler
*/
request_irq( CTRO5_IRQ, ctr05_interrupt, SA_INTERRUPT, "ctr05", NULL) );

/* Initialize the 9513 chip; Master Reset, Select
* Master Mode Register

*/

outb_p( MASTER_RESET, CMD_REG );

outb_p( MASTER MODE_REG, CMD_REG );

/% Write lower byte of MMR, followed by upper

*/

bReg = 0x70;

outh_p( bReg, DATA REG );
bReg = 0x00;

outb_p(bReg, DATA REG);

return 0;
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well as the ability to assert an interrupt
to the system.

In my experiments, I used one of
the 9513’s 16-bit counters and the
logic on the CIO-CTRO5 to generate
an interrupt. When the pushbutton is
depressed, the Monostable generates
a 300ms pulse. This pulse, on its
active edge, asserts an interrupt to
the processor and starts the timer
counting. The counter is clocked at
1MHz.

A Linux device driver services the
interrupt. When its interrupt handler
is called—from the Linux kernel’s
“low-level interrupt handler”—it
notes the value in the counter and
then potentially alerts application
code that the interrupt has been
asserted. If the application code has
provided an “interrupt” handler, that
handler will execute in process space
and perform a read of the device dri-
ver to stop the counter and read it’s
value. Through this scheme, the fol-
lowing is accomplished:

® A driver is implemented to support
the interrupt and counter, and pro-
vides a means to alert application
level code

@ Instrumentation is put in place to
characterize and provide timing
analysis of interrupt operation in
Linux

Driver basics
Linux device driver constructs and
implementation details are beyond
the scope of this article. This informa-
tion may be found in books such as
Linux Device Drivers by Alessandro
Rubini (O’Reilly & Associates, 1998).
As a foundation for this article, a
driver for the CIO-CTRO05 was located
at a site at North Carolina State
University (ftp://Ix10.tx.ncsu.edu/pub/
Linux/drivers). This driver provided
me with a head start for putting the
test fixture in place. (One of the
great things about working with
Linux is the tremendous amount of
source code that’s already out there
to supplement it.)
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The driver from NCSU is fairly
robust, supporting many of the func-
tions of the CIO-CTR0O5 board. In
order to present the concepts within
the bounds of this article, the basic
driver was scaled down to support only
the topics discussed within. As each
aspect of the driver is discussed, work-
ing source code is presented to sup-

port the discussed concepts. It is also
important to note that several types of
drivers exist in the Linux environment
character, block, and network. The
driver discussed in this article is a char-
acter device driver.

Linux device drivers are consid-
ered “modules,” and these modules
may be loaded dynamically at runtime.

This means that the developer is able
to implement, compile, load, test, and
then unload the driver. This cycle may
be repeated over and over without
rebooting the Linux machine, provid-
ing a suitable environment for devel-
oping a driver. The list of installed
modules can be obtained with the
Lsmod command. This command dis-
plays what modules are loaded, and
what components in the system are
using each module. Listing 1 provides
the output from Lsmod in the system
on which the driver in this article was
developed.

The module tulipis the device dri-
ver for a PCI network card, while the
module ctr05 is the driver for the
CIO-CTRO5. The module ctr05 was
installed with the following command:

/sbin/insmod -f ctr05.0

This module can be removed during
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ClIO-CTRO5 module removal

CIO-CTRO5 device files

runtime with the following command:
/sbin/rmod ctr05

Every device driver module has two

key functions:

® init_module()—Responsible for
installing the driver in the kernel;
called by the kernel when the mod-
ule is loaded

® cleanup_module()—Responsible
for doing any hardware shutdown
or internal cleanup when a module
is removed from the kernel

The procedure init_module() reg-
isters the driver with the kernel, telling
the kernel about other internal func-
tions such as read(), write(), or
ioctl(). Additionally, if the driver sup-

ports interrupts, it requests that the
kernel call an internal function when
the specified interrupt is asserted.
Finally, this procedure is responsible
for configuring and initializing the
hardware. Listing 2 shows the initial-
ization function for the CIO-CTRO5.
Note that to keep the listing short for
this article, most of the error checking
has been removed. However, this list-
ing does present the basics of the ini-
tialization of the module. The follow-
ing key steps are performed:

1. Registering the module as a char-
acter device driver. After this, appli-
cation code running in user space
may perform open(), close(),
read(), write(), or ioctl() opera-
tions on the module
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2. Checking for and requesting a
“region.” This allows the driver to
communicate with the physical
hardware device (which is, in this
case, the CIO-CTRO5 board)

3. Registering an interrupt handler
with the kernel. This operation
associates a physical interrupt level
with a module-based handler

4. Configuring the hardware

Removing a module from the ker-
nel requires that the reverse be done:
release the region, release the inter-
rupt, and un-register the device.

Listing 3 shows the procedure
cleanup_module() used in the CIO-
CTRO5 driver. When reviewing this
listing, note the function printk().
This function is identical to printf(),
with the exception that it operates at
the kernel level. Diagnostic messages
generated with printk() are sent to
the Linux console. For all practical
purposes, this is the most useful debug
tool for implementing Linux drivers
and interrupt handlers.

Application code

To this point, we have discussed the
concept and basics of a Linux device
driver. The important points to note
are as follows:

@ Interrupts must be serviced by a
driver

® Hardware may only be communi-
cated with through a driver

Specific operation on an interrupt
will be discussed in a bit. First, we need
to understand how application-level
(process) code running in user-mode
interacts with the kernel-mode driver.

Device drivers look like files to
application code. Their primary inter-
face is through special files called
device files, which are generally locat-
ed in the /dev directory in the Linux
file system. Device drivers have associ-
ated with them major and minor
device numbers. The major device
number is used to associate a device
file with a device driver (module).
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Sequence of events

CITRO5 module interrupt handler

static void ctr05_interrupt(int irq)
{
int data;

data = read_counter( 1 );
intCntValue = data;

if ( waitqueue_active( &inm Yy
{ o

wake_up_interruptible( &int_wq );
) 2

printk("Wait Queue is NOT ACTIVE!!\n" );
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Listing 2 shows that when the module
is registered with the kernel, it passes
in a major device number.

Device files in the /dev directory
are created by the module developer
using the Linux command mknod.
Listing 4 shows the device files for the
CIO-CTR5 module. This listing was
made by issuing the command
ls -rtl /dev/ctr*.

The first field indicates that the
module is a character device (c) that
can be both read and written (rw-) by
users or processes running as root, but
only read (r—) by other users. The
fifth field, 50 in this example, is the
major device number, while the sixth
field, 0 and 1 for these device files, is
the minor device number. Minor num-
bers may be selected in any way that
makes sense to the driver developer.
In the CIO-CTRO5 driver, they repre-
sent and specify one of the five coun-
ters in the AMD 9513 contained on
the I/O board.

Finally, /dev/ctr05_DI0O and
/dev/ctr05_CTR1 are device file names.
These names generally represent
something meaningful to the develop-
er. In this case, ctr05 identifies the
module, while DIOstates that this file is
for operating on the digital I/O por-
tion of the driver, and CTR1 is for
counter 1 control. These device files
were created by executing the follow-
ing commands:

/bin/mknod /dev/ctr05_DIO ¢ 50 O
/bin/mknod /dev/ctr05_CTR1 ¢ 50 1

Application code operates on these
by first performing either an open() or
fopen() on the device file. After that,
the returned file descriptor or stream
pointer may be used to read(),
write(), ioctl(), or close() the spec-
ified device (module). Internal to the
module are procedures to support
each of these functions. These proce-
dures behave in a consistent way
through standardized calling conven-
tions, but internally perform opera-
tions specific to the peripheral.
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Interrupt delivery

When an interrupt is asserted, the
developer has two choices for process-
ing it:

® In the driver, at kernel level
® In user space, in the application
process or processes

Most applications will perform pro-
cessing of an interrupt in both places.
The driver must contain some logic
for handling the interrupt, as the con-
text of the driver is the only location
that the interrupt handling code may
execute. The driver services the inter-
rupt, possibly doing some minor oper-
ations on the peripheral, and then
alerts the application.

Getting the message to the applica-
tion must be done in a unique fashion
under Linux, as the driver cannot call
interrupt handlers running in user
(process) space. The driver may only
execute in kernel space. It’s important
to note that the application must be
expecting and waiting for the interrupt
to occur, in order to respond to it.

The best approach is often to use
an inlerrupt dispatch process or thread
that waits for all interrupts serviced by
the driver module (as the module may
service hardware devices capable of
generating several different interrupt
types through the same IRQ line).

When an interrupt occurs and the
dispatch process is placed into execu-
tion, it sends a message to the appro-
priate process or thread, based on the
interrupt type serviced by the driver
ISR. The process or thread then han-
dles the interrupt, while the dispatch
process waits for the next interrupt. In
practical operation, this process opens
the appropriate module device file,
then makes (typically) an ioctl() or
read() call that “blocks,” suspending
the caller and allowing other process-
es and threads to run while the “dis-
patch” process waits for the interrupt.

Figure 4 shows the sequence of
events for the following discussions.
Each block in this figure is described
in detail in subsequent paragraphs.
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open() on /dev devices

CIO-CTRO5 read() function

The interrupt handler in the driver
module executes when an interrupt is
asserted. It does minor processing of the
interrupt, then checks to see if an appli-
cation process is waiting for that inter-
rupt. If one is waiting, the interrupt han-
dler alerts the process, and the Linux
scheduler places it into execution based
on its priority within the system.

Listing 5 shows the interrupt han-
dler used in the CIO-CTRO5 device
driver module. It is extremely impor-
tant to note that this interrupt handler
executes in the context of the kernel.

This interrupt handler performs
the following functions:

® Reads the counter value (the
counter started counting at the
moment the interrupt was asserted
to the processor)

® Makes a call to kernel function
waitqueue_active(). This function
checks to see if an application
process has blocked on a user-spec-
ified Wait Queue called int_wq

® If a process is blocked on the Wait
Queue, waiting for the interrupt, a
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call is made to wake_up_interrupt-
ible). This function unblocks the
process, and the kernel will place it
into execution based on its specific
scheduling rules (regular Linux
process vs. real-time Linux process)

Listing 6 shows the CIO-CTR05 mod-
ule logic (which allows user processes to
block) waiting for the interrupt. This
logic is implemented as an ioctl()
operation in the driver. Like the inter-
rupt handler, this procedure executes in
the context of the Linux kernel.

The core logic in Listing 6 follows
the if statement to see if the ioctl()
operation specified by cmd is
WAIT_FOR_INTERRUPT. In this case, the
following occurs:

1. The counter is armed and its value is
reset to zero, and it is configured to
wait for the edge transition from the
monostable, which occurs when the
pushbutton is depressed. When this
edge transition occurs, the counter
begins counting at a IMHz rate

2. The counter makes a call to inter—
ruptible_sleep_on(), a kernel
function that blocks the calling
process until wake_up_interrupt-
ible() is called

After returning from wake_up_
interruptible(), the doctl() call
returns to the user’s process, resuming
execution in the user’s process at the
location following the ioctl() call.
Listing 7 shows the application process
that makes the ioctl() call. This code
fragment executes in the context of
Linux user space.

In the function waitForInt(), the
ioctl() function is called, which blocks
the caller until the interrupt occurs.
Upon return (interrupt asserted), a
read() is done on the module to get the
current value of the counter. This inte-
ger data contains two fields; the
counter’s value at the time the interrupt
handler executed, and the value at the
time the read() function was called.

The file descriptors used for the
ioctl() and read() calls were
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acquired from a standard open() call.
Listing 8 shows the application code
that opened these descriptors.

Listing 9 shows the read() function
as implemented in the CIO-CTRO5
module. Like the ioctl() and inter-
rupt handler fragments, this fragment
executes in the context of the Linux
kernel.

The function ctr05_read() per-
forms the following functions:

® Reads the current value of the
counter through the function
read_counter(minor). The minor
number is 1 in this case from the
device file /dev/ctr05_CTR1, indi-
cating Counter 1

¢ Combines the data with the
counter value saved when the inter-
rupt handler executed

® Copies the data into user process
space (isolated from kernel and
other process space by the MMU)
and returns

It is important to note that this call
does not block, and returns immedi-
ately to the calling application process
after transferring the data into the
user buffer identified as buf.

Interrupt characterization
The test fixture presented in this arti-
cle provides for basic characterization
of response times within Linux. The
examples were tested on a 100MHz
Pentium processor with 80MB of RAM.
Table 1 shows the response times for
five back-to-back interrupts (initiated
through the pushbutton) with no load
on the system. The numbers represent
the number of ticks from the time the
interrupt was asserted to the processor.
The ticks increment at 1IMHz, repre-
senting time in microseconds.

Listing 10 shows a simple shell
script that was used to place a load on
the processor.

The command:

ping =f tbcorpl &

causes the local machine to ping the

Timingdata

Sl

machine tbcorp1 as quickly as the net-
work interface is able to send and receive
packets. In the test environment, this
causes heavy PCI activity, heavy interrupt
activity, and mild CPU loading.

The “while” loop tarsup /usrinto a
file, then removes it, over and over. The
tar command operates verbose, which
causes a considerable amount of text
information to be sent to the console.
Additionally, the tar command itself
causes lots of disk activity, which causes
interrupts and heavy traffic on the bus.

Table 2 shows the results of five
back-to-back interrupts through the
test fixture while this load executed.
The lack of consistency is notable. With
some interrupts, such as Assertion 5,
the numbers are almost as low as when
the tests were run without load. In
other cases, such as Assertion 1, inter-
rupt latency was not terrible, but the
amount of time before the application
process executed was lengthy. The
worst case measurement is Assertion 3,
which shows long interrupt latency and
long latency to process execution.

These numbers provide some start-
ing points for analysis. These were taken
using standard Red Hat Linux, with no
real-time extensions in place. The appli-
cation process was a regular Linux
process vs. a realtime Linux process.
(Real-time Linux processes execute at a
higher priority than any other process.
Because of this, interrupt latency is an

# !bin/sh
# simple Pre

pim-ftboom‘l&

while [ true ]
tar cvf tmp.tar /usr; rm tmp.tar
done

issue, whereas latency time in process
execution is not.) Additionally, a real-
time Linux project is under way which
solves interrupt off-time problems, and
has improved scheduling.

Regardless of what version or flavor
of Linux you use, if you have hardware
devices that your application code must
communicate with, and these devices
have interrupts, you will need to design,
implement, and install a driver module
as discussed in this article. esp

Thomas Besemer has been developing embed-
ded software since 1980, using a variety of
tools,  processors, environments, and
approaches. He is the president of a consult-
ing firm, a supporter of public radio, and a
photographer, who spends as much time as
he can enjoying life with his 4-year-old son.
Contact him at thesemer@tbcorp.com.
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YASHVANT JANI

Network Talk:
Voice Over IP

Voice over IP (VoIP) has a big place in the future of the Internet.
This article tells you what software is required to support VoIP
and how the system should bhe architected.

n traditional telephony applications, speech is digitized and delivered
over a circuit-switched network. During call setup, a dedicated amount of
bandwidth is reserved for each phone call. In a VoIP system, voice signals
are transported as packets over a packet network with no bandwidth ded-
icated to their delivery. The processing involved in a VoIP system is,
therefore, quite different from the circuit switched delivery operation.
This article looks at a typical VoIP system architecture and describes the vari-
ous software modules that must be included. We will also look at estimates of
code size and required processing power for each module, as well as some guide-
lines for partitioning the system between a traditional CPU and a DSP.
VoIP technology offers several advantages in the telecommunications market:

® Effective bandwidth utilization, because the same channel can be used for
voice packets going to different destinations

® A lower bit rate per voice channel through vocoders. For example, G.729a
results in a sub-15Kbps rate (including overhead) versus a 64Kbps A/p-law
based voice bit stream
Simultaneous voice/data/fax transmission
Reduced costs for long distance voice calls and facsimile transmissions

Architectural considerations
A typical VoIP system has two interfaces to the outside world, as shown in Figure
1. The first interface is to a telephone or handset and the second to a packet net-
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Typical components of a VolP system
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work (LAN or WAN). The telephone
interface consists of a subscriber line
interface card (SLIC) and a
coder/decoder (codec). The SLIC
handles the interaction with the hand-
set, while the codec performs the ana-
log-to-digital and digital-to-analog con-
version of the voice signals. The pack-
etinterface can either be a WAN inter-
face, such as ISDN, Packet Cable, or
DSL, or a LAN interface, such as
Ethernet.

Before sending voice data as pack-
ets, the analog signal from the hand-
set microphone is sampled at 8kHz
to generate a PCM-encoded digital
data stream. Depending on the
codec hardware setting used, the
resulting bit stream has a bandwidth
of either 64Kbps or 128Kbps. The
digital signal is then processed by an
echo canceller to remove the echo of
the far-end received signal. This
echo-free bit stream is then convert-
ed into frames of constant length by
collecting samples for a definite time
period, say 10ms. The frames are
passed to the application layer, where
a speech coder (also known as a
Vocoder), such as G.729a, compress-
es the data. With sufficient digital sig-
nal processing, a 64Kbps bit stream
can be compressed into a 6.4Kbps
stream.

The TCP/IP protocol stack is then
invoked to create the actual IP packets
that will travel across the packet net-
work. The compressed voice frame
becomes the payload, with appropri-
ate headers added at the real-time pro-
tocol (RTP), UDP, and IP layers. Once
the packets are created, they can be

transported over any suitable WAN or
LAN data link and physical layers—
Ethernet, for example.

On the receiving side, voice packets
arriving at the network interface are
depacketized, decompressed, and
then played out at the handset speak-
er via the same codec/SLIC interface.
This entire sequence of operations
must be executed in real time for one
or more voice channels, depending on
the features of the product.

A VoIP system requires real-time
processing at two points: when the
samples are collected and when they
are played back. If the sampling or
playback period varies even slightly,
the listener will hear something other
than a continuous voice signal. To
reduce the load on the CPU, a buffer is
used for collecting the samples and
transferring them into frames. A typi-
cal frame size is 80 samples (10ms of
data). This frame must be compressed
and converted into an IP packet dur-
ing the 10ms before the next frame is
created. Because voice packets are
being received at the same time, those
must be depacketized and decom-
pressed for playback within the same
time slot. Thus, both DSP and CPU
functions must take less than 10ms for
a complete cycle of compression/
decompression and packetization/
depacketization for one voice channel.
When multiple voice channels are pro-
vided, the system becomes even more
constrained. For example, a product
with two voice channels must complete
each set of tasks within 5ms maximum.

Since packet networks are asyn-
chronous and the network bandwidth
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might be higher than the voice collec-
tion rate, a buffer must exist to store
the received packets. These packets
also need to be reordered, since they
may arrive at different times, as the
result of network congestion. Multiple
voice channels require multiple
buffers, making buffer management

necessary.

Software components
The overall processing needed for
VoIP is a combination of signal pro-
cessing and protocol-based control
processing. Tasks such as speech com-
pression and decompression, echo
cancellation, and tone detection
require signal processing capability,
while network packetization and
depacketization and call setup and
teardown tasks require protocol-based
control processing capability. The
required processing capability can be
realized with two different processors,
a DSP for the signal processing tasks
and a traditional CPU for protocol
implementation. A hybrid CPU/DSP
processor can also be used.

VoIP systems require simultaneous
execution of at least the following soft-
ware modules:

® Collection of digitized voice sam-
ples, as well as playback at regular
intervals

@ (Call setup/teardown and call con-
trol using H.323 or H.245 stan-
dards

® Vocoder algorithm such as G.723,
G.729 and G.729a, G.711, or G.728
(interoperability with other VolIP
systems may require availability of
many vocoders in one system)

@ Telephony support modules such
as DTMEF, call progress tones, and
line and acoustic echo cancellation

® TCP/IP protocol stack
LAN/WAN interface driver
RTOS that provides services such as

and buffer

interrupts, timers,

management

A variety of tones are used on the
public switched telephone network for
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dialing-dual tone multi-frequency
(DTMF), call setup/tear-down, and
caller ID. Tones are also used to indi-
cate the call status and line conditions.
A VoIP system must recognize and per-
form these tones to support a phone
call. A VoIP system also needs to emu-
late central office functions such as
the generation of call-progress tones
used for conveying conditions such as
ringing, busy, and dialing. The ITU
standards Q.23/Q.24 specify the
DTMF tones, while ITU standard
E.180 specifies call progress tones for
North America.

Echo cancellers are required to
cancel echoes that arise as the result
of impedance mismatches at the
hybrid networks that connect two-
wire links to four-wire links. Echo is a
problem in VoIP networks because
the round-trip delay is significant
(longer than 50ms) and
dictable. In designing an echo can-
cellation function, one must consider

unpre-

the echo tail length, speed of conver-
gence, double-talk performance, and
algorithm complexity. ITU G.168
defines performance requirements
for echo cancellers.
Vocoders—paired speech com-
pression and decompression algo-
rithms used in IP telephony—are ITU
standards. Examples include G.711,
G.723, G.729, and G.729a. The differ-
ences between these algorithms
reflect trade-offs between speech
quality, network bandwidth utiliza-
tion, computation complexity, and
latency. Other features, such as voice-
activity detection and comfort noise
generation, need to be included to
enhance speech quality and conserve
bandwidth. Table 1 shows the perfor-
mance of some of the popular speech

codecs.

IS

nion score

The ITU has developed a set of
standards for multimedia communi-
cations over packet-based networks.
These aggregated
under recommendation H.323. This

standards are

recommendation describes termi-
nals, equipment, and services for
multimedia communications over
packet networks.

Voice quality

The voice quality achieved by a VoIP

system depends on a number of fac-

tors including the quality of the

phones, network congestion, and sig-

nal processing algorithms used. In

particular, it depends on the following

factors:

® Vocoder—The choice of the
speech codec affects the intelligi-
bility of the speech. The choice is
based on a trade-off between voice
quality, bandwidth computation,
complexity, and latency

® Echoes—Imperfections in the net-
work give rise to echoes that, in
turn, affect the intelligibility of the

Echo

required to cancel the echoes and

speech. cancellers are
enhance the quality of speech

® Latency—Because delays in packet
networks are significant and unpre-
dictable, they can have a significant
impact on speech quality. Delays
arise because of buffering, process-
ing, and congestion

For consumer applications, not
only must a VoIP system’s perfor-
mance be adequate, but the price of
the product must be affordable.
System cost has to be limited to a rea-
sonable value to stimulate demand.
VoIP
must utilize cost-effective components.

Therefore, implementations

voip
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VolP software modules

3,

Hardware requirements
Several software modules that would
typically be run on a DSP, including
Vocoder middleware, are shown in
Table 2 with their MIPS requirement
and code size.

The PCM interface module cap-
tures the voice samples at the desired
rate and stores them into the memory.
It also supplies the voice samples to
the CODEC for playback. In our cur-
rent implementation, voice samples

are generated at a rate of 8,000 per
second. Eight voice samples are stored
in the buffer and transferred into
memory every millisecond. A timer set
during initialization for this purpose
provides an interrupt to the RTOS to
start the transfer task. This task
requires less than 1 MIPS. Since the
RTOS also handles other interrupts
such as network packet transfer and
ocoder initialization, it requires about
1 to 2 MIPS. This software is not

included in the table, since it would
typically be run on a traditional CPU,
not a DSP.

When a call is initiated by the hand-
set, the RTOS monitors the off-hook
signal and starts the appropriate
DTMF task. When a call comes from
the packet network, it provides the
ring signal to the handset and moni-
tors the off-hook signal again. Tasks in
this group continue to provide moni-
toring of other calls. In total, these
tasks require 1 to 2 MIPS.

The line echo cancellation (LEC)
task requires 5 to 14 MIPS depending
on the tail length, which can be from
4ms to 32ms of the echo. Voice sam-
ples coming from the handset include
the echo of the played voice. This
echo needs to be cancelled at this
point, otherwise it will play back at the
origin. The tail length depends on the
sending and receiving points. It is gen-
erally determined during the initial set
up and then remains constant during

VolP network procesing

- H.323, Speech Coders G.711, G.723, G.729,
~ G.729a, DTMF, VAD, LEC, AEC, and RTOS

-------- e e e e e e e e e e e e e e e e e e e e e

Application Software such as

" 10110101 j 11010011

111101 11011011 11001010

Link Control

'
]
TH

DATA e CODEC
1011010101 3
i L R 64Kbps
[ "
PHY SLIC/DAA
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~ VolIP software tasks flow
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the conversation. When tail length is
significant, the LEC module needs to
process more
requires more MIPS.

When a call is made, the call setup

module determines which vocoder is

samples, and this

to be used. Vocoders perform the
compression and decompression of
the voice samples as necessary. Each
vocoder uses a special method to com-
press the voice. Thus MIPS require-
ments vary. For the SH3-DSP, the
MIPS required for vocoder functions
range from less than one to over 30.
All other MIPS data shown in Table 2
are measured quantities on the SH3-
DSP hardware and its cycle accurate
simulator. The voice activation detec-
tion (VAD) module is included in this
table because it requires significant
DSP processing. In the current imple-
mentation, G.729a is executed every
10ms after collecting voice samples
every lms.

The TCP/IP stack converts the
voice frames into IP packet for the
transmission over any packet net-
work. In our case, it prepares the IP
packets for the Ethernet transmis-
sion. It requires about 1 MIPS to 2
MIPS, and Ethernet control task takes
less than 1 MIPS. When the VolP
application is running, overall con-
trol of the platform functions is main-
tained by several interrupts and by
synchronous tasks using timers. An
additional 1 MIPS is allocated for this

overall control flow. For an incoming
call, the IP packet received by the
Ethernet initiates the application,
and processing is performed accord-
ingly. The call set up procedure prop-
erly starts the voice processing after
all steps for timers and interrupt pri-
ority are performed.

The relationship between all tasks,
input data, and output data is shown
in Figure 3. The voice samples come
from the codec. These samples are
compressed,  packetized  using
TCP/IP, and then delivered to the
network interface for transfer over
the LAN/WAN. Processing begins
when the off-hook condition is
detected from the code. Samples are
collected every millisecond, com-
pressed at 10ms intervals, and deliv-
ered asynchronously.

The total MIPS needed for a single
channel depends heavily on the type
of vocoder used and on the tail length
of the line echo. Assuming G.729a
and a 4ms tail length, the total MIPS
required by one voice channel is
about 27 MIPS. When G.711 is used,
less processing power is needed,
about 10 MIPS. At the worst (assum-
ing a 32ms tail length and adding
some MIPS for coordination), one
channel generally requires a maxi-
mum of 35 to 38 MIPS.

These estimates can be used to
design a system with adequate DSP
and CPU processing power to support
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from one to any number of VoIP
channels. The breakdown of software
modules should also help you to
understand what you'll need to imple-
ment to include VoIP support in your
system.

If you already have an RTOS and
TCP/IP stack, I think you’ll find that
the additional code space require-
ments are not a major issue. However,
the complexity of adding a DSP to a
system and managing the flow of data
between that processor and the CPU
can make for some long hours in the
lab. esp

Yashvant Jani received his PhD in physics
from University of Texas-Dallas in 1976.
He currently works for Hitachi on residen-
tial gateways and applications of SH3-
DSP, SH4, and similar devices. Yashvant
has also supported embedded controller
designs using SH and HS8 microcontrollers,
and developed embedded system architec-
tures for PDAs, hard disk drives, and voice
pagers.  You can e-mail him at
yashvant.jani@hsa. hitachi.com
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Real-Time Internet Protocols for Embedded Systems

We know that schedules are always tight, and that you do not have time to “port" Internet protocols into your embedded
environment (let alone write them from scratch). That does not stop marketing people inside your company from asking for
Internet functionality in your new product line that is rolling out in the next few weeks. Now you have someone to turn to.

High quality, high performance Internet protocols are what makes us the #1 choice for designers of embedded systems who
need Internet connectivity. We design and implement our products specifically for embedded systems. That is why we are
three times faster than our fastest competitor. Of course our Internet protocols do not require any porting to your specific
platform. This means that you will never need to change a single line of our ANSI "C" code. You do not need an RTOS to use
our Internet protocols, but if you have one, we will certainly work with it.

We are very committed to supporting you in your development effort. We know that you do not have
time to wait for someone to call days later to get a support answer. That is why we provide the

"finest" support in the industry. You can always count on Treck Inc. to help you every
step of the way.

Our base product (Treck Real-Time TCP/IP), includes Sockets, TCP, UDP,
ICMP, IP, Ethernet, ARP, SLIP and Ping. Treck also provides support

for PPP, DHCP, BootP, FTP, and Telnet. All of our Internet products
arrive at your door in source code form and are always royalty
free.

Call us today to see how Treck Inc. can help you!

Trock Ine.

(800)340-6648 or (513)688-0553
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EMBEDDED TCP-IP NETWORK STACK

The EBSnet Cross Development System provides comprehensive TCP/
IP protocols and network applications for embedded CPUs. RTIP 3.0-
MPC provides support for Motorola microprocessors including PowerPC,
MPC860, 68K, 68360, and Coldfire. Systems are also available for 808x,
80186, 386, ARM, SparcLite, Mips, Hitachi, Mitsubishi, Philips, and Infineon.

INTERNET PROTOCOLS
SUPPORTS UDP, TCP, ARR, RARR, BOOTP, ICMP, IGMP, DNS

DEVICE DRIVERS
Ethernet, 100 Base-T, Uart, PCMCIA based, PCI based

KERNEL DRIVERS

AMX®, CMX®, SMX®, Nucleus®, RtKernel®, Pharlap®,
TNT®, ETS®, TNTRT®, PSOS®, RTXC®, RTPX,
Polled (no kernel), UCOS®, ECOS®, VRTX®, Threadx®

PORTING LAYER
Ports easily to any realtime OS/CPU

DIAL-UP
SLIR, CSLIR, PPP, modem support

APPLICATION PROTOCOLS

SNMP, DHCPR, NFS, FTR, TFTPR, Telnet, Mail (SMTP, POP3, IM AP),
RIP, and Virtual/Memory File Systems

WEB SERVER

Full featured embedded Web Server (with diskless option)

EMBEDDED WEB BROWSER

I-BROWZR, EBSnet's Embedded Web Client, is a complete tool
for developing WEB browser interfaces for interactive internet
appliances and other embedded systems that wish to use HTML
to present a user interface.

I-BROWZR is written in portable C+ +, will port to any target
that can support the PEG Graphics Library and uses standard
socket calls to access the network.

I-BROWZR is compatible with EBSnet’s RTIP but can be
standalone.

ERTFS-DOS COMPATIBLE FILE SYSTEM

Comprehensive, portable, high performance
DOS compatible file /O for embedded systems.
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Embedded Internet Tools

[nternet processor

The Aul000 Internet Edge processor is
based on the MIPS instruction set and is
designed for high-performance at low-
power. It runs at speeds of up to
500MHz. Its peripheral set targets com-
munications market segments whose
products operate on the “outer edge” of
the Internet network, such as wireless
palm-sized PCs, third-generation data
devices, VoIP telephony devices, fire-
walls, and routers. The Aul00’s architec-
ture consists of a 32-bit core and
includes a five-stage scalar pipeline, 16K
instruction cache, a 16K non-blocking
data cache, a high-speed multiply-accu-
mulate (MAC) unit and an R400 class
memory management unit (MMU). Its
peripherals include 10/100 Ethernet
controllers, fast IrDA, multiple UARTS,
AC 97 controller, and 12S.

Alchemy Semiconductor
Austin, TX
(512) 421-6200

www.alchemysemi.com

Client software

EmWeb/Client is software that allows
devices to initiate basic HTTP transac-
tions (GET, PUT, and POST) with any
web server on the Internet for commu-
nications such as the transmission of
new configuration files or firmware
images, notification of web-based
alarms, and distribution of configura-
tion information to other networked
devices. It supports persistent connec-
tions (meaning it reuses TCP connec-
tions, rather than establishing them
each time a URL is to be fetched). Used
in conjunction with EmWeb/Server,
EmWeb/Client can implement applica-
tions through send and receive commu-
nications between different devices and
web-based applications. The idea is that

were you to have a networked printer
attached to the Internet by means of a
unique web page address, it would be
possible to automatically upload a doc-
ument residing on a different web page
to the networked printer.

Agranat Systems Inc.
Maynard, MA
(978) 461-0888

www.agranat.com

Information Linux

Based on Red Hat Linux, NeoLinux is
an OS designed for business-to-busi-
ness information appliances such as
cash registers, firewalls, routers, inter-
active web-kiosks, thin clients, security
devices, and wireless appliances. Its
features include ezCompress, which
allows Linux to be installed on small
systems without a hard drive; ezOFF,
which allows people to turn off their
device without going through the
“shut down” process required by a
desktop OS; ezSecure, which makes
the OS read only; and ezManage,
which allows appliances to be remote-
ly managed, configured, and updated
across a LAN or WAN. NeoLinux is
designed to operate on Intel X86 or
compatible processors.

Neoware Systems Inc.
King of Prussia, PA
(610) 277-8300

www.neoware.com

Tools for Bluetooth

The Bluetooth Extension to WinDK is
a toolkit that enables developers to
attach Bluetooth hardware to a tested
Windows Bluetooth stack. It may be
used to develop hardware and proto-
col drivers for Bluetooth implementa-

tions based on the Digianswer A/S
Bluetooth software stack. Also fea-
tured by the Bluetooth Extension to
WinDK is support for the develop-
ment of hardware drivers for USB,
PCI, and PCMCIA buses, as well as ser-
ial interfaces. Additionally, it lets you
access the hardware using any combi-
nation of port I/O, memory 1/0,
interrupts, and DMA. It’s available
now for $14,995.

BSQUARE
Bellevue, WA
(888) 820-4500

www.bsquare.com

Design kit

Micro WebTarget is a hardware/soft-
ware prototyping technology designed
for Web-enabled cell-phones, PDAs,
pagers, and other mobile devices. It’s
based on the connected limited device
configuration component (CLDC) of
the Java 2 platform, Micro Edition. The
Micro WebTarget features a single
processor core from Hyperstone
Electronics that combines a 32-bit RISC
processor with a 16-/32-bit DSP unit.
The processor core provides 200 MOPS
of processing power at 50MHz. Also
included is a builtin Ethernet con-
troller and interface transformer sup-
port for a direct network connection. In
addition to 4MB of DRAM and 1MB
flash, the MicroWebTarget utilizes
HyNetOS, a real-time network operat-
ing system designed specifically for the
Hyperstone RISC/DSP architecture.
The MicroWebTarget is available now
for $2,350.

Smart Network Devices
Dusséldorf, Germany
+49 (213) 122-3267

www.smartnd.com
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Pardon Me,
Do You Have
the Time?

ime is a fascinating concept that has kept scientists and
philosophers busy for centuries, debating its nature and pur-
pose. While we may not fully understand time, we still need to
measure it. Thousands of years ago, hunters and farmers
marked the seasons in order to know when to begin the hunt

or to |)l;lnl Crops. Many ancient stone and earthen structures
around the world appear to have had timekeeping functions.

In modern systems, timekeeping needs range from providing a CPU
clock for instruction timing to reporting current time with nanosecond
accuracy for navigation purposes.

Fortunately for developers, building a system with timekeeping capabil-
ity no longer requires moving yards of earth or tons of stone. Electronic
timekeeping requirements are so widespread that components and subsys-
tems that go a long way toward filling them are available off-the-shelf. A lit-
tle forethought can extend those capabilities even further. This article will
present a few ideas for answering the age-old question, “What time is it?”

For purposes of this article, let us define timekeeping as “the measure-
ment of the passage of time with sufficient accuracy, and in a suitable rep-
resentation, to meet the requirements of the system.”

The passage of time is typically measured by counting repetitive
events that occur at consistent intervals (a timebase), or by measuring a



condition that varies in a regular way
over time.

The earliest timebases were the
Earth’s rotation about its axis and its
revolution around the sun. Early
man’s timekeeping requirements were
fulfilled by counting days and years.
Short durations were later measured
by observing phenomena such as the
flow of water or sand, or the position
of the sun in the sky.

During the Renaissance, global sea
navigation created a need for accurate
timekeeping that didn’t rely on the
Earth’s motion. Mechanical clocks
were invented to fulfill that need.

When
arrived, methods for developing high-

the age of electronics

ly accurate periodic signals were devel-
oped, many based on the oscillations
of a quartz crystal. It wasn’t a difficult
step to apply them to timekeeping,
first by driving electromechanical
counters, later electronic ones. Now
methods exist that are accurate
enough to uncover the inaccuracies in
the Earth’s motion.

Timekeeping requirements
Numerous ways of measuring time are
available, from watching the sun rise
and set to counting vibrations of
atoms at a specific state. As embedded
system developers, we will usually
select a method that is electronic in
nature, and (we hope) inexpensive
enough that our users can afford it.
But how will we know if a method is
good enough? What kind of specifica-
tions may we be expected to meet?
The specification most commonly
given as a timekeeping requirement is
accuracy. Accuracy is commonly
expressed as a maximum allowable
error over a unit of time or as a per-
centage of total time. For example, a
wristwatch or real-time clock chip may
have a guaranteed error of 30 seconds

I Numerous ways of measuring time are available, from watching the

sun rise and set to counting vibrations of atoms at a specific state.

or less per month. Since the majority
of electronic timekeeping methods
rely on an oscillator of some sort as a
timebase, the accuracy may be given in
typical oscillator terms, for example,
parts per million.

Another specification that may be
given is resolution. One wouldn’t use a
calendar to time a marathon runner, or
a stopwatch to decide when to plant
corn. If resolution is specified, it will
usually determine the unit of measure
you will use in your timekeeping system.

Some timekeeping applications will
specify the representation of time. One
of the oldest legacy systems in exis-
tence is our method of expressing
time: seconds, minutes, hours, days,
months, and years. You've probably
noticed that the progression of these
units doesn’t fit conveniently into a
decimal or binary numbering system.
Nevertheless, sometimes we must pre-
sent time in the way that our human
clients understand it, instead of a more
convenient electronic representation.

Time can be represented in many
different ways. You should select a
method based on the answers to these
questions:

® How will the measurement be
taken? By counting periodic events
such as oscillator cycles, or simply
reading the date and time out of a
real-time clock chip?

® How will the measurement be
used? Will it be used in calcula-
tions, scheduling activity, or simply
displayed?

® How will the measurement be dis-
played? Is it an indication of the
current date and time, or is it a
measurement of duration? What
units does the user expect?

A requirement that isn’t strictly
related to timekeeping is synchroniza-

tion. When systems interact, they are
often expected to have a similar view
of current time. While it may be
acceptable to allow the user to set the
time and hope for the best, other
applications will require much closer
adherence to a common reference. If
your system requires synchronization
to an external reference, it will direct-
ly affect your timekeeping methods.

Time measurement

Perhaps the simplest method of mea-
suring time in an electronic system is
to count periodic events such as oscil-
lator cycles. Inexpensive quartz crys-
tals or even less expensive ceramic res-
onators or RC oscillators can give suf-
ficient accuracy for most applications.
With an oscillator operating at fre-
quencies of a megahertz or more, tim-
ing resolution of a microsecond or
better is possible. One may signal the
start and end of a duration with hard-
ware or software, and the resulting
measurement is a simple number that
may be recorded, compared, and used
in calculations without dealing with
modulo-60 issues.

Real-time clock chips are available
that combine an oscillator, divider
chain, and 32-bit counter in a conve-
nient package. The Dallas Semicon-
ductor DS1602 Elapsed Time Counter
is an example. The oscillator and
divider provide a one-second tick to the
counter, which may be read or set via a
serial interface. The many variants of
the Unix operating system keep real
time as the number of seconds since
midnight, January 1, 1970 (in a signed
32-bit integer), so this sort of hardware
could be a good timekeeping solution
for a Unix-like system.

Of course, almost anything hard-
ware can do, software can do cheaper.
A software counter may be used to
count ticks, as long as the CPU is
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guaranteed not to miss any. If time
must be maintained when the system
is powered down, software probably
isn’t the best solution.

The common method of expressing
time is a little more complicated than
counting ticks, but a lot of the work is
already done. Real-time clock chips are
available that use the oscillator and
divider of the chip described above to
increment a set of nested counters to
provide seconds, minutes, hours, days,
months, and years. These chips also
take into account months of varying
length and leap years. Dallas, Motorola,
and other semiconductor manufactur-
ers offer these types of products.

Again, software can perform the
same functions as these hardware
counters. Instead of incrementing a
single counter, one must keep a series
of counters and increment higher-
order counters when the lower-order
ones roll over. Also, the value at which
a day-of-month counter rolls over
varies depending on the month and
year. A software clock may still not be
a good solution if timekeeping must
be maintained while power is off.

Even if time is kept as a 32-bit sec-
onds counter, routines are available in
run-time libraries or freely available
source that will convert to and from
the real-world units. Standard C run-
time library functions such as time()
and ctime() can be used to deal with
such conversions.

Time operations
Regardless of the method (hardware
or software) and representation (sin-
gle counter or multiple) one chooses
to keep time, certain basic operations
must be supported. Timekeeping sys-
tems must be initialized, set, and read.
In some cases, they must also be syn-
chronized to external signals. In many
cases an external signal may be used as
a timebase to increment the time, so a
tick routine or input may be necessary.
Initialization is self-explanatory.
Most systems must be brought into a
known state before they may be used.
This could include zeroing counters,

or at least removing illegal values
(such as a random startup value of 29
in an hour counter). It may also pre-
pare inputs and outputs to be ready
for operation.

A set operation places a value into
the timekeeping system. While this is
usually done in response to a user
command, it may also be done auto-
matically by external systems.
Sometimes the set and initialize oper-
ations may be combined into a single
operation. A read operation gets the
contents of the timekeeping system.

Synchronization is the process of
getting the timekeeping system to
agree with an external time reference.
Most timekeeping systems, no matter
how accurate, will drift apart if left to
themselves. For systems that must
operate for long periods yet maintain
agreement on the current time, a
method of synchronization is neces-
sary. An early example is the clocks
used on railroads across the United
States almost a hundred years ago.
These clocks were all connected to the
telegraph lines that paralleled the rail-
roads. Every day near noon, the clocks
would wait for a pulse to come down
the telegraph line. When the pulse
arrived, the clock would immediately
jump to exactly 12:00 and pick up
timekeeping there. That way, rail sta-
tions across the country were all on
the same time, within practical limits.

The tick process is part of almost
every timekeeping system. It may be
internal to the system, in the form of
an oscillator, or it may come from an
external source. This is one of the most
accurate ways to synchronize time-
keeping, by the way—in effect, every
tick of the timebase resynchronizes the
local system. Many household and
even industrial clocks use the AC
power line frequency as a timebase,
and take advantage of that common
signal to maintain synchronization.

Time usually must be treated as a
shared variable. It is common to use a
periodic interrupt, generated by a
timer or other signal, to trigger an
interrupt service routine that incre-
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ments the time. If a higher-priority
interrupt should occur and its ISR
should read the time while it’s being
updated, it may get the wrong value.
This can even be a problem with hard-
ware clocks, although most modern
parts have circuitry to prevent colli-
sions between reads and writes.

Practical procedures
Developing a timekeeping system need
not be a difficult thing, although at
times it’s not as simple as it seems. If all
that is required is to be able to display
the current time of day, a simple set of
nested counters updated by software in
response to some periodic signal, such
as a timer interrupt, is an inexpensive
and straightforward solution. If time
must be maintained in the absence of
power, a battery-powered clock chip is
an effective solution, in which case a
simple driver routine to read and write
the chip is the only software necessary,
especially if the clock chip has the bat-
tery built in. Such parts are easier to
design in than a separate battery and
power switching circuitry.

If the system is required to perform
certain actions in response to a sched-
ule, or if events will be recorded and
stored or presented in chronological
order, perhaps a single counter (hard-
ware or software) to count seconds is a
better choice. It’s easier to do a date
and time comparison by doing this:

if (presentTime == nextAlarmTime)
i

than by doing this:

if ((presentSecond ==
nextAlarmSecond) &&
(presentMinute ==
nextAlarmMinute) & ...)
e

This makes sorting of dates and
times easier, as well as detecting a
scheduled time. If date and time must
be displayed while using this time rep-
resentation, conversion routines are
available—many C run-time libraries
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include them already—to go to and
individual second,
hours, month, day, year, and day-of-

from minutes,
week representation.

One of the things that should be
considered when deciding whether to
use hardware or software for time-
keeping is the resolution required. If
your system must resolve time to
microseconds, software timekeeping
with a periodic interrupt to increment
it probably isn’t going to work. An off-
the-shelf clock chip probably won’t do
either, since their timebases are typi-
cally a one-second tick.

Reading time from a clock chip is
usually straightforward, as long as you
have a proper driver for the chip’s
interface. Memory-mapped registers
are usually simple—read and write
them like RAM. A serial interface
clock chip, if it uses a standard serial
bus protocol like I2C, is almost as easy
if you have an I2C interface on your
processor. If not, you'll have to bit-
bang a driver using I/O lines. Serial
interface chips are slower to access
than their byte-wide counterparts, so if
the amount of time it takes to read the
chip is a problem, consider keeping a
RAM copy of the time, and letting the
rest of the system read that.

When a system includes timekeep-
ing capability, one feature request that
almost always seems to appear is to be
able to make an “alarm clock,” that is,
a feature that schedules some opera-
tion to occur in the future. Whether
the request makes sense or not is up to
you and your marketing people, but if
you have to do it, here are a couple
things to keep in mind:

® Consider using a single counter for
timekeeping. One comparison is
easier to make than six

® When comparing, test for present
time being greater than or equal to
the schedule. If you happen to miss
making the comparison at the
exact time called for in the sched-
ule, you’ll catch it on the next sec-
ond. Otherwise, you may never
catch it

Potential problems

Setting the time has essentially the
same problems as reading the time—
as a shared data item, it’s important to
avoid writing the new time while a
read is in progress. A hardware clock
chip has two sources of writes to the
current time: the set operation in soft-
ware, and the normal tick update
which is driven by hardware. When
applying a hardware clock, check the
vendor’s documentation to see it pro-
built-in
method, or a suggestion for prevent-

vides a synchronization
ing simultaneous writes.

A common problem that can affect
a timekeeping system is when multiple
copies of time exist in the system. For
example, a system may keep time
internally as a 32-bit count of seconds,
but convert the counter’s contents to a
structure with seconds, minutes,
hours, days, months, and years for dis-
play purposes. If the two representa-
tions get out of sync, which is the cor-
rect one? This is especially true of sys-
tems that use battery backup on a
hardware clock—at system power-up
the clock chip may be the master
source only long enough to initialize a
software timekeeping system, which
then becomes the master.

You may require a feature that
amounts to an “automatic time set’—
Daylight Saving Time. This is a tricky
feature from an implementation stand-
point—the date on which Daylight
Saving Time starts and stops are set by
law, and may change at the whim of the
legislature. Clock chips that have a
Daylight Saving Time shift algorithm
built in are in danger of being made
obsolete with the stroke of a pen.

If you must handle Daylight Saving
Time automatically, consider running
your core timekeeping on Standard
time, or even Universal Time (also
known as Greenwich Mean Time) and
adjust it for Daylight Saving Time
when the time is read. This requires
that the timekeeping system be able to
determine when it is in Daylight
Saving Time, and when it is not. The
“first Sunday in April until last Sunday
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in October” period currently used in
the United States can be determined
with a moderately simple algorithm.
Or, the system could keep a list of
dates on which Daylight Saving Time
starts and stops. This method has the
advantage that it can be more easily
changed if the law is changed or if
your product is to be marketed out-
side the U.S.—a simple table update,
instead of re-coding an algorithm.

If you must adjust your base clock
for Daylight Saving Time, be very care-
ful of the autumn (“fall back”) shift.
For example, in the U. S. the hour
from 1:00 a.m. to 2:00 a.m. is repeat-
ed—the first time as Daylight Saving
Time, the second as Standard Time. If
your system waits until 2:00 a.m. and
sets the clock back, it will see 2:00 a.m.
again in one hour. Unless your system
remembers that it has already
changed the time, it will set the time
back again. (I still cringe at the
thought of going to work on the
Monday after the autumn time
change, even though I learned this les-
son over 10 years ago.)

Synchronization

Synchronizing to an external refer-
ence is probably one of the most diffi-
cult aspects of developing a timekeep-
ing system. If the desired source is a
periodic signal that is guaranteed to be
available, you can use it to trigger the
tick process that will update your time
counter. However, if the reference isn’t
always available (for example, it occurs
only once per day, or it may arrive
when your system is powered down),
this may not be an option.

In its simplest form, a synchroniza-
tion signal is a time set operation. The
user (or a host system, or some other
authority) sends a time set command to
the system. If the uncertainty of when
the command is executed (which will
contribute to timekeeping inaccuracy)
is acceptable, this is probably the easiest
method of synchronization.

A sync signal can be thought of as a
time set command with a default time
value implied. The railroad clocks
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mentioned previously used this sort of
synchronization. They were pro-
grammed to treat a pulse that arrived
in the correct window as a command
to set the time to the nearest noon.
(Be careful of the distinction between
“nearest noon” and “next noon”—if
the clock already reads 12:00:03, next
noon is tOMOrrow.)

Additional care must be given to
synchronizing a clock that is used for
scheduling events. If a sync command
arrives that causes the clock to skip
over a scheduled event, decide ahead
of time how it should be handled.
Should the event be executed imme-
diately? Should it be skipped? This is
also true of events that may already
have occurred before the time is set
back. Should it be repeated? Think
about these things before they hap-
pen—they’re a lot harder to change
later. The same consideration must be
given to events in the presence of a
general time set command.

A number of time services are avail-
able over communications media such
as networks (including the Internet),
dial-up services via modem, shortwave
radio, and satellites. Some are even
able to adapt to transmission delays to
minimize errors. The U.S. National
Institute for Standards and Technology
(NIST) and the U.S. Naval
Observatory (USNO) both operate
time standards with incredibly high
accuracy, and offer publicly accessible
sources of time data and synchroniza-
tion. NIST offers time sync capabilities
via the Internet, dial-up modem con-
nection, telephone voice announce-
ments, and shortwave radio broadcasts
on radio station WWV. USNO offers
time sync and reference capabilities via
Internet, dialup modem, telephone
voice announcements, and can pro-
vide information on using the Global
Positioning System (GPS) for highly
accurate time. The U.S. Coast Guard
also operates the LORAN-C system,
which can be used for timing as well as
navigation. Before you develop a sys-
tem to rely on one of these services,
check with the organization that oper-

ates it. Some services may be scheduled
to be discontinued in the future.

Synchronizing the time by setting
the clock works well enough for most
applications, but there are some stum-
bling blocks you should be aware of.
Some real-time clock chips don’t reset
their internal divider chain when a time
set occurs. Most clocks use a 32,768Hz
crystal oscillator, divided down to 1Hz,
to update their counters. It’s possible to
set the time into such a chip, but still
have it increment within a few microsec-
onds. If you're using a network time ser-
vice that guarantees an accuracy of mil-
liseconds, it is wasted on a clock that
may be off by almost a second. If you
must begin the second when the set
occurs, either use a chip that resets the
divider or keep time in software.

A similar problem occurs when
using an external reference signal, such
as the power line, to drive a software
timekeeping system with a hardware
clock for backup timing when power is
off. When power is restored, the system
can read the present time (accurate to
within one second) but has no accurate
way to know on which cycle to incre-
ment to the next second. The best that
can be hoped for is to watch for the
hardware clock to increment, and begin
counting out cycles from that point. At
some point, a new synchronization sig-
nal will arrive, starting the cycle counter
over at the correct point. Depending on
the application, it may be appropriate
to flag the user that time synchroniza-
tion is questionable until the new sync
signal is received.

Considering requirements
Keeping time in any sort of system,
embedded or otherwise, can be a sim-
ple task or a nightmare. Consider the
requirements carefully. Too many peo-
ple think it is simply a matter of adding
a clock chip, only to find that the sys-
tem still won’t do what is needed.
Depending on what is required of a
timekeeping system, one may choose to
keep time either as a single counter of
some unit of time, commonly seconds,
or as a series of counters of increasing-
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ly larger units. A single value represen-
tation is convenient for doing time
arithmetic and comparisons, as in the
case of scheduling events. However,
humans, as well as external systems, are
accustomed to a multiple-value repre-
sentation of time given in seconds, min-
utes, hours, days, months, and years.
Timekeeping that requires a resolu-
tion of microseconds to milliseconds
requires some sort of hardware solution.
Software on most platforms can usually
resolve from milliseconds to years or
even centuries but is likely to lose the
correct time if power fails. Real-time
clock hardware is available that will
resolve from seconds to years, and main-
tain time even when external power is
off. However, these chips may be difficult
to synchronize to an external reference
with better than one second resolution.
Whatever the requirements, help is
available if the developer needs it.
Clock chip vendors have data sheets
and application notes that cover most
situations, and a good deal of software
has been written in existing systems
that may be used outright, or modified,
to give the necessary functions.  esp
David Hinerman is a software engineer at
Rochester Instrument Systems in Rochester,
NY. He has over 15 years experience as an
embedded software developer. Contact him
at hinermad@uworldnet. att.net.
The author would like to thank Norbert
Balko for his review and suggestions.
Sources
National Institute for Standards and
Technology

Network time service: www.bldrdoc.gov/
timefreq/service/nts.htm

Dial-up (modem) time service: www.
bldrdoc.gov/timefreq/service/acts.htm

U.S. Naval Observatory

Network, modem, and Global Positioning
System time services: tycho.usno.navy.
mil/ctime.html

U.S. Coast Guard
LORAN-C radionavigation and time
service: www.navcen.uscg.mil/loran/
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Modeling Dynamic

Systems

To develop a simulation of a complex dynamic system, you must first develop mathematical models of
major system components, as well as of any significant interactions between the system and its operational
environment. Here's an introduction to the development of mathematical models of dynamic systems.

mathematical model is an algorithm or set of

equations that is combined with a set of data
values to represent the significant behavior
of a system, process, or phenomenon.
The development of a mathematical
model for a given real-world system can be
a difficult task. In cases where the system’s dynamics are not
well understood, a series of experiments must be per-
formed to collect data that can then be processed using var-
ious techniques to yield a model of system behavior. This
article introduces some of the methods used in the devel-
opment of mathematical models of real world systems and
phenomena.

Continuous-time dynamic systems

The behavior of a dynamic system evolves over time. This
behavior is usually represented by differential equations
when modeling continuous-time systems. A system is called
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continuous-time if its descriptive equations are defined for
all values of time. Our focus in this article will be on the
modeling of continuous-time systems.

Some examples of continuous-time dynamic systems are
the translational and rotational motion of an aircraft, the
orbital motion of a satellite, the response of a robotic arm
to the motion of its actuators, and the response of an op-
amp bandpass filter to an input signal. The differential
equations describing the behavior of these systems are
called dynamic equations.

High-fidelity dynamic equations representing complex,
real-world systems tend to be nonlinear and time-varying,
which makes their analytical solution difficult or impossi-
ble. When simulating these systems, numerical integration
algorithms are used to estimate the solution of the dynam-
ic equations. Because numerical integration is used, a
mathematical model of a dynamic system only requires the
dynamic equations that describe the system’s behavior.




The actual solution of these equa-
tions occurs while the simulation is
running.

Most numerical integration algo-
rithms operate only on first-order dif-

ferential equations. This means that if

a dynamic equation contains second-
order (or higher) derivatives, it must
be transformed into an equivalent set
of first-order differential equations.
This is a simple procedure, which is
described in the sidebar “Modeling
High-Order Differential Equations.”

Equation 1 below shows a second-
order (nonlinear) differential equa-
tion. The result of solving Equation 1
for the highest derivative is shown in
Equation 2. Equation 3 is a set of two
first-order differential equations that
are equivalent to Equation 1. In
Equation 3, x; is equal to the solution
function x, and x, is equal to the deriv-
ative x'. The variables x and x, are
referred to as state variables:

x”+3x% +5x =1 1)
x"=-3x"-5x+1 (2)
X, =-3x] —5x,+1

X =x (3)

In general, a differential equation
such as Equation 1 will have many
solution functions. Additional infor-
mation must be provided to specify
the solution of interest. In dynamic
system simulation, this additional
information is given in the form of ini-
tial conditions on the state variables.
These initial conditions are the values
of the state variables at the beginning
of the integration interval.

Equation 4 shows an example set of
initial conditions at time zero that,
combined with Equation 3, uniquely
specify the solution to the dynamic
equation of Equation 1:

' Experts with thorough knowledge of the system and components of

interest typically perform the model development.

x,(0)=0
x(0)=0

(4)

Mathematical modeling
Mathematical models are developed
using the techniques of engineering
disciplines relevant to the system
being modeled. Experts with thor-
ough knowledge of the system and
components of interest typically per-
form the model development.

The process of model development
begins by specifying the requirements
the model must meet. Some of the
issues that must be addressed are:

® What effects should be included in
the model? A complex system
exhibits many different kinds of
behavior (for example, the motion
of motors, vibration, wear of mov-
ing parts, and so on), but not all of
these behaviors may need to be
modeled to produce an effective
simulation. Limiting the effects
modeled to only those that are nec-
essary will make the model less
complex and easier to build, test,
and maintain, as well as requiring
less computational resources to
execute

® How detailed must the model be?
In many cases, a simple model is all
that is needed, but if precise deter-
mination of system behavior is
required, the model may need to
be very complex

® What interactions between the sys-
tem and the outside environment
must be modeled? For example, a
model of communication satellite
motion must typically operate in
conjunction with a model of the
earth’s gravitational field, as well as
models of other relevant phenome-
na such as solar pressure

® What techniques will be used to

develop the model? A fundamental
choice is whether to use physics-
based equations or measured data
as the basis for the model, or some
combination of the two. The
answer to this question is often
obvious to those with expert knowl-
edge of the system being modeled

® What data must be gathered to per-
form the modeling? For example,
an aerodynamic model of an air-
craft may require extensive wind
tunnel testing

® How much time and how many
people are available to develop the
model? As complexity
increases, so do development and

model

test hours

® What computing resources are
available for the model? A large
model may consume significant
amounts of memory, disk space and
CPU time. However, given the
capabilities of current computers,
this may not be a critical issue

® Will the model eventually be used
in a hardware-in-the-loop (HIL)
simulation? This may place severe
constraints on the execution time
allowed for the model.
Alternatively, a complex model may
require high performance comput-
ing hardware for use in a HIL sim-
ulation, perhaps involving the use
of multiple processors

® How will the model implementa-
tion be verified and validated?
Reasonable ways must be found to
confirm that the model is correctly
implemented and that its behavior
matches the real-world system
being modeled to an acceptable
degree

These issues should be addressed
as part of planning for the simulation
effort. The questions above can be
applied initially at the highest level of
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A model is called "physics-based” if it is based on the equations of

generally accepted physical laws.

the form ki <iftE; x, X1

a first-order differential equation.

follows:'x'y = xo, x5 =G0kl = X

~ Modeling High-Order Differential Equations
~ The steps below show how to transform an ordinary differential equation of arbitrary
order into an equivalent set of first-order differential equations suitable for implemen-
tation in a simulation. If the differential equation is of order 1, the result of this proce-
dure will be n first-order differential equations. :
1. Solve the equation for the highest order derivative. This places the equation into
. x-0] where x is the nth order derivative.
2. Make the following 5ub9tltutmns for the function and its derivatives: x, = X, Xy=
X', x3 = x", and so on. This changes the equation into the form Aol SRet e o T

3. Write first-order differential equations for each of the variables x, through x,, , as

the entire system being simulated and
then again and again as the system is
broken down into subsystems and
individual components to be mod-
eled. The same questions should also
be used in the development of addi-
tional models that are required for a
complete simulation, such as the grav-
itational field and solar pressure mod-
els in the communication satellite pre-
vious example.

Level of model complexity
The required complexity of a mathe-
matical model is primarily determined
by the answers to the first two ques-
tions listed in the previous section: the
effects to be modeled and the level of
modeling detail required. For most
systems complex enough to make a
simulation worthwhile, a large num-
ber of effects can be identified that
potentially have some bearing on per-
formance. The model developer must
determine which effects are significant
and which can be ignored. This is par-
tially an economic decision because
the more effects that are added to a
model, the more it will cost to develop
and validate, and the longer it will take
to complete development.

One useful approach to dealing
with these issues is to start with a rela-

tively simple model containing a limit-
ed set of effects and a coarse level of
model detail. Then, as experience is
gained with the simulation, more
effects and model details can be added
as needed. Often, in the early stages of
simulation development, it is not clear
which effects and model details are
truly significant. If a large number of
effects and model details are included
in the initial design of the model, it
may turn out that much effort has
been wasted modeling things that turn
out to be insignificant in determining
system performance.

If the software interfaces to each
model are well defined, it should be
possible to replace individual models
with higher fidelity representations
without the need to make significant
changes to the rest of the simulation.
It may also be useful to maintain mul-
tiple levels of fidelity simultaneously
for particular models in the simula-
tion. This will allow the simulation
user to select the desired level of fideli-
ty as part of the simulation input data
set. Having multiple model fidelity lev-
els available in a simulation can allow
the user to perform detailed modeling
of particular effects or system details
when needed, and potentially reduce
execution time significantly on simula-
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tion runs when that level of detail is
not required.

Modeling methods
We will now discuss some of the com-
monly used techniques for developing
the equations and data sets for a math-
ematical model. A model is called
“physics-based” if it is based on the
equations of generally accepted physi-
cal laws. A spacecraft orbital model
based on Newton’s laws of motion is
an example of a physics-based model.

Many systems have behavior that is
too complex to represent easily in
terms of the laws of physics. The aero-
dynamics of a supersonic aircraft, for
example, tend to be complex and non-
linear. In this case, the only reasonable
approach may be to measure the sys-
tem’s behavior with a sub-scale model
in a wind tunnel and then create a set
of lookup tables to serve as the model.
This is called an “empirical” model.

Let’s look at an example of a
physics-based model. Figure 1 shows a
pendulum suspended from a string of
length [ under the influence of gravi-
tational acceleration g. The pendulum
angular deflection with respect to the
vertical is 6, given in radians. The mass
of the pendulum bob is defined as m.
The goal for this model will be to
determine the period of oscillation of
the pendulum as a function of the ini-
tial deflection angle 6, assuming that
the initial velocity, 6, is zero.

Given the goal of determining the
the effects that
must be modeled will now be consid-

oscillation period,

ered. We will look at the relevant phys-
ical effects and determine which to
include in the model and which to
ignore:

@ Gravity must be modeled, since the
pendulum would not move at all
without it

® The mass of the pendulum bob
must be modeled for the same rea-
son

® If the size of the bob is small in
comparison to the length of the
string, the bob can be modeled as a



Simple pendulum

point mass. This simplifies the
model significantly

® If the mass of the string is much
less than that of the bob, the
string’s mass can be ignored

® Friction within the string will be
assumed to be a small effect over
short time periods and will be
ignored

® The pendulum will be assumed to
move slowly so that air resistance is
not a significant factor over a short
time period

We know that a real pendulum will
eventually slow down and stop due to
friction in the string and air resistance.
This isn’t the kind of behavior we are
interested in, so we will modify our
goal to be the determination of the
oscillation period at the time its
motion is started. This assumes that
the pendulum slows gradually and the
oscillation period changes slowly.

We have made several simplifying
assumptions that will make the model
development task easier. Next, we will
apply the laws of physics to the system
to develop the dynamic equations.

The force of interest due to gravity
will act on the pendulum bob in the
direction perpendicular to the string
at any moment in time. This force is

defined as shown in Equation 5:

F =—-mgsin@ (5)

Applying Newton’s law I = ma to
the problem leads to Equation 6,
where a is the acceleration of the bob
in the tangential direction:

a=-gsin6@ (6)

The acceleration a is related to the
angle 0 by the relation a = (6. This
leads to the final dynamic equation
given in Equation 7:

6=-S5in0
[ (7)

Note that this equation does not
depend on the mass of the bob m;
however, it does depend on the
assumptions we listed previously. It is
also a nonlinear differential equation
because the term sinf appears in it. To
completely determine a solution for
this equation the initial conditions of
the system must be specified as shown
in Equation 8. The parameter 6, in
Equation 8 is the angle from which the
bob is released at time zero with an ini-
tial velocity of zero. For this example,
the possible values for 6, will be
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In situations where the dynamic equations or data values for a math-
ematical model are not known to the desired degree of precision,
alternative methods for model development are necessary.

assumed to lie in the range [-m/2,
/2]

0(0)=#, -

To make Equation 7 suitable for
simulation, it must be restated as a set
of first-order differential equations
and corresponding initial conditions
as shown in Equation 9:

0, =—-§sin9,

él =0,
6,(0)=6,
6,(0)=0 (9)

Using the techniques of numerical
integration, these equations can be
solved for various values of 6, and the
oscillation period can be determined
from examining the solutions.

This example has demonstrated
the basic approach for developing a
physics-based mathematical model of
a dynamic system. Similar techniques
can be used in the development of
models from other disciplines such as
electronics and chemistry, as long as
the dynamic equations describing the
system are well defined and the data
values appearing in the equations can
be determined with sufficient preci-
sion. In this example, the only data val-
ues required were the gravitational
acceleration g, the string length /, and
the initial displacement 6. Of course,
other data would have to be examined
to verify that the assumptions are rea-
sonable, such as the assumption that
the mass of the string is small relative
to the mass of the bob.

In situations where the dynamic
equations or data values for a mathe-
matical model are not known to the
desired degree of precision, alterna-
tive methods for model development
are necessary. These techniques are
discussed in the next section.
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Empirical modeling

Empirical modeling techniques use
measured data from various types of
experiments to develop a mathemati-
cal model of a system. In reality, all
mathematical models are empirical
to some degree. For example, the
pendulum model in the previous sec-
tion includes some empirically deter-
mined constants. However, our inter-
est in this section is on the develop-
ment of models for systems with sub-
stantial dynamic behavior that is not
readily modeled by well-defined
equations.

Table interpolation is a static mod-
eling technique used to evaluate func-
tions of the form shown in Equation
10:

y=F(x,%,%,K ) (10)

This is a static method in the sense
that it does not permit the direct
implementation of dynamic equa-
tions. However, table interpolation
functions can be used in the construc-
tion of dynamic equations. For exam-
ple, coefficients appearing in the
dynamic equations can be computed
using table interpolation.

This approach is normally used
when the output of the function must
be determined experimentally. It is
also applicable as a speed optimization
technique if a lengthy computation
(perhaps an iterative procedure) is
required to evaluate the function. In
this case, a table interpolation to esti-
mate the result of the computation
may execute many times faster than a
direct computation.

The function inputs x;, %, and so
on can be any variable in the simula-
tion, such as time, a state variable, or
even a constant. The number of func-
tion inputs is arbitrary, but in practical
applications it is usually five or less. As
more inputs are added to the func-
tion, its memory requirements and
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execution time will tend to increase.
The output y depends only on the val-
ues of these inputs when the function
is evaluated.

A one-dimensional example of the
data set for an interpolation table
with eight equally spaced break-
points is shown in Figure 2. The span
of the input variable x is [0, 0.7]. If
the input variable precisely matches
the x location of one of the break-
points it is a simple matter to return
the corresponding y value as the
result of the function evaluation. If
the input value falls between the
breakpoints an interpolation must be
performed.

Many different techniques are
available for interpolating functions
between breakpoints. We will discuss
the commonly used method of linear
interpolation. One-dimensional lin-
ear interpolation is performed graph-
ically by drawing straight lines
between adjacent points as shown in
Figure 3. The interpolated function
changes continuously between break-
points, but its derivative is discontinu-
ous at the breakpoints. If this not
acceptable, other interpolation tech-
niques that produce smoother results
(such as cubic spline interpolation!)
can be used instead. The steps in lin-
ear interpolation for the case where x
coordinates are equally spaced are
shown in the sidebar “Linear
Interpolation with Equally Spaced
Breakpoints.”

Unequally spaced
breakpoints

If the x coordinates of the break-
points are not equally spaced, it
takes more work to determine which
point interval contains the function
input value. A general approach for
locating the correct interval is the
technique of bisection. This is an
algorithm for performing an effi-
cient search of an ordered list. The
steps in the bisection method are
shown in the sidebar “Linear
Interpolation with Unequally Spaced
Breakpoints.”
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Although the bisection method is
the most general technique for locat-
ing the correct breakpoints interval, it
may be possible to eliminate this
search much of the time. If the input
value x changes slowly between evalu-
ations of the function, the simple step
of checking if the input is contained
in the same interval as it was for the
previous function evaluation will
often eliminate the need for bisec-
tion. If the input does not lie in the
same interval as was used in the previ-
ous evaluation, bisection would then
be performed.

The bisection algorithm is consid-
erably more time cohsuming than the
direct computation used with equally
spaced breakpoints. The advantage of
using unequally spaced breakpoints is
that it may be possible to adequately
model a particular function with a
much smaller table than would be
required with equally spaced break-
points. This is because the unequally
spaced breakpoints can be closely
spaced in regions where the function
has rapid fluctuations and more wide-
ly spaced in regions where the func-
tion is relatively smooth. When using
equally spaced breakpoints, all the
breakpoints must be spaced closely
enough to accommodate the most
rapid function fluctuations in the
function even if this only occurs over
just a small part of the input variable’s
span.

The selection of equally spaced vs.
unequally  spaced  breakpoints
depends on the characteristics of the
function to be interpolated, the time
available for function evaluation, and
the memory available for table stor-
age. If unequally spaced breakpoints
are used, the locations of the break-
points should be selected carefully to
minimize the number of breakpoints
required while simultaneously limiting
the magnitude of the interpolation
error. When equally spaced break-
points are used, the point interval
must be chosen to limit the maximum
interpolation error to an acceptable

value.
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Multidimensional table
interpolation

We will now examine linear interpola-
tion of multiple-input functions. To
evaluate a multiple-input interpola-
tion function, each input variable
must have a set of breakpoints (either
equally or unequally spaced) associat-
ed with it, as well as a table of the
function values at the breakpoints.
There is no reason that a particular
function cannot have equally spaced
points for some inputs and unequally
spaced points for others. For each
input, the interval containing the cur-
rent input must be located using the
interpolation techniques described
previously. Then, using these break-
points, a multidimensional interpola-
tion is performed.

We will look at an example using a
two dimensional table with equally
spaced breakpoints for both input
variables. It is straightforward to
extend this example to three or more
dimensions. Equations 14, 15, and 16
list the x and y axis breakpoints and
the function values z at those break-
points. The table in Equation 16 is
defined so that increasing values of x
appear across the columns from left to

right and increasing values of y lie
along the rows from top to bottom:

0 01 03-03

|01 03 05 04
“101 05 06 07
02 05 0.6 09

Z (16)

This example uses equally spaced
breakpoints, but the steps are identi-
cal for unequally spaced breakpoints
once the correct intervals have been
determined. In Figure 4, the function
inputs x and y define the point p, at
which we wish to evaluate the function
output z. The four points defined by
the intersection of the lines x=x;, x=x,,
y=y;, and y=y, represent the surround-
ing breakpoints defined in Equations
14, 15, and 16. Two-dimensional inter-
polation is performed in two steps.

First, the interpolated function val-
ues at the points p; and p, in Figure 4
are computed using the formulas
shown in Equation 17:
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Z(x,3)=2(x,3)+

[z(xz,y,)— 2(x, 3, )] ;;_ .

—~X

Z(x’)’z) = Z(xl’)’z) +

[2(x;7,) - 2(x0.3,)] ;2_ A

-x
(17)
Then, linear interpolation is per-

formed between p;, and p, along the y
dimension as shown in Equation 18:

Axy)=z(xy)+

[Z(x’)b) N Z(x’)ﬁ )]

Y=V (18)
=N

A plot of the function defined by
Equations 14, 15, and 16 using linear
interpolation is shown in Figure 5.
Note that the between-point surfaces
resulting from the linear interpolation
will not generally be flat. The only
time an interpolation surface will be
flat is when the four points at the cor-
ners of the interpolation intervals for
the surface all happen to lie in the
same plane.

Multidimensional interpolation
can be extended to any number of
input variables. For example, with
three inputs, linear interpolation is
performed across a three dimensional
box using the eight function values
located at the box corners.

Linear function interpolation is a
common tool in the simulation of
complex dynamic systems. The selec-
tion of equally spaced or unequally
spaced points is a trade-off between
data table size and speed of function
evaluation, which depends on the
characteristics of the data that repre-
sent the function. Any arbitrary num-
ber of inputs can be used in an inter-
polation function, but as more inputs
are added, execution time and memo-
ry usage will increase.

System identification
Another technique for developing
models of dynamic systems is system
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identification.? To perform system
identification, one or more input data
sequences and the corresponding out-
put data sequences are required for
the system being modeled. Typically,
tests of a real world system are
designed and executed to generate

this data. Through the application of
a variety of algorithms, it is possible to
derive an estimate of the system trans-
fer function from input to output.
The resulting model is typically linear
and time-invariant, so care must be
taken to confirm that it is an adequate
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representation of the system being
modeled.

The model developed using sys-
tem identification techniques is a
dynamic model, while the table inter-
polation methods presented in the
previous sections are static function
evaluation techniques. System identi-
fication and table interpolation meth-
ods are similar in that they are based
on the use of measured data rather
than an assumed set of mathematical
relations as in the case of physics-
based modeling.

Effort levels

This article has presented some com-
monly used techniques for the devel-
opment of mathematical models of
complex dynamic systems for simula-
tion. We have also looked at the rele-
vant questions that should be asked
prior to beginning the development of
a model of a dynamic system. The
answers to these questions will help
the model developer determine the
approach and level of effort that are
needed for developing a particular
model. Proper application of these
methods will lead to the development
of mathematical models that realisti-
cally represent real world systems with-
out wasting resources in the develop-
ment of an unnecessary level of model
fidelity. esp

Jim Ledin is a consulting engineer in
Camarillo, CA. He can be reached by e-
mail at jim@ledin.com.

This material is excerpted from the book
Simulation Engineering, which will be
published in 2001 by CMP Books.
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SEAN BEATTY

Sensible
Software
Testing

To find and kill bugs, you must know where they live. You can use
knowledge about the sorts of errors found in a program—and the
risks they pose—to select the most effective testing strategies.

any demands are placed on a software engineer’s time.
High quality, robust feature count, and low cost are often
considered critical goals even though they generally com-
pete against each other. In many development environ-
ments, time to market is critical, and the specification is
in flux throughout the development process. Too often,
testing gets whatever time is left between the point at which the code is fin-

ished and the date it must be shipped.

While it may be impossible to fix all the problems with the environment
in which software engineers must work, it is helpful to quantify the chal-
lenges they face. This article aims to help the software engineer develop a
practical approach to testing firmware. By understanding the goals of a
given testing strategy and the associated costs, better decisions can be made
as to what to test, and when.

Approach
To meet the goal of identifying a practical software testing strategy for a
given project, I propose analyzing the problem along three lines:

® Identify the types of bugs common in embedded systems software

® Discuss the various methods used to find bugs

® Apply the “best” methods as part of a sound software development
process



This approach sounds simple, but
like many plans, the devil is in the
details. The engineer needs to know
the frequency of a certain type of
bug’s occurrence and the relative
effect it has on the function of the sys-
tem. Most of this article is devoted to
elaborating on the various types of
bugs so these issues can be better
understood. It’s only after developing
a good scope of the problem that an
engineer can develop an appropriate
solution.

Once the problem is understood,
various ways of uncovering software
bugs are considered. This includes dis-
cussing the effectiveness of given
methods in finding the different types
of bugs. When all these topics are
properly understood, the engineer is
well on the way to implementing a sen-
sible embedded systems software test
plan.

Before proceeding further, I must
clarify some of the terms used fre-
quently in the following discussion:

® The words bug, failure, and error are
used interchangeably. They all indi-
cate some problem with the soft-
ware

® The terms subroutine, function, and
method are used synonymously to
indicate some code that can be
called

® Bug frequency is categorized in
four groups: rare, less common,
more common, and common

® Bug severity is indicated by one of
four labels: non-functional, low,
high, and critical

A taxonomy

When devising a plan to remove bugs
from software, it helps to know what
you’re trying to find. Software can fail
in many ways, and mistakes are intro-
duced into the code from many differ-

: Bugs introduced into the software during the “coding” or

implementation phase are quite common.

ent sources. Some bugs have greater
repercussions than others, and almost
all of them have consequences deter-
mined by the type of application and
the domain in which it operates.

What follows is a catalog of errors
found in embedded systems software.
The list is long, yet important.
Without understanding how software
can err, it’s difficult to find the poten-
tial errors. The relative frequency and
severity is listed for each type of bug.
Definitions for some of the terms
used in the discussion appear in the
sidebar.

Non-implementation error sources
Errors can be introduced into the
code from an erroneous (or ambigu-
ous) specification or an inadequate
design. They can also result from
hardware that doesn’t operate correct-
ly, or operates differently than speci-
fied or otherwise understood.
Frequency: All too common.

Severity: Ranges from non-functional
to critical.

Implementation error sources

Bugs introduced into the software
during the “coding” or implementa-
tion phase are quite common. These
types of errors will receive emphasis
in this article. There are many types
of implementation bugs of varying
severity. It helps to group them into
general classifications based on some
common elements. Arguably, some
bugs could appear in more than one
classification.

Algorithm/logic/processing bugs

Off by “17

It’s common to be “off by one” in a cal-
culation. For example, a loop needs to
execute 10 times, and a construction
such as for (x = 0; x <= 10; x++)is
used. This will execute 11 times, not

10 times. Another example: for (x =
array_min; x < array_max; x++). If
the intention is to set X to array_max
on the last pass through the loop, the
software is in error.

Frequency: Common.

Severity: Varies, but is typically high,
since the program doesn’t operate as
intended. However, in other instances
this type of error may never be detect-
ed. For example: filtering a variable. If
an average of the last 10 samples is
intended, and instead nine samples or
11 samples are averaged, it’s possible
that a difference in the program’s
function will not be detected.

Parameter passing

Incorrect arguments or parameters
may be passed to a subroutine.
Examples include passing a financial
number in dollars when a yen amount
was expected or returning a tempera-
ture in degrees Celsius when the call-
ing program is assuming Fahrenheit.
Frequency: Common only when many
complicated function invocations are
used.

Severity: Varies.

Return codes

Improper handling of return codes is
another potential error source.
Assuming the called function executes
correctly and not checking for unex-
pected return codes can cause prob-
lems. Avoid using the same return
code for different conditions. A pro-
grammer could misinterpret a return
code, especially when using a routine
developed by someone else.

Frequency: Common when using unfa-
miliar libraries or complicated func-
tions with many return codes.

Severity: Varies.

Math overflow/underflow

Unless you’re using a floating-point
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library, arithmetic overflow or under-
flow must almost always be checked.
Fixed point and integer types can
only hold numbers of a certain
range. The result of an operation
should be checked to ensure an over-
flow/underflow did not occur,

before using the result in any mean-

ingful way. Failure to check for over-
flow/underflow can result in data-
sensitive problems that can be diffi-
cult to track down. If an overflow
condition is detected, it must be han-
dled in some appropriate way (often
by limiting the data to the largest
number that can be represented in
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the data type). These checks are
unnecessary only when the input
data is well known and it’s impossible
for the operation to ever overflow or
underflow.

Frequency: Common where arithmetic
operations are performed using inte-
ger or fixed-point math.

Severity: Generally high.

Logic/math/processing error

Of course, it’s easy to make mistakes
when implementing the logic of a pro-
gram. Incorrect decision logic (IF,
THEN, ELSE, SWITCH, WHILE, GOTO, and so
on) grows common in complicated
functions and deeply nested decisions.
For example: IF ((this AND that) OR
(that AND other) AND NOT (this AND
other) AND NOT (other OR NOT anoth-
er)). Boolean operations and mathe-
matical calculations can also be easily
misunderstood in  complicated
algorithms.

Frequency: Common.

Severity: Generally high.

Reentrance problem

If a section of code can be interrupted
before it completes its execution, and
can be called again before the first
execution has completed, the code
must be designed to be reentrant.
This typically requires that all vari-
ables referenced by the reentrant rou-
tine exist on a stack, not in static
memory. In addition, any hardware
resources used must be manipulated
carefully. If not, data corruption or
unexpected hardware operation can
result when the interrupted (first)
execution of the routine finally com-
pletes.

Frequency: Rare in embedded systems
code, since most code is not reentrant.
Severity: Generally critical.

Incorrect control flow

The intended sequence of operations
can be corrupted by incorrectly
designed for and whileloops, if then
else structures, switch case state-
ments, goto jumps, and so on. This

causes problems such as missing exe-
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Initializing a variable properly is only the first step in using it

correctly. It's generally a bad idea to use a variable for more

cution paths, unreachable code, incor-
rect control logic, erroneous terminal
conditions, unintended default condi-
tions, and so on.

Frequency: Common.

Severity: Varies from non-functional to
critical.

Data bugs

Pointer error

Pointer errors border on the famous
(infamous?). Every programmer who
has used pointers with any frequency is
familiar with the mysterious symptoms
with which a bad pointer manifests
itself. Pointer problems can be notori-
ously difficult to track down. Some
coding guidelines I've seen even rec-
ommend avoiding all pointer usage, if
possible, to avoid these nasty bugs.

than one purpose.

Pointer errors are often more com-
mon when certain types of structures
are used in the code. Doubly linked
lists make heavy use of pointers, so it’s
easy to point to the wrong node or link
to a NULL pointer. When using look-
up tables or lists, take care to properly
increment any pointer used to step
through the table or list. General
pointer problems of de-referencing a
NULL pointer or pointing to the
wrong thing grow more common as
the number of nested references
increase, for example **array_of
_ptrs_to_ptrsCxindex_ptrl. A bad
function pointer can cause the wrong
subroutine to be called.

Frequency: Common in languages that
support pointers, such as C.
Severity: Almost always high or critical.
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Indexing problem
Where “C” programmers use point-
ers, assembly language programmers
use index registers. Index registers
(or similar types of registers in other
architectures) provide the same type
of indirection useful for table look-
up, walking through lists, trees, and
other data structures, and calling a
routine determined at run-time. They
also have the same potentials for
€rTor.
High-level
often make heavy use of arrays. Many

language programs
times, strings are stored as arrays of
characters. Individual elements within
an array are identified with an array
index. Accessing the wrong element
within an array is another example of
an indexing problem.

Frequency: Common.

Severity: Almost always high or critical.

Improper variable initialization
Sometimes improper initialization can
be obvious, as when reading a variable
that has never been written. Other
times it’s more obscure, such as read-
ing a filtered value before the proper
number of samples have been
processed.

Frequency: Less common.

Severity: Often low, but it varies.

Variable scope error

To get the expected results, the cor-
rect data must be processed. The same
name can be applied to different data
items that exist at different scopes. For
example, an automatic variable can
coexist with a static variable of the
same name in that file. Different
objects instantiated from the same
class refer to their members with the
same name. When pointers are used
to reference these objects, it becomes
even easier to make a mistake.
Frequency: Less common.

Severity: Generally low to high.

Improper data usage

Initializing a variable properly is
only the first step in using it correct-
ly. It’s generally a bad idea to use a
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Inadvertent overfiow of a data type can produce some
very strange symptoms.

Some terms used

Software: Code that is intended to run on a microprocessor or microcontroller in an
embedded system. This code typically resides in ROM or EPROM of some sort. The
code may be written in assembly or a high-level language.

Non-functional: A software change that does not affect the object code in any way.
The change can be made at the customer's discretion. The change only corrects com-
ments, other documentation, or a deviation from software guidelines.

Low: A software change that should be made whenever convenient. The customer
“can live" without the change in the short-term. A release will not be rescheduled due
to this change alone. This change may be a "better” way to implement a function.

High: A software change that should be made as soon as possible. The change should be
in the next scheduled release. This change is required to meet a customer specification.

Critical: A software change that must be made as soon as possible. A new release of
the code must be scheduled. This change may be required to satisfy safety or legal
issues.

Logic: As used here, logic refers to the logical implementation of a function, not sim-
ply Boolean operations (although they are included). Put another way, the logic
involves the sequence of operations necessary to process the function's inputs to devel-
op correct function outputs.

Filter: A software filter performs a weighted average on data, smoothing out the vari-
ations in the data's sequential values. This is analogous to the way an analog filter
reduces the fluctuations in a varying voltage, producing a more average voltage. The
“heavier"” the filtering, the less effect a variation will have on the filtered result. A soft-
ware filter uses the most recent data value, as well as a certain number of previous val-
ues (for the same data variable) in various weights, to produce a filtered data result.
Examples:

filtered data = (old data/0.9) + (new_data/0.1);

filtered data = (oldest_data*12 + old data*x3 + new_data)/16.0;

Atomic: An operation that cannot be divided. This implies the operation cannot be
interrupted, since the currently executing instruction is always completed before a
pending interrupt is recognized. Some processors provide a special read-modify-write
instruction which is atomic.

FMEA: Failure Mode and Effects Analysis. (Sometimes called FMECA: Failure Mode
Effects and Criticality Analysis.) A systems safety engineering technique that attempts
to discover all the problems that could occur in the use of a device. The probability of
an occurrence and the seriousness of the risk involved are assigned to each possible
failure. Then a solution such as improved design, testing, labeling, or training is pro-
posed to mitigate that problem.
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variable for more than one purpose.
It’s too easy to modify it in one place
for one reason and then alter it
again in another place for a differ-
ent reason—undoing the first
change. This is generally only a
problem in smaller systems that
make heavy use of global data and
are short on RAM. Another improp-
er data usage involves modifying
data but never storing it or testing it.
This is unlikely to perform as intend-
ed. Storing a data value in the wrong
units is also a serious problem, for
example calculating a result in
degrees Fahrenheit and storing it in
a temperature variable that expects
degrees Celsius.

Frequency: Common.

Severity: Varies.

Incorrect flag usage

This is a specific type of incorrect data
usage, but it occurs commonly enough
to merit its own category. Flags are typ-
ically used to communicate between
various parts of a program, are gener-
ally global in scope, and are almost
always static. When an RTOS is used,
this communication function may be
handled with a semaphore. Every flag
should be set, cleared, and tested at
some point in the program. Missing
one of these three generally indicates
an error. A flag may inadvertently be
used for more than one purpose, or
used to indicate more than one condi-
tion. This is also typically an error.
Frequency: Common where hard-coded
constants are used to represent the bit-
position of a flag within a flag-word,
instead of using symbolic constants.
Less common when using bit-fields as
part of a structure.

Severity: Varies.

Incorrect address

Most of the time, a bad address is the
result of an incorrect pointer.
Nevertheless, it is possible to hard-
code a bad address into the code. This
generally happens only when the
memory subsystem or some peripheral
changes.
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Frequency: Rare.
Severity: Generally high to critical.

Data/range overflow/underflow

These problems can be hard to detect.
Inadvertent overflow of a data type
can produce some very strange symp-
toms. Most of the time, the program

executes as expected. Then occasion-
ally it goes haywire, seemingly unex-
plainably. Errors of this type include
passing a parameter that is out of
bounds, and storing the result of a cal-
culation in a data type not large
enough to hold the data. Of course,
the more strongly typed the language,
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the less of a problem this becomes.
Frequency: Common in assembly lan-
guage programs, and high-level lan-
guage programs that target small (8-
bit) processors. In the latter, the types
may be smaller than expected. For
example, is it safe to assume an integer
is 16-bits wide?

Severity: Low to critical. Sometimes the
effects can go unnoticed.

Signed/unsigned data error

A mix of signed and unsigned data
types can easily lead to calculations
that produce wrong results. Assembly
different
instructions used after comparing

languages have branch
signed and unsigned data. Using the
wrong branch instruction is often a
critical error. When mixing signed and
unsigned types, care must be taken to
understand the sign of the result and
store it in the proper data type. Mixed
sign arithmetic can easily overflow the
data types used in the calculation if
not handled properly.

Frequency: Common in assembly lan-
guage programs, or when using fixed-
point (integer) math. Not a problem
where floating-point math is used
exclusively.

Severity: Varies, generally high to
critical.

Incorrect conversion/type-casting/scaling

Converting a data value from one rep-
resentation to another is a common
operation, and often a source of bugs.
Data sometimes needs to be converted
from a high-resolution type used in
calculations to a low-resolution type
display and/or storage.
Conversion between unsigned and

used in

signed types, and string and numeric
types is common. When using fixed-
point math, conversion between data
types of different scales is frequent.
Typecasts are useful to get data into
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making a mistake.

Frequency: Common in programs that

are more complicated.
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Severity: Varies, low to critical.

Data synchronization error

Many real-time embedded systems
need to share data among separate
threads of execution. For example,
suppose an operation that uses a num-
ber of different data inputs is per-
formed. This operation assumes these
data are synchronous in order to per-
form its processing. If the data values
are updated asynchronously, the pro-
cessing may be using some “new” data
items with some “old” data items, and
compute a wrong result. This is espe-
cially true if a control flag is used to
interpret the data in some way. Some
embedded systems use a serial port to
send a “system snap-shot” of the criti-
cal data items in response to an asyn-
chronous request. If the data items in
the snapshot are not updated synchro-
nously, the snapshot may contain a
mix of some current information and

some old information.
Frequency: Less common.
Severity: Low to high.

Real-time bugs

Interrupt handling

It’s critical to be able to handle all
interrupts that the system will ever
receive. Receiving an unexpected
interrupt without being able to handle
it is usually disastrous. For this reason,
even interrupts that are not expected
to occur should still be handled with
an “unexpected interrupt” handler,
just in case. Vectors for every interrupt
that your processor could receive,
either intentionally or inadvertently,
must be present and must point to the
correct handler.

An equally disastrous mistake is an
incorrect return from an interrupt
handler. Most processors have sepa-
rate instructions to “return from sub-
routine” and “return from inter-
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rupt.” If you use the wrong instruc-
tion to return from the interrupt,
you will corrupt the stack (by not
unstacking registers that were
pushed onto the stack automatically
when the interrupt was acknowl-
edged). High-level languages often
use a special keyword to indicate to
the compiler that the “return from
interrupt” instruction should be used
with a particular function.

Frequency: Rare.

Severity: Critical.

Interrupt suppression

Most programs that use interrupts also
suppress them around critical sections
of the code. Receiving an interrupt
during a critical section may cause the
program to miss some time-related
specification, corrupt data, mishandle
external hardware, and so on.
Therefore, it’s critical to ensure that
all sections of code that need interrupt
suppression have it. Often, this is sys-
tem-specific knowledge that should be
well documented.

One situation that doesn’t require
detailed system knowledge involves
data corruption. Whenever data is
written by both an interrupt service
routine (ISR) and another place in
the program, special care must be
taken. Any read-modify-write on the
data must be atomic, or interrupts
must be suppressed around that sec-
tion. When using a high-level lan-
guage, be aware that writes to a
multi-byte type may not be atomic.
This may not be obvious by looking
only at the source code. If an inter-
rupt occurs between the read and
modify cycles, the modification may
be made inappropriately, since the
data may have changed. If an inter-
rupt occurs between the modify and
write cycles, the new data updated by
the ISR will be overwritten. Even if
the data is not modified in this latter
situation, the ISR-updated data could
be overwritten. This type of read-
don’t-modify-write is sometimes done
to refresh or test memory, or in cer-
tain peripheral interfaces.
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Too much of a good thing can be
bad. If interrupts are suppressed too
long, timing deadlines may not be
met. Or a system clock may not keep
time “correctly.” Processors typically
inhibit all interrupts of priority equal
to or lower than the current interrupt
priority. Therefore, when calculating
the maximum interrupt suppression
that your system could ever encounter,
it’'s not enough to simply look for
“interrupt disable” and “interrupt
enable” instructions. You must also
account for the time spent within any
ISR.

Frequency: Less common.
Severity: Critical.

Task synchronization

Tasks must be synchronized correctly.
Some operations must wait for others
to occur first or other tasks to com-
plete. One task may acquire raw data;
another may process this data as a set;

still another may make control deci-
sions on the processed data values.
Proper synchronization is sometimes
implemented by relying on flags or
semaphores to control task execu-
tion. Other tasks are synchronized by
scheduling them to execute at regu-
lar intervals. If one task doesn’t finish
in time, a second task that depends
on its completion may fail. Other
task-related problems include race
conditions and priority inversion
problems.

Frequency: Less common.

Severity: Varies.

System bugs

Stack overflow/underflow

“Don’t blow your stack!” Although this
expression usually refers to something
quite unrelated to embedded systems,
it’'s quite applicable here. Pushing
more data onto the stack than it is
capable of holding is called overflow;

pulling more data from the stack than
was put on it is called underflow. Both
result in using bad data, and can cause
an unintended jump to an arbitrary
address—very bad. The stack pointer
can also be directly manipulated on
many processors, and is sometimes so
used to quickly generate temporary
variable space on the stack.

Many high-level languages offer no
direct way to manipulate the stack.
However, deeply nested subroutines
with many parameters can still cause
an overflow. Therefore, it’s important
to ensure that the worst case stack
depth generated by a program can
never exceed the stack allocated.
Multi-tasking systems complicate this
analysis, since each task needs its own
program stack. In addition, interrupts
require stack space in order to save the
value of the processor’s registers.
Moreover, the deepest stack needed by
any interrupt must be added to each
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task’s stack space (assuming any task
can be preempted by any interrupt).
It’s easy to see how quickly the pro-
gram’s stack space can be consumed
in these types of designs.

Frequency: More common in assembly
language programs and complicated
designs.

Severity: Critical.

Other stack errors

Other stack errors can corrupt data.
For example: pushing the X-register
then Y-register onto the stack to save
their values, but pulling them off the
stack in the wrong order.

A stack imbalance occurs when not
all the registers pushed onto the stack
at the beginning of a routine are
pulled off the stack before the routine
returns (or vice-versa). This causes
execution to jump to an arbitrary
address.

Frequency: Less common. Generally

W
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only occurs in assembly language rou-
tines.

Severity: Stack imbalances are always
critical, and generally produce imme-
diate and dramatic failures. Data prob-
lems vary in severity.

Version control error

It doesn’t matter how good your last
bit of code was if it didn’t get included
in the build. Including the version of
the file that still has the bug produces
another bug report. Including a ver-
sion that is now incompatible with the
latest hardware may produce many
bug reports! Version control grows in
importance as the complexity of the
software project (read: the number of
people involved in the software)
grows.

Frequency: Common only in complicat-
ed systems with many files and many
developers. This problem can become
more difficult in distributed develop-

e
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ment environments.
Severity: High to critical.

Resource sharing problem

Resource sharing is common in most
embedded systems at some level.
Wherever sharing occurs, strict rules
for using the resource cooperatively
must be defined and followed to avoid
conflicts. Ignoring a mutual exclusion
semaphore can corrupt data. Two dif-
ferent tasks that both use the same
peripheral must cooperate. For exam-
ple, an analog multiplexer may be
used to direct one of a number of dif-
ferent inputs to a single A/D convert-
er. If one task alters the mux setting to
measure a given signal and another
preempts it and sets the mux to pass a
different signal, when control returns
to the first task it will be measuring the
wrong signal.

Frequency: Less common.

Severity: High to critical.

Resource mapping

Some microcontrollers allow the
peripheral registers and memory to be
mapped to many different locations.
Some applications use different map-
pings for various purposes. Get this
wrong, and it’s likely the code won’t
even run.

Less obvious is mapping the code
or initialized data to a RAM area dur-
ing development, where it’s easy to
modify. This is common when down-
loading the code into instrumentation
of some sort. If the code isn’t re-
mapped before burning it into
EPROM (or worse yet, releasing the
ROM mask), your data or code
becomes whatever happens to be in
the RAM after power-up!

Frequency: Rare.
Severity: Critical.

Instrumentation problem

Sometimes a software bug is not actu-
ally a problem with the software at
all. Instrumentation generally alters
the behavior of the system, albeit in
very small, subtle ways. Sometimes
problems disappear when the emula-
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tor is connected, and other times
they only appear when the emulator
is used. Reported bugs could also be
a result of improper use of the instru-
mentation.

Frequency: Less common.

Severity: Low.

Other bugs

Syntax/typing

Compilers can be a considerable help
in checking the accuracy of our typ-
ing. For example, some will issue a
warning when assignments are made
within a conditional expression: writ-
ing if (a=1) when if (a==1) was
intended. But other errors defy detec-
tion. No compiler will warn you about
misspelling a variable name when the
misspelling is also a valid symbol (for
example, instead of
hiRev_speed).

Frequency: Less common.

hiRes_speed,

Severity: Varies.
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Interface
Complex interfaces are a common
source of errors. Interfaces can be
external to the processor or internal.
The modules interfaced to could be
hardware or software. Documentation
that is missing, incomplete, ambigu-
ous, or incorrect is often to blame.
Hardware or software changes that
aren’t properly communicated to all
the appropriate people also produce
interface problems. These types of
bugs include protocol errors and tim-
ing or sequence problems. Examples:
EEPROM  erase/write
sequence, improper use of LCD con-
troller

incorrect

chip commands, wrong
sequence in reading/writing serial
communication interface registers.
Frequency: Common.

Severity: High to critical.

Memory allocation/deallocation
Using memory management routines

can greatly simplify the efficient use of
available memory. It can also be an
added source of errors. Examples: not
checking for successful allocation
before using the memory, not freeing
memory when it’s no longer needed
(memory leak).

Frequency: Common only with high
level languages, and only when using
routines such as malloc() and free().
Less common with languages that do
more memory management automati-
cally (use constructors, destructors,
and references).

Severity: Varies. Sometimes a small
memory leak may go unnoticed. Not
checking an allocation before using
the memory can crash the system.

Peripheral register initialization

Most embedded systems have periph-
eral hardware devices that they use to
perform some necessary work. These
peripherals often have many different
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modes of operation, increasing the
number of applications for which
they’re useful. This can complicate the
initialization and use of these devices,
producing another source of errors.
Frequency: Less common.

Severity: Critical.

Watchdog servicing

Watchdog timers help ensure that if

something in the system goes excep-
tionally wrong, it will fail in a safe, or
at least predictable, manner. Most soft-
ware FMEAs make use of watchdog
timers to mitigate risks. However, with
every added complexity comes yet
another potential source of problems.
Servicing the watchdog timer must be
done properly and at the right time.
The watchdog must be enabled, and
set to timeout at the correct interval.
The watchdog servicing must be guar-
anteed to occur frequently enough,
under every correctly operating sce-
nario, to prevent a timeout.
Otherwise, the device intended to mit-
igate serious problems becomes a
source of them. This implies that a
thorough understanding of the timing
characteristics of the system is neces-
sary to ensure proper use of the watch-
dog timer. One last note: some pro-
grammers have used a periodic inter-
rupt to ensure that the watchdog ser-
vicing is done on time. As long as the
periodic interrupt is at a higher prior-
ity than whatever is going wrong, this
effectively prevents the watchdog from
“watching” the code, rendering its ser-
vice useless.

Frequency: Less common.

Severity: Critical.

Finding hidden problems
This long list of errors begs the ques-
tion “How do I find these potential
bugs?” (Perhaps a better question is
“How do I prevent them?” That’s a
topic for another article.) Many tech-
niques and tools can be used to find
bugs. Some of these are more expen-
sive than others are, both in time and
material cost.

Costs can only be described relative

to each other. An emulator typically
costs more than a simulator. However,
there’s a big difference in cost
between an emulator for an 8-bit
microcontroller and an emulator for a
32-bit DSP. For the purposes of this
article, costs will be grouped in four
categories: none, low, moderate, and
high. General effectiveness of a testing
technique will be categorized as either
low, medium, high, or very high. The
effectiveness of a particular technique
for a specific software error type is

given in Figure 1.

Individual code walkthrough

I realize it’s probably not accurate to
call this a test, but it is so effective I
would be remiss not to mention it
here. No other technique is as effec-
tive at identifying bugs as a good walk-
through. This starts with the individ-
ual programmer carefully examining
his code for potential mistakes, omis-

sions, misunderstandings, and adher-
ence to the project coding standards.
This is best done many hours (if not a
day or more) after the code is origi-
nally written. That provides the oppor-
tunity for a fresh perspective. This
walkthrough is best done before the
engineer tests his code on the target.
Cost: Time—very low, money—none.
Effectiveness: Very high

Group code walkthrough

A good walkthrough can find more
bugs than any other single activity.
Conducting group walkthroughs is as
much art as it is science. Group and
team social skills (or lack thereof)
become apparent. The goals of a
group code walkthrough include find-
ing potential problems, ensuring
adherence to the software design,
looking for subtle effects on the rest of
the system, and identifying improve-
ments. Ego has no place in this activi-
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LIKG it 44 01256 843400

Germany .. .49 0711 4204062
Sweden . . . .46 31704 3920

People doubted their existence —
yet you continued to search —
and now you've found them.

COSMIC C compilers are fast, efficient,
reliable, and produce the tightest object
code available. Cosmic Software’s
embedded development tools offer
portability for a complete line of micro-
controllers. All toolkits include IDEA, our
intuitive IDE that provides everything you
need in a single, seamless Windows
framework.

Add ZAP, our non-intrusive source-
level debuggers and minimize

your test cycle too. Want proof

of their existence?

Download a free evaluation copy
of our development tools at
www.cosmic-software.com or
call Cosmic today.

Cosmic supports the Motorola
family of microcontrollers:
68HCO5, 68HC08, 68HC11,
68HC12, 68HC16, 68300 and
STMicroelectronics’ ST7 Family.
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ty. It must be okay to have others iden-
tify your mistakes (and vice versa).
The best walkthroughs are short, and
done frequently.

Cost: Time—low, money—none.
Effectiveness: Very high. Affected by the
effort, experience, and attitudes of the
review team.

Step-by-step execution of code

This type of testing attempts to find
problems not just by walking through
the code, but by executing every line of
the code. This code execution can be
done on a simulator or on the target.
Code execution can be controlled with
an in-circuit emulator or observed with

Our inspiration.

Powerful tools. Great productivity.
Integrated price.

Paradigm introduces all the tools you'll need
for x86 integration in one package.

Paradigm C++ is alone in offering a complete
integrated development environment that
includes all the tools you need to get your
x86 embedded application jump started.
Editing, project management, debugging,
compiler, assembler, version control and
more, all fully integrated into the powerful
Paradigm C++ development environment.

If you are tired of wasting time on
non-integrated tools, then Paradigm C++ is where
you want to be. Download a copy of Paradigm
C++ from http://www.devtools.com/pcpp and
see the future of x86 development tools today.

‘g
Paradigm Systems
3301 Country Club Road

Suite 2214
Endwell, NY 13760

1-800-537-5043

Phone 607-748-5966

Fax 607-748-5968
info@devtools.com
http://www.devtools.com
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a logic analyzer. Sometimes every
branch and condition is executed, not

just every line of code.

The purpose of this type of testing
is to observe the correct operation of
the code. This implies that the correct
operation is well understood, if not
documented. The goal is not to find
particular types of errors, or to
observe particular behaviors. This
type of testing is sometimes done on a
single module or file of source code.
Other times it’s performed on the
entire software application.

Cost: Time—can be high, especially
when the entire system is being exam-
ined. Always tedious, since most of
the code operates perfectly. Money—
low to moderate. Simulators can be
inexpensive, but ICEs can be quite
expensive.

Effectiveness: Moderate, depending on
the effort of those performing the test,
and how well the intended behavior is
understood by them.

Structural (white box) testing
Sometimes called “glass-box test-
ing,” this activity uses an unobstruct-
ed view of how the code does its
work. This type of test is usually per-
formed on a single unit of the soft-
ware at a time. Test procedures are
written to exercise all the important
elements of the code under test.
This may include exercising all the
paths in the module. It often
involves many executions of the
same code, with different values of
data. Boundary conditions are typi-
cally exercised. This test is also used
to determine the consistency of a
component’s implementation with
its design.

Cost: Time—high. It takes time to write
the procedures, and examine what is
critical to test. Of course, once the test
procedures are written, they can be
reused to retest the same module later
when minor modifications are per-
formed. Money—depends on how the
testing is done. Simulators are less
expensive than ICEs.

Effectiveness: high. If a module passes a
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This long list of errors begs the question "How do I find these

thorough white box test, the level of
confidence is high that it won’t cause
problems later.

Functional (black box) testing

In functional test, the program or sys-
tem is treated as a black box. This
implies the tester has no knowledge of
what’s in the box, only its inputs and
outputs. The system is exercised by
varying the inputs and observing the
outputs. This type of test is usually
performed on the entire software sys-
tem. In complex applications, the
software is broken down into compo-
nents or subsystems, which are tested
individually. All the individual parts
are then brought together (usually
one at a time) and the integrated sys-
tem is tested.

> EIL T
SOFTWARE

Attention Engineers...

Keil Software C51 is the leading C
compiler development suite for the
8051 family of microcontrollers.
The features in Version 6 help you
write and test your embedded
applications faster. Call us to get
the latest CD-ROM and FREE
evaluation tools.

Keil C51 Benefits

= Vision2 IDE & debugger speed
software development and
application testing

® \Web-based updates keep your
tools current
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shortens the learning curve

= Answers to over 1,000 questions
are available around the clock
on our web site

www.keil.com

potential bugs?”

Test procedures are usually written
to describe the expected behavior in
response to a given environment and
input stimulation. In the absence of
formal test procedures, some engi-
neers simply go through the system or
software requirements document and
make sure the system behaves as spec-
ified. The tests compare the software’s
actual behavior to its specified behav-
ior without regard to the software
implementation.

Cost: Time—medium. This type of test-
ing is almost always done to one
degree or another. Ultimately, the cus-
tomer will exercise all the features of
the program; it’s better to find any
obvious bugs before he does. Money—
varies depending on how easy it is to
manipulate the inputs and observe the

Upgrade Today...
New Features in V6

®m 32-bit programs work with
Windows 95/98/NT/2000 and
support long file names

= Three new optimizer levels help
shrink program size up to 25%

® Integrated source browser

® Complete device database sets
all compiler, assembler, and
linker options for you

m Kernel-aware debugging

Keil Software, Inc.
1501 10th Street, Suite 110
Plano, TX 75074

........... 800-348-8051
...972-312-1107
................... 972-312-1159
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correct outputs. Sometimes the entire
test can be done stand-alone; other
times, custom equipment must be con-
structed in order to verify correct
behavior.

Effectiveness: Medium. Many parts of
the system are difficult to exercise
with a black box test. Error condi-
tions (especially due to hardware fail-
ure) can be difficult, if not impossi-
ble, to generate. Some combinations
of inputs are difficult to produce,
especially those with unique timing
characteristics.

Verification

Different organizations mean differ-
ent things when they use the term ver-
ification. Some use “verification” and
“validation” interchangeably; others
make a clear distinction between the
terms. The IEEE defines validation as
“the process of evaluating a system or
component during or at the end of
the development process to determine
whether it satisfies specified require-
This
described in the previous section.
Verification, on the other hand, is
defined as “(1) The process of evaluat-
ing a system or component to deter-

ments.” type of activity is

mine whether the products of a given
development phase satisfy the condi-
tions imposed at the start of that
phase. (2) Formal proof of program
correctness.”

In this article, I use the term verifi-
cation to refer to the detailed analysis
of software, independent of its func-
tion, to determine if common errors
are present. It is generally performed
on the code as a whole, not on indi-
vidual units. It’s very white box-like, in
the sense that verification examines
the structural integrity of the code,
and not functionality. Examples of typ-
ical verification checks include: stack
depth analysis, proper watchdog timer
usage, power-up/power-down behav-
ior (in the sense of proper initializa-
tion and clean up), singular use of
each variable, and proper interrupt
suppression.

Cost: Time—medium. Some checks
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can be automated, or partially auto-
mated. Others are tedious. Money—
low to medium, depending on what is
checked. Most checks can be done by
hand. Others, such as verifying inter-
rupt timing, require test equipment.

Effectiveness: High. This is the only way

to develop confidence in some areas of

the code. It’s difficult to generate tests
that will produce certain conditions
(for example, worst-case stack depth,
maximum interrupt latency).
However, by analyzing the code, the
engineer can determine what the worst
case condition is and show that the sys-

tem has been designed to handle it.
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Stress/performance testing

Can the system handle its intended
load? How close to the edge of accept-
able performance does the system
come? Stress tests are designed to load
the system to the maximum specified
load and then beyond, to see where it
breaks. “Load” could be number of
users, number of messages per unit
time, frequency of a periodic inter-
rupt, number of dynamically allocated
tasks, and so on. Knowing at what
point the system fails tells us how much
overhead (factor of safety) we have.
Performance testing is conducted to
measure the system’s performance.
This may be important to verify that a
requirement is met, to ensure the
design is adequate, or to determine
resources available to add more fea-
tures. (Examples: processor through-
put, interrupt latency, worst case time
to complete a given task, and so on.)
Cost: Time
depending on what’s measured.
Effectiveness: High.
like knowing how close to the edge

low. Money—low to high,
There’s nothing
you’re really running.

Writing test procedure

Many times the greatest benefit in
developing formal test procedures is
not executing the tests, but simply
developing good test procedures. The
code and/or the requirements must
be examined carefully to determine
what to test and how to test it. In the
light of this increased scrutiny, many
problems in the code are uncovered.
Cost: Time—nhigh. It does take time to
develop good test procedures.
Money—none.

Effectiveness: High.

User report

From one perspective, your product is
continually being tested by those who
use it. Occasionally, a user may find a
bug that evaded all previous test efforts.
Most customers do not enjoy being
used as unpaid test engineers, and get a
little testy when they find bugs. Others
volunteer to test your code (beta-
testers) in order to get the benefits of



your product sooner. Regardless, user
reports always have to be verified:
sometimes alleged errors are due to
improper user understanding, hard-
ware conflicts, or other problems unre-
lated to the software’s operation.

Cost:

Money—none. Of course, the intangi-

Time—none (of yours).
ble costs to your business could be
much larger.

Effectiveness: Medium.

Tools

Various tools are helpful to test code
and find bugs. Software debuggers
allow the programmer to start and
stop execution, modify the data in
memory and registers, and some-
times trace execution and coverage.
This can be useful in stepping
through the code, and forcing execu-
tion down particular paths. These
techniques are often used in unit test-
ing. Similarly, a logic analyzer can be
used to trace execution. It can show
what happened in time, but doesn’t
provide a way to control the execu-
tion. An ICE (often used with a
debugger itself) can do everything
the software debugger does, and
trace real-time execution. Its pod
replaces the processor, giving the
engineer complete control of the sys-
tem. A simulator allows the code to
execute in a virtual environment on
the host. Most simulators provide a
means of writing scripts, which can
simulate inputs, record outputs, and
otherwise control the execution of
your code. They can be useful for
unit testing, especially where repeata-
bility is desired.

In addition to these basic tools,
many other programs are useful in
testing code. Tools exist to capture
events and play them back, which is
useful in automating a procedure.
Other tools simply help organize the
testing of complex systems. Some help
in developing a traceability matrix.
Other tools provide scripting capabili-
ties, which can speed the development
of procedures. Yet other tools provide

a skeleton of code, which can be mod-
ified to perform unit testing on a host,
another step toward automating the
process.

Literally hundreds of tools and
companies are out there that can help
identify the bugs we assume to be in
our code. However, beware of claims
that sound like a “silver bullet.” In my
experience, there’s always some set of
assumptions and conditions that limit
those claims to a particular class of
applications or type of testing.

Knowledge applied

Now that we've covered the sorts of
bugs that lurk in our code, and some
of the techniques useful in finding
them, you may say, “I don’t have time
to exhaustively test every line of code
six different ways. What approach
should T use to test my code? How
much time and money will it cost?”

The answers to those questions are “it
depends.” What's the purpose of your
testing? Is it to complete a mandatory
activity as part of your company’s soft-
ware development process? Is it to
ensure that the code implements all the
advertised features? On the other hand,
is the purpose to ensure beyond a rea-
sonable doubt that the system in which
your software runs won’t kill someone
because of a software error? Or destroy a
multi-million dollar piece of equipment?
In other words, what is the risk posed by
the inevitable software bugs? Testing the-
ory states, “all software has errors.” Some
errors probably will never be noticed,
ever. Other errors may be catastrophic.
As engineers we have to balance the risk
that alleged software errors pose with the
cost of finding them.

For different purposes, and differ-
ent types of systems, some test strate-
gies are more appropriate than others.
Figure 1 shows which tests are gener-
ally best suited to finding certain types
of errors. Knowledge about the sorts
of errors that may be in a program—
and the risks that they pose—can then
be used to select the testing strategies
that should be the most effective.

Parting thoughts

None of the techniques here can be
used effectively outside of a good
software development process. Nor
will they be of help if not performed
thoroughly, with appropriate man-
agement buy-in. All the ideas pre-
sented may need to be modified to
suit your specific environment. In
addition, here are a few parting
thoughts:

® Test early and often
Understand the real goals of the
testing effort, and make your plans
accordingly

® Plan your testing efforts and stick
to your plan. The time to start
thinking about testing is in the con-
cept phase, when each require-
ment’s testability should be evaluat-
ed. These plans (and later, test pro-
cedures) continue to evolve, and
should be complete when the code
is ready to test

@ Obtain required resources (both
time and equipment) early in the
development cycle

® Share your successes and failures.
Learn from others what works and
what doesn’t

® Testers and developers are part of
the same team. Work cooperatively

® Test each other’s code. It’s difficult
to see your own mistakes esp

Sean Beally is an engineering manager
with Software Engineering Professionals.
He has been involved with designing and
programming embedded systems since 1986,
and recetved his BSEE from the University
of Wisconsin-Milwaukee in 1989. Sean has
worked with many companies in the embed-
ded systems arena, with particular emphasis
in medical and automotive software. His e-
mail address is smbeatty@sep.com.

The author would like to acknowledge
the following people for their help with this
project: Lu Cheng, Dave Mott, Mark
Runyon, and the employees of Software
Engineering Professionals.
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New Products

Tools for Embedded Developers

Software

Protocol suite and RTOSes
Several software tools—the USNET
TCP/IP protocol, the SuperTask!
RTOS, and the TronTask! RTOS—are
available in versions that support
Motorola’s MBX860 board. The board,
which is designed for communications
and networking OEMs,
MPC860 processors operating at up to
40MHz, as well as 128MB of EDO
DRAM or standard Fast Page DRAM in
168-pin DIMM sockets. Supertask! and
TronTask! for MBX860 are available
now. A royalty-free license (source code
included) costs $8,000. USNET for
MBX860 is also available.
$7,500.

supports

It costs

US Software
Hillsboro, OR
(800) 356-7097
WWW. LUSSW.com

Development tools, the
processors they support
CodeWarrior Integrated Development
Environment 2.0 for 68K/ColdFire is
the latest release of a set of develop-
tools enhancements

ment whose

include support for Motorola’s
ColdFire processors, as well as an
updated compiler and debugger. The
processors and development tools, are
targeted for consumer electronics,
office automation, robotics, and motor
control systems. RTOSes supported by
this development environment include
the Nucleus PLUS Kernel, EUROS
from Dr. Kaneff Engineering
Consultants, and Motorola’s PPSM (v.
3.02). Also being released is
CodeWarrior for the
PowerPC v. 5.0. You can purchase

CodeWarrior v. 2.0 for 68K/ColdFire

Motorola

now for $2,500. CodeWarrior for Power
PC v. 5.0 is available for the same price.

Metrowerks

Austin, TX

(800) 377-5416
www.metrowerks.com

Tools for multi-processor
systems

A version of the 8051 Virtual
Workshop is available that supports
debugging and verification for multi-
ple processor systems, without hard-
ware. Its automatic address recogni-
tion allows serial communication
between microcontrollers with “a min-
imum” of processor intervention. By
running multiple instances of Virtual
Workshop, either on a single PC or
several PCs on a network, you can sim-
ulate multiple target systems, making
the presence of actual target hardware
less critical, although the Virtual
Workshop is capable of communicat-
ing with a real system.

Crossware Products
Herts, UK

44 (0) 176-385-3500
WWWw, crossware.com

Expanded support for design
software

Hypersignal RIDE is DSP design soft-
ware made to support Texas
Instruments’ DSK6211 and DSK6711
DSP hardware. It can be used in a
number of DSP applications, such as
instrumentation, systems modeling
and simulation, image processing, and
other numeric-intensive applications.
Block components are selected from a
pull-down menu or toolbar and con-
nected together with a mouse to estab-
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lish a data flow. Run-time parameters
are adjusted from pop-up dialog
boxes, and the algorithm is executed
on the target DSK by pressing a but-
ton. The software is also capable of
symbolic debugging, code profiling,
and application export. RIDE software
is available now in several editions
costing between $3,995 and $9,995.

Hyperception
Dallas, TX
(214) 343-8525

www.hyperception.com

Development environment,
compiler family, and
processor

The MULTT 2000 integrated develop-
ment environment and family of C,
C++, and EC++ compilers are now
available for the TriCore Unified
processor from Infineon
Technologies. MULTT 2000 integrates
source-level debugging,
building, profiling, and version con-

program

trol for the development of software
for the TriCore architecture, which
features a 16-/32-bit instruction set.
Multi 2000, including a C/C++ com-
piler costs $5,900. A Unix version costs
$8,900.

Green Hills Software
Santa Barbara, CA
(805) 965-6044
www.ghs.com

Open-source OS released for
digital avionics industry
MicroC/OS-II is an industrial open-
source RTOS for digital avionics that
offers semaphores, message mailbox-
es, message queues, event flags, inter-
rupts, and time delays, among other



New Products

features. A certification package
includes source code, build files and
requirements, design, and test and
integration documentation to meet
the requirements of avionics manufac-
turers seeking to obtain FAA
RTCA/EUROCAE DO-178B certifica-
tion. The software and certification
documentation are available now,

starting at under $30,000.

OnCore Systems

Half Moon Bay, CA
(650) 712-0655
www.oncoresystems.com

Multi-user UML development
environment

Features of the latest release of the
TAU UML Suite v. 4.3 include support
for UML v. 1.3 graphical notation,
XML/XMI, Java2, and Enterprise Java
beans. It’s part of the Tau development
environment, which comprises tools
for the analysis, design, and testing of
event-driven, real-time applications in
a package that merges the graphical
notation of UML, the real-time design
and development language SDL, and
the ISO standard test scripting lan-
guage TTCN. The Tau development
environment is available now.

Telelogic AB
Malmo, Sweden
(609) 520-1935
www.telelogic.com

Hardware

Evaluation kit

The evaluation kit for the SX-Stack
TCP/IP protocol stack contains a
demonstration board, an AC power
supply, a nine-pin-to-nine-pin serial
cable, a CD-ROM containing source
code and other information, and a
user’s guide. The SX-Stack is a config-
urable combination of standard
Internet protocols implemented as
Virtual Peripheral modules. The eval-

uation kit costs $99. It’s available now.

Scenix
Mountain View, CA
(650) 210-1500

wWww.scenix.com

Emulation pod

The PXC76x emulates Philips’ 8051
LPC76x controllers, whose family con-
sists of three members with up to 4K
OTP ROM: the 87LPC762, 87LPC764,
and 87LPC76. An emulation system is
offered in conjunction with the
PXC76 pod, which includes dual-port-
ed emulation memory, hardware
breakpoints, an operating voltage
range from 2.7 V to 5.5V, and support
for on-chip peripherals. The pod itself
costs $1,245 but would only be useful
by itself to designers who already had
the full emulation system, which costs
from $4,000 to $6,000. Both pod and

system are available now.

Hitex Development Tools
Sunnyvale, CA

(800) 454-4839
www.hitex.com

Microprocessor interface

The Rabbit 2000 Core Module, which
provides an interface for the Rabbit
2000 microprocessor, includes the fol-
lowing components in a design which
measures 1.9-in. by 2.3-in.: 40 general
purpose I/Os, SRAM and flash, mem-
ory I/0O interface, master-slave control
pins, five 8-bit timers, two 10-bit
timers, and four CMOS compatible
serial ports. It’s available now as part
of a development kit for $169, and by
itself starting at $39.

Rabbit Semiconductor
Davis, CA
(530) 757-8400

www.rabbitsemiconductor.com

GUIT tool

Graphics Toolkit, a hardware/software
package for developing GUISs, provides
tools for repetitive tasks. It supports

bitmap and vector graphics with
Cartesian and polar coordinate systems.
Graphics can be used for both static
LCD graphics displays and real-time
graphics animations for oscilloscopes,
animated bar and pie graphs, low-reso-
lution video sequences, animated street
maps, on-screen instruments, and rep-
resentations of active processes. It also
features tools for the integration of
input peripherals such as keyboards,
pointer instruments, rotary position
transducers, and touch screens. Device
drivers are included to control these
peripherals. It’s available now for $595.

Wilke Technology
Aachen, Germany

4 (924) 191-8900
www.wilke.de

Emulator

The PowerTAP  emulator for
Motorola’s MPC7400 was designed for
developers in telecommunications,
Internet client/server, and high band-
width graphics and video industries. It
features a cache display window, MMU
support for memory translation and
paging, flash programming, and mas-
ter/slave support for multiprocessor
system debugging. The debugging fea-
ture provides bit-level detail of the reg-
isters. PowerTAP is available now, start-
ing at $4,990.

Applied Microsystems
Redmond, WA

(800) 426-3925
www.amc.com

Chips

Microprocessor core

The EZ4021 MiniRISC is a 64-bit MIPS
microprocessor core that operates at
250MHz and is targeted for communi-
cations applications such as set-top
boxes, image processing engines, and
networking switches and routers. It
was introduced with the TinyRISC, a
32-bit microprocessor. The EZ4021
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measures 12mm? and includes 16K
16K data caches.
Power consumption is 2.6mW/MHz.
The TinyRISC measures 2mm? and it
120MHz.
Evaluation/development kits will be

instruction and

operates at a speed of
available in the third quarter.

LSI Logic
Milpitas, CA
(408) 433-8000

www.Isilogic.com

DSP system-on-a-chip

Xtensa IIT is the the third generation
of chips featuring the Xtensa proces-
sor technology. The chips come with
several options for configuration,
including a DSP coprocessor called
the Vectra, whose worst-case perfor-
mance is listed at 200MHZ. The Vectra
coprocessor can be configured to 8-,
16-, and 24-bit fixed-point applica-

tions. Another option is a 32-bit float-
ing-point coprocessor designed with
printing, graphics, and audio applica-
tions in mind. Major features of this
include 16 dedicated
floating point registers, as well as a set

coprocessor

of load/stores, offset, and indexed
address update modes, among others.
Licensing fees for an individually con-
figured processor and software tool
environment start at $350,000. The
Vectra DSP option bumps the price up
to $500,000. It’s available now.

Tensilica Inc.
Santa Clara, CA
(408) 986-8000

www.tensilica.com

The C5510 DSP will be available at a
clock rate of 160MHz, or 320 MIPS,
with power consumption of 80mW. It
uses a dual-MAC architecture featur-
ing a 32-bit program bus, three 16-bit
data read buses, two 16-bit data write
buses, and five 24-bit address buses. It
also offers 160K words of on-chip
SRAM. Samples of the C5510 DSP in
15 x 15 mm microStar BGA packages
are available now, with production
quantities, as well as a 200MHz ver-
sion, scheduled for the fourth quarter.

Texas Instruments
Dallas TX
(800) 477-8924

www.ti.com
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The TMS320C5510 DSP device is the
first in a family of programmable DSPs
featuring the TMS320C55x DSP core.

LCD Touch Screens

PC Compatible
SBCs

Custom
Applications

M...\

4

SBC g
Microcontrollers
A/D - D/A - PWM

I

PC/104 Add-Ons

Custom Display
Solutions

Microprocessor

3 Training Systems

Microcofirolier Add-Ons

EMAC, Inc. has been designing Single Board Computers Since 1984, and offers a
comprehensive line of products and services for the embedded systems market.

Turn-Key Solutions!
Web: www.emacinc.com ¢ Phone: 618-529-4525 Fax: 618-457-0110
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chip
The 32-pin FT8U232AM is a single
chip designed for transferring serial

data over the Universal Serial Bus. It
can be used to upgrade old RS-232
designs. Data transfer rates are listed
at up to 2MBps. The chip’s architec-
ture accomodates use in a variety of
applications such as USB modems,
USB interface cables, RS-422 data
links, and instrumentation. It is sam-
pling now and will be available in the
third quarter in production quantities.
It costs $3 each in quantities of 1,000.

Future Technology Devices
Victor, NY
(716) 425-3753

www. ftdi.com

expanded
The ST9 and ST7 lines of 8-bit micro-
controllers have been expanded to
include two families, designated
ST92163 and ST7263, respectively,
that carry an integrated Universal
Serial Bus interface. In addition to
complying with the USB 1.1 specifica-
tion, the interface includes a 5V/3.3V
software-controlled voltage regulator,
USB transceivers, and a serial inter-
face engine with a built-in direct mem-



New Products

ory access (DMA) controller. The
ST92163 units are based on the ST9 8-
/16-bit core running at 24MHz. Its
USB interface has up to eight func-
tions and 16-bidirectional endpoints,
programmable buffer size, and trans-
fer direction. The ST7263 family of
MCUs is based on the ST7 core, and
offers a USB interface with three bi-
directional endpoints. The ST7263
family is available now starting at $3
each in quantities of 10,000. It comes
in ROM and OTP versions, in SO34
and SDIP32 packages, as well as in die
form. Units in the ST92163 family start
at $6 each in quantities of 10,000.
They come in ROM and OTP versions,
in TQFP64 and SDIP56 packages, and
also in die form.

STMicroelectronics
Lexington, MA

(781) 861-2650
www.st.com

Signal processor

The ADCDS-1403 is a single package,
14-bit signal processor that combines
correlated double sampling with a sam-
pling A/D converter. It also features a
user-configurable input amplifier, pro-
grammable analog input bandwidth,
gain and offset adjustments, out-of-
range indicator, internal timing cir-
cuits, and a precision reference circuit.
The ADCDS-1403 requires two exter-
nally generated timing signals to digi-
tize the CCD’s analog output signal: a
Reference Hold—to capture the CCD
reference signal—and a Start Convert
command. It’s housed in a 40-pin
TDIP. It’s available now, for $192 each
in quantities of 100.

Datel, Inc.
Mansfield, MA
(508) 339-3000
www.datel.com

Flash microcontroller family
The MMC2107 is the first member of
the M-CORE family of flash micro-

controllers, whose 32-bit chips are
designed for use in automation
applications such as vending
machines, building management
and heating-ventilation-air condi-
tioning systems, exercise equipment,
and lighting control. Besides the M-
CORE 32-bit CPU, the MMC2107
features a 16-bit timer, communica-
tions interfaces, a queued analog-to-
digital converter, and 8K of static
RAM. Three evaluation boards are
supported by the MMC2107 micro-
controller: the MMCEVB2107, the
MMCCMB2107, and the
KITEVS2107. The MMC2107 is cur-
rently available in two packages: a
144-pin low-profile quad flat pack
for use in single-chip and expanded
modes, and a 100-pin version. It's
available now for $15 per unit in
quantities less than 25,000.

Motorola Inc.
Austin, TX

(512) 502-2100
www.motorola.com

Motion sensor interface IC
The LS6511 is a low-current, mixed-
signal CMOS Silicon Gate IC designed
to interface with a PIR sensor to pro-
duce an intrusion detection module
for security systems. Gain and band-
width are controlled by an external R-
C network to enable application-spe-
cific customization. Output from a
two-stage amplifier is processed by a
window comparator and digital filter.
The LS6511’s features include mode
select for single pulse detection, an
output duration timer, a 5V shunt reg-
ulator, and under-voltage detection.
Two outputs are provided for direct
drive of a relay coil and LED. It’s avail-
able now in either a 14-pin DIP for
$0.85 in quanities of 10,000, or a 14-
pin SOIC.

LSl Computer Systems Inc.
Melville, NY

(631) 271-0400

www. Isicsi.com

For developers
who practice

safe
embedded

relationships.

To reduce development costs and speed
time to market, you need a supportive,
reliable embedded software partner with
the right tools for the job. That partner
is TASKING.

With TASKING, you'll find development
tools for leading DSPs, including
DSP56xxx and CARMEL. You'll have the
best tools for leading 8-bit, 16-bit and 32-
bit microprocessors and microcontrollers,
including PowerPC, 68xxx, TriCore,
€166, ST10, M16C, XA, 8051, 196/296
and more. And you'll save even more time
and money with integrated RTOS and
embedded Internet solutions, as well
as expertise from our Embedded Appli-
cations Services group.

With our installed base of over 100,000
licensed users, world-class support
and worldwide presence, you'll know
you made the safe choice for your
company. For more information, visit

www.tasking.com.

all TASKING

The Embedded
Communications
Company
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workingEngines(“inc]

Po'st=RPCUEra"™ Talent ="Firm
placement / consulting / alliances

We strategically match, technically and
culturally, highly skilled engineers with
leading-edge companies who build
smart devices and development tools.

Our vxJobs Practice focuses exclusively
on positions requiring VxWorks expertise.

3 105 35=06 728 =5 5t G0
www.workingEngines.com
WEW: Wiy X 2l0isb sl klc0nim

{Complimentary resume & interview support. All fees employer paid.}

VxWorks is a registered trademark of Wind River, Inc

SCHWEITZER ENGINEERING LABORATORIES

SELJ m i s
EMBEDDED

DEVELOPMENT
ENGINEERS

Schweitzer Engineering Laboratories, Inc. (SEL) leads the electric power system
protection industry in technology, service and value. We seek professional, non-
smoking meticulous individuals for our technical team. We invite you to consider
the following career opportunity.

DESIGN/DEVELOPMENT

ENGINEERS: N}@/”’
OPPORTUNITIES IN:

Wireless Communications (Data, PCS, Cellular, Networks, Satcom),
Digital Imaging, Computers, Software, Semiconductors, Medical,
CATV, Defense, Process Control, Consumer Electronics

SKILLS IN ANY OF THE FOLLOWING:

Embedded SW, 00D/O0P, C, C+ +, WindowsNT/98, Solaris/UNIX,
JAVA, BIOS, VRTX, PSOS, DSP, MIPS, PCI, VME, Mixed Signal,
ASIC/FPGA, VHDW/Verilog, Device Drivers, System Architecture,
LAN/WAN, IP, Wireless Design, COMA, GSM, Video Compression

National Engineering Searchs 800/248.7020

is the leading search firm placing

Engineers nationwide. Contact us  Fax: 800/838-8789
for immediate access to today’s esp@nesnet.com
most exceptional engineering career

See many of our current

opportunities! Our clients range opportunities on-line at
from Blue Chips to today's newest

emerging technology companies. nesnet.com

What are you worth?

$ee our Online $alary Calculator!

scientific.com

CloDeign

Scientific Placement, Inc.
8002315920 3 (Fax)
crs@sclentific.con

Free Resume Assistance
All fees are employer paid

We are looking for Embedded Development Engineers to design firmware for
microcontroller and DSP-based protective relays and communications processors;
develop applications for mission critical products for electric power system protection
and control; and participate in product specifications, firmware design, coding,
testing, and documentation in cross-functional development teams. Requires a BSEE
or CS and experience in time-critical real time systems such as C/C++, Assembly,
DSP programming, real time operating systems, emulators, analyzers, firmware
configuration management and structured design methodologies.

To find out more about these and other employment opportunities visit our website at:
L]
www.selinc.com

Interested candidates please e-mail your resume to
careers@selinc.com
EEO/AA Employer

Reprints

Are Easy to Get!!!

Full of interesting articles and
valuable industry news,
Embedded Systems Programming
has information you’d like to
share. Reprints are great for
trade shows, marketing kits, and
presentations.

Contact Stella Valdez for information

916-983-6971
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Engineering
Opportunities

Project Leader

Lead an interdisciplinary team responsible for the design
of new or modified motor control products from initial
concept through production prototypes. Requirements
include a BSEE (or equivalent) and 7+ years of
demonstrated applicable experience. Must have
experience with power electronics or embedded
systems. Design engineering and hands-on technical
skills necessary. 3+ years of experience in project
engineering desired.

Product Specialist

Support the Global Product Manager for Motor Control
i in the performance of all duties related to a specific
for.the electric product family. Requirements include a BSEE (or
vehicle market. equivalent); MBA or MBA candidate desirable coupled
with experience in product definition and working with
Located customer requirements

approximately  Software Engineer

35 miles from Conceptualize, design, develop, analyze and test
¢ embedded micro applications for motor control devices.
San Francisco, Requirements include a BSEE/CS (or equivalent) and
we are currenﬂy 2+ years of experience in micro software development,
Must have experience in Assembly and C languages, as

CURTS PMCis a
global electronics
company and a
leader in the design
and manufacture

of control devices

Seeking the well as hardware/software integration, emulators, and
{ debugging. Design and hands-on technical skills
following required. Experience in circuit analysis a plus.
experienced We offer company-paid health benefits for employees &
: dependents, profit sharing, matching 401(k) plans and
Englneers to PTO. For consideration, qualified candidates should

send, fax or e-mail their resume, indicating area of
expertise, to: Human Resources Department, CURTIS
PMC, 6591 Sierra Lane, Dublin, CA 94568. Fax: (925)
833-8777. E-mail: curtispmc@hotmail.com

join our team.
For complete job descriptions and additional career
opportunities, explore our Web site at:

t s www.curtisinst.com

Innovation & Excellence  £qya| Opportunity Employer M/F/D/V

* SYSTEMS ENGINEERS « SAFETY/
* SOFTWARE ENGINEERS CERTIFICATION
« TEST ENGINEERS ENGINEERS

population growth, economic

As an equal opportunity employer, we are committed to a diverse workforce.

SOFTWARE ENGINEERS

Packard Instrument Company, an international leader in life science
instrumentation, is seeking a Software Engineers for our Corporate location
in Downers Grove, lllinois.

Duties will include: New product development, design and development of
robotic software used to control precision liquid handling equipment used in
laboratories and software to control analytical instrumentation in Biomedical
research, participating in software designs, estimating schedules, conduct-
ing design reviews, coding, documenting and testing PC based and embed-
ded controller software and perform other related functions as assigned.

Candidates must possess:

* Good communication skills.
* Ability to work well in a team environment.
* Ability to program in C++, Visual Basic and DSP code.

+ Ability to analytically design software for complex real time
machine control systems.

* Knowledge of biomedical laboratory methods and equipment
is a plus.

Previous experience:

» 2-5 years experience in the development of software for new elec-
tro-mechanical products.

* Must have experience in real time machine control software or
robotic control systems.

* Desired experience with DSP code, Windows NT programming,

C++ and COM.
€ Packard
IL 60515. Fax: 630-969-6511. "

Send or fax or e-mail your resume to:
Human Resources Dept., Packard
Instrument Company, 2200
Warrenville Road, Downers Grove,
E-mail:  jjohannpeter@packardinst.com.  Visit our Website:
http://www.packardinst.com Equal Opportunity Employer M/F/D/V

At Honeywell in Phoenix, AZ the future of Avionics is now. Imagine shaping the cockpit of the 21st century while soaring with a $24 billion
global technology player. We are seeking talented individuals to support our Aviation Information Services, Displays, Flight Controls, Fly-By- )
Wire, Advanced Common Flight Deck, and Platforms products for our Air Transport, Business/Regional Jet, and Helicopter Programs. :

Arizona...one of the most diverse areas of natural beauty and climates in the world, has myriad terrain and out

not to mention the rich cultural heritage of the Southwest. As for the quality of life in Phoenix, it traditionally  as
develcpment, jobs created, as well as a cost of living below the national average. You'll

great place to live; especially Phoenix, the 6th largest city in the USA.

As part of our team, you will enjoy a competitive salary and an outstanding benefits package

including one of the top 401(k) plans in the nation. Please send your resume, including

REF# XHXESO08, to Email: janet.ludwig@honeywell.com or Fax: 602.436.5050.

Honeywell

Expansive wings
for the imagination.

* RF ENGINEERS
* ANALOG AND DIGITAL DESIGN ENGINEERS
¢ ASIC/FPGA HARDWARE DESIGNERS

Stretch Your |
www.hone
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To constantly invent great
products, you have to constantly
re-invent yourself.

Want to grab new opportunities and make them work for cellular ceramic substrates used in catalytic converters
you? Then be prepared to change, because the rest of the for auto emissions. The liquid crystal display glass used in
world is transforming itself right before your eyes. computers and laptops. Advanced optical materials for the
Creating change. That's Corning Incorporated, and that's semiconductor industry. Not to mention specialized polymer
why we've been able to continually create innovations products for biotechnology applications. Want to change the
that affect change. We are the inventor and premier world? Start by re-inventing yourself at Corning Incorporated.
provider of optical fiber, but we also make cable and pho- To apply visit our website: www.careers.corning.com or send
tonic products for the telecommunications industry. your resume and cover letter detailing your area of interest to:
In fact, our commitment to unsurpassed quality in this Corning Incorporated, Recruiting, P.0. Box 1262, Findlay,
area earned us the Malcolm Baldrige Quality Award. OH 45840. E-mail: corning@aon-hros.com

We are also proud to be responsible for the leading

WWWw.careers.cornin £.com

i

H

CORNING

Discovering Beyond Imagination

I
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ANALYSTS

INTERNATIONAL

Contact Analysts International if you

have skills in any of the following areas.

Software engineer with one year or more
experience doing development in C or C++ for
embedded systems.

Real-time programming in C, C++ and
assembler.

RTOS: experience configuring an RTOS.
I/0O interfacing: Interrupts and traps, buffer
management.

Communications: Serial, HDLC,
SONET/SDH, TDMA, ISDN, ISUP, TCP/IP
Industry areas: radio communications,
telephony, networking, biomedical.

Location is Chicago and the surrounding suburbs.

1101 Perimeter Drive, Suite 500
Schaumburg, Illinois 60173
Telephone 847.619.4673 Facsimile 847.605.9489
E-mail: chicago.jobs@analysts.com
www.analys!s.com
©2000 Analysts International Corporation EOE. M/F/D/V

S 18 grng.
Are you"?

If you're stagnating in your present job, recent account
wins have created huge new opportunities at EDS without
cutting into your family life.

More than 100,000 professionals are enjoying the benefits of an EDS career.
We offer excellent training, competitive salaries, and above all, room to grow.
We provide cutting-edge systems and insights to top clients worldwide. If you're
looking for a dynamic environment with all the opportunities you can handle,
send us your resume today.

Senior Embedded Systems Software Engineers

* Embedded programming for microcontrollers using C and Assembly
language including interrupt handlers and use of real-time executives

* Motorola 68HC11, Motorola 68332 Microprocessor experience

* Algorithm development, device drivers, SLC, Project Management, Formal
Configuration Management, Bench development skills, J1850 and CAN

Embedded Systems Software Engineers

C or Assembler programming, Microprocessor Architecture and Interfacing
experience, real-time microprocessor program development, Software
Development Lifecycle, Requirements Analysis, Software Design, Coding,
Unit and Integration Testing, Bench Development skills.

Engineering Associates
* 4-year degree in Electrical Engineering or Computer Engineering required

All positions require relocation to Southeast Michigan. Please mail, fax or
email your resume, indicating position of interest, to: EDS Recruiting, Dept.
72-9578, Attn: Deborah Polvi, 700 Tower Drive, 5th Floor, Troy, MI 48098;
Fax: (520) 833-9309; Email: deborah.polvi@eds.com.

DS

EDS is a registered mark and the EDS logo is a trademark of Electronic Data Systems Corporation. EDS is an equal opportunity
employer and values the diversity of its people. Copyright ©2000 Electronic Data Systems Corporation. All rights reserved.
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A CONSUMER ELECTRONIC LEADER

TAKING WIRELESS TECHNOLOGY TO
THE NEXT LEVEL.

INTRODUCING WIRELESS
CAREERS FROM PANASONIC.

We're Panasonic Wireless, the North American
Design Center (Suwanee, GA & Calgary,
Alberta, Canada) of an electronics giant. As an
industry leader with a rapidly growing wireless
unit, we can offer outstanding opportunities to
ambitious, forward-thinking individuals. We're
leading the way in digital technology with real-
time embedded software and wireless/cellular
projects. We have all of the excitement and
advantages of a startup venture, yet with all of
the rock solid support of a global electronics
icon. Our headquarters is also located in
Suwanee, GA. Just minutes away from the
exciting, cosmopolitan city of Atlanta, we're still
just far enough from the hustle and bustle to
experience an outstanding quality of life.

SOFTWARE POSITIONS

Engineer 1 SR Engineer
Engineer II  Staff Engineer

m
3
o
o
o
o
®
o
n
2
o
o
@

(Positions in Firmware, Protocols and
Applications)

SYSTEMS & VERIFICATION

Test Engineer
Systems Engineer

HARDWARE POSITIONS

Engineer I Staff Engineer

Engineer II  Technical
Group Leader

(Positions in RF and Logic)

You'll enjoy a highly competitive salary,
excellent career growth, and a
comprehensive benefits package that
includes medical/dental/vision, 401(k),
tuition reimbursement, and product
discounts. For consideration, please
forward your resume to

recruiting@panasonicatlanta.com or fax

Over 55,000 770-338-6001. Attn. Jobcode ES8/00. EOE
Quahfled Panasonic
SUbSCI‘lberS Wireless Design Center

Matsushita Mobile Communications
Development Corporation of U.S.A.

Il Rubin Respons

il \ } 1
847-619-9800
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. 8051 * 80186 » 80196
* DSP 320Cxxx * TriCore * PIC
* Real-time trace

* Serial, parallel, &
LAN interface

* C/C++ level
Chameleon
Debugger

* Multi-core
debugging

www.signum.com
liJ € * N\ 'l' f 800-838-8012

805-523-9774
11992 Challenger Ct. * Moorpark, CA 93021

Fax: 805-523-9776

MICROPROCESSOR CORE
SAVES COST
AND DESIGN TIME

Design your custom board
around the Rabbit 2000™
core module. Easy and
rapid development, plus
you save production
and component costs!

190"x 230"

» 401/0 pins < 4 serial ports « 7 timers
* Battery-backed time/date clock
* 128K-512K SRAM « 256K flash

» Clock up to 25.8MHz

W\ G U

DeV: Kit 7 \WOR

only $169
Includes RCM2020 core module, Call toll-free
prototyping board, Dynamic C
software (not a trial version!), 888-362-3387
serial cable for real-time debugging, or buy online at
and documentation on CD-ROM

www.zworld.com

2900 Spafford Street, Davis, CA 95616 = Tel 530.757.3737 = Fax 530.753.5141

Fast. Reliable. Affordable.

l‘maunl port Paralle! port
EMP-2 EMP0

$449 -h ?

Pc naw:‘
" $130.05
NEEDHAM'S DEVICE PROGRAMMERS are the easiest and most
cost-effective way to read, program and verify 2716 — 8 meg
EPROMS. Support for Micros, Flash, EPROM, 16-bit, PLDs, Low
Voltage and Mach (call for support list for specific models, or download
demos from our BBS or web site). Easy to use menu driven
software features on-line help, and a full-screen editor. Support
for macros, read and save to disk, and split and set options
« Free technical support  Free software upgrades
* 1to 2 year warranty on all parts and labor
* 30-day money-back guarantee  Made in the U.S.A.
« All models include software, on-line help, cables, and
power transformers (where applicable)

(916) 924.8037
NEEDHAM ELECTRONICS, INC.

4630 Beloit Drive, #20, Sacramento, CA 95838
FAX (916) 924-8065 » BBS (916) 924-8094 (€3
(Mon. - Fri. 8 am - 5 pm, PST) @ Bl ﬁ

http://www.needhams.com/
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We can save your valuable time!

CING'
INTROPY FuII Featured In-Circuit Emulator
« Hitachi

HB8/H8S
SH1/2/3/4

* Qualcomm
” MSM3000
” " MSM3100
7 ) i
P ARM7/9

"ETM support”
- N

* Motorola
68K/PowerPC

EC
V800/v8s50

Supports a wide range of micro-
processors & micro-controllers

Universal Architecture * Mitsubishi

M16C/M32R
* Real Time Filtering Trace
* 100MHz Bus Speed Support S F“‘g;}{ﬂc..,e
*+ CI/C++ Source Level Debugger FR30/FR40
« Easy to Use! « Toshiba, Sharp,

Panasonic, OKI1

Also ask about our Flash Programmer! & more !

Yokogawa Digital Computer Corp of America
Tel: (408) 244-1932

Fax: (408) 244-1881
YOKOGAWA ’ http:l/?l(wslv.y cusa.com

email: info@ydcusa.com

In-Circuit Emulators

= a
+ Plug-in boards or RS-232 box

- Choice of user interface: DOS, Windows or Borland
keypress compatible. Hosted on PC's or Workstations
- Supports virtually all derivatives of the 8051 family
- Source-level Debugger with complete C-variable support
- Real-time emulation speed up to 42 MHz
- 64 bit wide, 256K deep trace with time stamp and
“source line tracing

5ft. cable

Fax-On-Demand
Literature Request Service

Call for a
Free Demo Disk.

nOHaU 51 E. Campbell Avenue
Campbell, CA 95008
CORPORATION Fax (408) 378-7869

C/C++ programmable

. M
Mu |'| u I'I [: Low Cost, Standalone
o0 psp Motion Controller
@ Built-in firmware for PID, profile,
electronic gear
o 47'x38,

386EX/186
PMD MC2140

® 2-0r 4-axis servo
motion control

® Quadrature/ADC
inputs, DAC/PWM
outputs

@ RS-232/485, timers,
watchdog, TTL I/0, ADC

We have 30+ Low Cost Controllers with ADC, DAC,
solenoid drivers, relays, PCMCIA, LCD, DSP motion
control, 10 UARTs, 300 1/0s. Custom board design.
Save time and money!

TER]

1724 Picasso Ave., Suite A
Davis, CA 95616 UsA
Tel: 530-758-0180 * Fax: 530-758-0181

hitp://www.tern.com
tern@netcom.com - @‘

Emulators that change
s0 you don't have fo.

iSYSTEM™ in-circuit emu-

lators and software pre-

serve your investment in

time and capital. Migrate to

any of 300+ devices with a simple
swap of the pod or a software setup. €500, Z80/180, CR16,
And retain the same user interface PICAND MANY MORE.
with winIDEA™, our integrated development environment.
Adaptable, powerful, and easy to use—that's great value.

68K, 683XX, MCORE,
MPC, 8051, 80X86,

Call for your free demo CD
1 888 543-5300

usa@isystem.com
www.isystem.com

Production and Engineering Programmers
Extensive support for
Microchip PICs and others,

Wide variety of package types supported.
Thousands of happy customers worldwide
are living proof of our product quality.
Please contact us and find out why
Advin is your best choice.

— Accept trade-ins of out-dated Data I/0 models —
www.advin.com
1-888-GO-ADVIN  408-243-7000

Prom

vithTrace

The Leader in Memory Emulation

Trace to pinpoint startup problems
and isolate real-time bugs.

Code Coverage to verify execution
and speed up QA.

Ultra-fast downloads via Ethernet,
parallel and serial ports for Unix,
Windows 95/NT and DOS.

Grammar Engine Inc.
Call Toll Free:

1-800-776-6423

www.gei.com




8051, 80C196

Integrated Development Systems:
Compilers, Simulators, Programmers,
In-Circuit Emulators

Non-intrusive, with trace feature, hardware uncondi-

tional & complex breakpoints, triggers, programma-

ble clock, memory mapping & banking, full project &
source level support for C compilers...

www.phyton.com

(718) 259-3191 PhytGn

= Programs over 1200 devices

(E(E)PROM, Flash,Serial, PALCE, GAL,875x/895x,
93Cxx,17xx,PIC16xx)

Fast parallel link to any PC, even laptops
40-pin universal pin driver and current limit
On-board processor and built-in power supply
Unbeatable programming speed

Checks for incorrect device insertion
Automatic EPROM ID search

Supports WIN95/98/NT

NO fans & modules are required in circuit
Made in USA, Lifetime free software

Visit web site for demo software

Sunnyvale, California, USA
[ Tel: 408=734=8184
EE(T//TooLs Fax: 408=734+8185

www.eetools.com

*Source Level Dobugger
Integroted Development Environment

CODE comes with uMy«rm.chm
"PQ"““"

V‘esta Technology, Inc.

Single Board Computers for the 21t Contury

SBC2000-332

"The best emulator
I ever used!"

« more than 500
derivatives supported
« small emulation probes
« real-time access to internal bus
« can trigger on internal bus events
« cascading triggers
« trace with timestamps
« dual-ported emulation memory
« external trace and triggers
.+ excellent HLL support
AR « code coverage
DEVELOPMENT TOOLS +performance analysis

1-800-45-hitex www.hitex.com

8051 ® 68HCO5 Analog Devices ® Atmel
68HC112COPg = CR16  Dallas 2 Intel ¢ Motorola
DSBOC320/520/530MKBSK . iducral - NECE OK

7BKG * SHGO00/SMESDD ool L

Windows-Based Interface

Source-level debug AR
Real-time/Non-intrusive ‘A 'A van!dﬂa
Rentals available

Arizona, UsA_ Metalink

Cermiplate System $815 =
. R E E
Demo/Prototype board

All tools qualified by
Scenix Semiconductor

« Supports SX18/20/28/48/52 e In-circuit run-
time debugging « Real-time code execution
« Source level debugging e Built-in programmer
« Real-time breakpoint « Conditional animation
break e External break input « Frequency
synthesizer « Selectable internal frequency
« External oscillator support « Software trace
« Unlimited watch variables e Parallel Port
Interface o Runs under Win 95/98/NT
» Comes with SASM Assembler
Single, Gang Programmers and SMT adapters
are also available

Dallas, Texns
Tel 972.980.2960 WWW.atv-transdata.com

I-time Emulator’

Ic- .
PIC-ICD P c-ico
= Debugger + Programmer + DemoBoard

« Designed for 16F87X « Can also support
most 16C6X/7X e In-circuit run-time debugging
« Real-time code execution « 2.5-6V operating

voltage  Source level debugging e Built-in

programmer o Real-time breakpoint

« Conditional animation break e 2 External

break inputs e Selectable internal frequency

« Software trace « Unlimited watch variables
« Parallel Port Interface « Runs under PICICD
IDE (Win95/98/NT) or MPLAB (Win95/98)

Du\los Tvxos
Tel 972.980.2960 WWW. allv-transnala com

. Co;nplaté system
sforfs af $599

“"‘g\ RICET7A

e For PIC12/16/17 « 3-5volt emulation « 64K
program memory « 32K real-time trace
« 12-clip external probe « Source level
debugging e External break input e Trigger and
break output « Real-time breakpoint
o Unlimited software break and trigger points
« Selectable internal frequency « Unlimited
watch variables e Parallel Port Interface » Runs
under Win95/98/NT

Probes for 16F87x and 16C77x by Jan 2000
With data break support

DuHos Texas

Tel 972.980.2960 WWW.adv-transdata.com
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From the Author

of WATTCP o

Optimised
ANSI C
on the
Microchip
PIC.

DOS
Realtime

the

. : Y Kel'ne| Wlth world
T'he pFlashTCP gives you 10BASE-T first

Ethernet connectivity, a full-function

TCP/IP Support

ICP/IP stack and 2 serial ports in a pack- ® Preemptive & Cooperative threads
age 30% smaller than PC/104 solutions. ® Critical Section Protection
Field-proven TCP/IP stack, DOS and PC- o Intecttirena Massaging

: o e ] ® Complete Re-entrant TCP/IP
compatible BIOS make development quick * Web, CGI, FTP, Email, Telnet
and easy. Prices start at $169 qty 100. * Web Graphics

Development kits are available. ™ Interrupt-driven Serial Support

Call 530-297-6073 Fax 530-297-6074 www.ertos.com
See us at the Emb Sys Conf San Jose #5028

JK microsystems JK microsystems

TargetFFS™

2 ®
Complete PICmicro Flash File System

Development System
* Re-entrant Embedded File System
» POSIX and Standard C API

» Guaranteed Integrity Across Resets

e Complete Wear Leveling

Get the TOTAL Package for only

$699

PICmicro® In-Circuit Emulator
PICmicro® Assembler
PICmicro® Debugger
Windows® IDE

e “Thin” Driver Layer
¢ 100% ANSI C Source Code
» Royalty Free

B L U NIK

Microsystems

(408) 323-1758
www.blunkmicro.com

ClearView™ Mathias is a full-featured In-
Circuit Emulator with a highly productive
Development and Debugging environment for
the PICmicro.

SB-56K Multi-DSP Emulator

Fully emulates the selected PICmicro,
including program memory, register
memory, EEPROM, I/O activity, SLEEP
mode and all peripherals.

Imulﬂve Easy to Leam full-featured
it with integrated ClearView
Debugger

Support for the Motorola DSPs:
DSP560xx, DSP563xx, DSP566xx, DSP568xx

SB-56K supports any combination and any count (up to
255) of the devices from the above families. With its
accurate counter allowing to measure code execution
L (benchmarking), small size (1"x2.5"x4"), high speed

t l RS-232 interface, the SB-56K can provide independent

c i 0 0 S @ c 0 m support for multiple devices with option to access each
device on the target board from different workstations

CONTACTS: (972) 272'9392 Fax: (972) 494-5814 Email: sales @tech-tools.com connected through LAN, WAN or Internet.

Te Ch TOOI S e Embedded System‘s Developmeﬁt Tbols

® 1700 Alma Dr.,#495 Plano, TX 75075
Copyright € 1999, TechTools, PO. Box 462101, Garland, Texa: 46-2 * Clea VASM16, PICwriter, PICstation, the “Wizard OMAIN Tel.:(972) 578-1121 / Fax: (972) 578-1086
symbol and TechTools are trademarks of TechTools, P.O. Box fa 046. * PIC ar red trademark of info@domaintec.com
Microchip Technology, Inc.  All other trademarks are trademarks or registered trademarks of their respectiv CHNOLOGIES, INC. www.domaintec.com
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GAL Ep—"' 3865X40 PC104 Embedded Controller UniSTAC for (SA-1110,5A-1100)

Pocket Multiprogrammer

# Programs 8-bit and 16-bit

EPROMs, EEPROMS, Zero

Power RAMs, Flash, serial

EEPROMs # GAL, PALCE,

ATF ® 87xxx, B9xxx,

PIC12/16/17Cxx & All DIL

devices without adaptor ¢ Lightning fast

parallel data transfer (e.g. 27C512 read/compare 2 sec!) # Power
supply independent due to rechargeable battery ¢ Uses PC printer
port ® Hex, JEDEC, and binary file formats # Hex and fusemap
buffer editor ® Split & shuffle for 8-bit, | 6-bit and 32-bit targets ¢
Runs under Win3. 1, 95, 98, NT @ 'Remote control’ by DDE scripts @
Designed for the future due to flexible pin driver technology - new
devices will be added every month @ Device fist, demo software and
lifetime free updates from our website www.conitec.com!

GALEP-111 Set with cable, battery, recharger... $333,00

PLCC Adapeor (or B-bic EPROMs / 16-bit EPROMs / GALs .... each $149.00

S CONITEC 1 et oo oo on g )

Windows & Verusoft Are Regustered Trode Mark O
Microsoft Corp.

Embedded Computer
FREE! v i

Embedded Tools Microsoft,\\
1 0 0 /0 Ready to program using the
latest Microsoft 32-Bit Embedded tools.
Built-in Remote Debug and Touch
Screen makes this complete package
easy to use. For More Information and
Pricing Visit Our Web Site.

www.RLC.com

Enterprises, Inc.
Toll Free 1-888-RLC-TECH

Wlnda %E Touch Screen 6"

e products available:
486SX,AC/DC, wvo.mu*ummz

NUCLEUS Eecronic Corp. 800-683-7335

Sfrgng ARM designs

Min-Circuit Emulator Features:
* 64K frames Real-time Bus Trace
* 8 Mbytes emulation memory
*1 hardware breakpoints
3 s Ui
UniSTAC is B
a full-featured, + Program performance
analysis and code
high-end devalopment' pelise
system for Strong ARM = Test target included
SA1 :fl? deS|gns I MSophia Interface with target
Powerful In-circuit Emulator « Sophia original connector-without
featuring: 8 Mbytes emulation removing target CPU
memory, non-intrusive « Adapters also available for BGA256.
f
Real-time trace capture and l:::-ncod “(.;-t.:l :oun;o: level
: ugger Watchpoint®

il g'sPIEY’ Support for hardware Sophia's powerful high-level language
; reakpoints. debugger hos(sd on Windows"95/98,
WindowsNT’

Also Supported

Fower PCARMTS1B4/ 36676 Sophla

Pentiun, 680x0, SuperH, S
V800/850E,R3000/4000,

MI6C, M32R 408-467-92211

ST e | www.sophia.com

100 Mhz CPU 1/4 VGA

320x 240

o Elan SC-400 ( 486 100 Mhz )
* Solid State Disk

e Serial Ports (3)

© Printer Port

* Digital I/O (16 )

* Analog Inputs (6 ), 12 Bit

® PCMCIA Card Interface
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Meeting
of the
Minds

October 18-19, 2000 * adam's Mark Notel * dallas, tX, Usa

dttention signal processing

engineers and programmers!

Don't miss this unique opportunity to enhance your signal
processing knowledge and design skills. Take advantage of the
many opportunities available this fall to enhance and update your
signal processing knowledge at ICSPAT, the premier international
forum for emerging signal processing research and development.

At ICSPAT, you can review cutting-edge research from around the
world. Hundreds of white papers will be presented in more than
30 application areas including: Audio, Biomedical, Communications,
Industrial Applications, Image Processing, Multimedia, Robotics,
Telephony and more!

what you'll get at icspat:

¢ Access to white papers in more than 30 application areas in the
ICSPAT program

* A window on the future of signal processing and the applications
in which it is used

e High quality technical knowledge and skill enhancement

* Expanded lectures offering more in-depth, enhanced coverage
of topics

e Tutorial and plenary sessions as well as free product training
representatives

* The official proceedings on CD-ROM

Web:
www.dspworld.com
Phone:

(800) 789-2223

Fax:

(415) 278-5390

Mail:

ICSPAT

C/o Corporate Registration
P.O. Box 612768
Dallas, TX 75261-2768
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EMBEDDED

SYSTEMS
CONFERENCE

September 24 - 28, 2000 ® San Jose Convention Center ® San Jose, CA

Don’t miss the most innovative Embedded Systems Conference to date.
More than 390 leading vendors, the industry’s most respected speakers, and 69 new classes.

Real-Time Object-Oriented Internet-Appliance
Development Classes: Design Classes: Design Classes:

® The Twenty-Five Most Common e System Design: Architectures e Creating a Miniature Web
Mistakes with Real-Time and Archetypes Server from Scratch

Software Development ¢ Distributed Software Design ® Designing an Embedded
* Really Real-Time Systems Challenges & Solutions USB Device Driver

* Real-Time Architectures * Modeling Complex Behavior Simply e Communication Protocols

* Dynamic Priority Scheduling * Rapid Iterative Development for for e-Appliances

« Designing Embedded Real-Time Embedded Systems ¢ Inside Real-Time Kernels

Systems with Hardware and ¢ How to Write Object-Oriented e Utilizing the World's Least
Micro-Kernel Reusability Filters and Encoders Expensive Network Topology

¢ Performance vs. Portability: ¢ Key Principles in Refactoring e Internet-Appliance
POSIX Programming Techniques Embedded Kernels Control Software

e Architecture Driven Software
Co-Sponsored by: Design for Embedded Systems




Radio Days

uype

H] I'm from the government and
I'm here to help you!” We cringe when
bureaucrats extend their helping
hands—hands that usually take more
than they give. Yet in the past few
months Big Brother has delighted a
lot of its citizens.

In May 2000 the Department of

Defense turned off selective availability,
the “feature” in the GPS system that
deliberately introduced position errors
into what is otherwise an amazingly
accurate system. The military once
worried that giving the world high-

accuracy GPS increased the threat of

accurate bombing of American cities.
With our traditional enemies gone,
and with the knowledge that the DOD
can indeed turn off GPS to any partic-
ular area at any time, selective avail-
ability was clearly an anachronism.

I, for one, have always been infuriated
that my tax dollars were used for both
reducing the accuracy of GPS, and for
cheating the system to recover the lost
accuracy. For the Coast Guard has long
offered differential GPS, a system that
restores the lost accuracy by transmitting
correction data from sites whose position
has been determined with great care.

So now a little $100 navigation set
can show your location to better than
15 meters—sometimes much better.
This week my unit was showing an esti-
mated position error of just one meter.

Perhaps this new precision will
change many of the embedded systems
we're building now. Car navigation
units, for instance, often watch for
abrupt course changes—like turning a
corner—to determine that the vehicle
is right at a particular intersection. That
technique may no longer be needed.

In December 1999, the FCC also
gave some of the country’s citizens a
gift when they amended the license
structure for ham radio operators.
The ruling affected many aspects of
the hobby, but most profoundly, it
eliminated the insanely high Morse
code speed requirements.
Previously, any ham operator wish-
ing to transmit voice in most of the
HF bands (under 30MHz) had to

Jack G. Ganssle

able. Now computer obsession and
cheap worldwide communication
supplants most folks’ willingness to
struggle with making contacts on
noisy, unreliable HF frequencies.
Though TI've had a license for
decades, my fascination for working
with radios died long ago. It’s pretty cool
to make contact with someone a conti-
nent away, but it’s so much easier to pick

up the phone or pop out an e-mail.

pass a code test at thirteen words per
minute. The “Extra” license, ham
radio’s peak of achievement,
required twenty wpm.

No doubt lots of you have struggled
with the code. Most folks quickly reach a
plateau around 10wpm. Getting to thir-
teen wpm requires an awful lot of effort.
With the stroke of a pen the FCC maxed
the speed at five wpm for all license
grades. Five wpm is so slow—two sec-
onds per character—that anyone can
quickly pass the test just by memorizing
the dits and dahs.

Ham

thinning for decades, partly due to

radio’s ranks have been
the difficulty of passing the code
test, and partly due to young peo-
ple’s fascination with computers. In
the olden days, ham radio was the
Internet of the age; technically ori-
ented people played with radios
because computers were unobtain-

Being busy, I've little time or desire to
contact a more or less random person

just to chat. Too much like a blind date.

I'd rather spend time talking with
friends and neighbors.

But when sailing I do find the ham
bands useful since it’'s about the only
way to talk to pals on other, distant
boats, or to get messages to friends and
family ashore. At sea, 1,000 miles from
land, that radio suddenly becomes
awfully compelling.

Today we're surrounded by radio
transmissions, from the diminishing
ranks of ham signals, to the dozens of
FM-stereo stations in every market, to
high-powered AM talk shows, TV sta-
tions, Bluetooth-enabled systems chat-
ting with each other, GPS signals
beamed from space, and, of course, the
ubiquitous cell phone. Wireless is the
future. We’re wrapped in a dense fog of

electromagnetic radiation.
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We interrupt this frustrating web search for

EDA tools ana design information

to bring you the following announcement...

Now you have one place on the Internet
where all the latest design automation news
and product information is just a click or two
away. It’s www.eedesign.com. And it draws
on the resources of the leading information
providers, analysts and manufacturers in the
business.

At EEdesign, you’ll have instant access
to the latest news coverage from EE Times’
Richard Goering, Michael Santarini and Peter
Clarke. You’'ll get the inside story on solving
real-world design problems from the peer
experts in Integrated System Design.

And speaking of engineering experts,
you'll also have an exclusive direct connection

to John Cooley’s DeepChip.com site, home of

the fiercely independent ESNUG email

newsletter. That’s something no other EDA
portal site can offer!

Plus we’re featuring Toolwire, creator
of the Design Chain Management Network,
as our partner for web-based electronics
design.

You'll also have access to an industry-
wide interactive design tools product directory.
What’s more, in coming months we’ll add
seminars, bulletin boards, polls and a lot
more. All under the direction of Tets Maniwa,
regarded by many as the leading EDA
advocate in the world today.

So if you’re looking for EDA tools and
information and want it right now, log on to
www.eedesign.com. It just might be the most

productive design decision you’ve ever made!

ETWORK PARTNERS

imes, SBN, Embedded.com,

- =

er Designers,

Home Toys, PCN Alert, ChipCenter,

Communi

:ations System Desighn,
Design & Reuse, Circuits Assembly,
HDI, PC Fab, Printed Circuit Design,
Toolwire, DeepChip, EDA Connect,

WebPRN (Web Product Realization Network)

www.edtn.com

EDTN

network
It’s all right here.




Magazines abound with stories of

these wireless marvels, yet I suspect
that the majority of embedded devel-
opers have little to do with radio-based
devices. That’s a shame, since the tech-

nology underlying radio has much to
The guts of radio
Think of that pea soup fog of electro-

magnetic waves that surrounds the
planet. An antenna funnels all of it

into your radio, an incredible mush of

frequencies and modulation methods

that amounts to an ineffable blather of

noise. Where is that one rock ‘n’ roll
station you're looking for in all of the
mess? How can a $30 portable FM
receiver extract ultra-high fidelity ren-
ditions of Weird Al’s scatological riffs
from the noise?

Today’s radios invariably use a
design called the Superheterodyne,

fortune

conlact us

® BREAK POINTS

Magazines abound with stories of these wireless marvels, yet I suspect that the
majority of embedded developers have little to do with radio-based devices.
That's a shame, since the technology underlying radio has much to offer even

non-wireless developers.

or Superhet for short. Heterodyning
is the process of mixing two AC sig-
nals to create a third at a lower fre-
quency, which is easier to amplify and
use.

The radio amplifies the antenna’s
output just a bit and then dumps it into
a mixer, where it’s added to a simple
sine wave (produced by what’s called a
local oscillator) near the frequency of the
station you'd like to hear. The mixer’s
output is the sum and the difference
of the raw antenna signal and the
local oscillator’s sine wave. Turning
the dial changes the frequency of the
local oscillator.

Suppose you’d like to hear Weird
Al on 102MHz. You set the dial to 102,

but the local oscillator might actually
produce a sine wave about 10MHz
lower—92MHz—resulting in a 10MHz
difference frequency and a 194MHz
sum (which gets rejected). Thus, the
mixer outputs a copy of the station’s
signal at 10MHz, no matter where
you've tuned the dial.

A filter then rejects everything
other than that 10MHz signal. The
air traffic controller on 121MHz, the
trucker’s CB at 28MHz, and adjacent
FM stations all disappear due to the
filter’s selectivity. All that other
stuff—all of that noise—is gone.
More amplifiers boost the signal,
another mixer drops the frequency
even more, and a detector removes

|

Can CMX Really Put TCP/IP
On My Little Ole m Chip?

It might just put the spﬁrkle back in your eyes!

Yes, Ma’am,
CMX has been doing
amazing things with
RTOSes and TCP/IP
stacks for many years
now. If you haven’t
visited us in a while,
you are missing a
lot of cool, new
technology that is
economical, royalty
free, and comes with
source code.

 CMX
. SYSTEMS

680 Worcester Road
Framingham MA 01702
Ph: (508) 872-7675

Fax: (508) 620-6828
email: cmx@ecmx.com
WWW: www.cmx.com
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New for 2000...

 EmbeddedSystems

CD-ROM Library
1988-1999

The Embedded Systems Programming CD-ROM Library
Release 5.0 contains all columns, features, news items,
editorials, and source code from the 1988 premiere
issue through the December 1999 issue. This time-saver
contains a powerful text search engine and is a must-
have for veteran readers and for those new to Embedded
Systems Programming, the preeminent source of
embedded development for more than 11 years.

Features Include:

» All columns, features, and source code from the
premier 1988 issue through the December 1999 issue

* More than 1,200 articles—all columns and features
* A powerful text search engine

* The entire 2000 Buyer’s Guide—more than 1,200
products covered in detail

* Code you can copy directly into your designs

* Windows, Unix, Linux and Mac compatibility

* All past and present author biographies

* Links to updated information on www.embedded.com

$79.95 new $29.95 upgrade

ways to order:

online e-mail
www.embedded.com orders@mfi.com

phone
(800) 444-4881 U.S./Canada
(785) 841-1631 other countries

Order it Online today!
www.embedded.com



the RF part of the station, putting
nothing more than unadulterated
Weird Al out the speakers.

But how does the technology
behind radio affect embedded sys-
tems? I've found it to be one of the
most useful ways to eliminate noise
coming from analog sensors, particu-
larly from sensors operating near DC
frequencies.

Consider a scale, the kind that
weighs packages or people. A strain
gauge typically interprets the load as a
Feed a bit

through the gauge and you can calcu-

resistance. of current
late weight pretty easily. The problem
comes in trying to measure the sam-
ple’s weight with many digits of resolu-
tion—at some point, system noise
overwhelms the signal.

Noise has all sorts of sources. That
sea of radio signals gets coupled into
the strain gauge’s wiring. So do distant
lightening strikes. The analog-sensing

electronics, itself, inherently adds
noise to the signal. The challenge is to
reduce these erroneous signals to
extract as much meaningful data as
possible.

In their anti-noise quest, analog
designers first round up all of the
usual suspects. They shield all sensor
wires, twist them together to cancel
common-mode signals, and wrap mu-
metal (an electromagnetic barrier)
around critical parts of the circuit.

When the analog folks can’t quite
get the desired signal-to-noise ratios,
they ask the firmware folks to write
code that averages and averages and
averages to get quieter responses.
Averaging

yields diminishing

returns (increase the number of
sums by an order of magnitude and
you only get 50% noise reduction)
and eats into system response time.
When the system finally gets too

slow, we go to much more complex

algorithms like convolutions, but
consequently lose some of the noise
minimization.

None of these approaches are bad. In
some cases, though, we can take a lesson
from RF engineers and quiet the system
by just not looking at the noise. Analog
noise is quite broadband; it’s scattered all
over the frequency domain. We can
hang giant capacitors on the strain

gauge to create a filter that eliminates all

non-DC sources, but at the expense of

greatly slowing system response time
(change the weight on the scale and the
capacitor will take seconds or longer to
charge). This sort of DC filter is exactly
analogous to averaging.

It’s better to excite the gauge with RF,
say at 100MHz, instead of the usual DC
current source. Then build what is
essentially a radio front-end to mix per-
haps a 90MHz sine wave with the signals,
amplify it as much as is needed, and
then mix the result down to a low fre-
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quency suitable for processing by the sys-
tem’s A/D converter.

Off-the-shelf chips implement most
of the guts of a radio. These offer high
“Q’ factors, which is a measure of the fil-
ter’'s narrowness. One that passes just
1,000Hz of the spectrum (meanwhile
rejecting all other frequencies and thus
most of the noise) has a higher Q than
one that passes 10,000Hz.

Morse code hung in as a viable
communications method for 150
years because it is incredibly band-
width-efficient and noise-immune.
You can filter out all of the RF spec-
trum except for just a tiny 100Hz
slice, and still copy the information
intact. Virtually all noise disappears.
Voice communication, by compari-
son, requires at least 3kHz of band-
width, thus a much lower-Q filter, and
makes the system that much more
susceptible to noise.

The scale is Morse-like, since the
data changes slowly. The high-Q filter
yields all of the information with
almost none of the noise.

A radio design also greatly simpli-
fies building very high-gain ampli-
fiers—your FM set converts mere
micro-volts out of the antenna into
volts of speaker drive. It further
removes the strain gauge’s large DC
offset from its comparatively small sig-
nal excursions.

Another example application is a
color-measuring instrument. Many of
these operate at near-DC frequencies
since the input sample rests on the
sensor for seconds or minutes. High
resolution requires massive noise
reduction. The radio design is simple,
cheap (due to the many chip solutions
now available), and quiet.

Many eons ago I worked as a tech-
nician on a colorimeter designed in
the '60s. The design was quite fasci-
nating as the (then) high cost of elec-
tronics resulted in a design that mixed

both mechanical and electronic ele-
ments. The beam of light was inter-
rupted by a rotating bow-tie shaped
piece of plastic painted perfectly
white. The effect was to change the
DC sensor output to about a 1,000Hz
AC signal. A narrow filter rejected all
but this one frequency.

The known white color of the bow-tie
also acted as a standard, so the instru-
ment could constantly calibrate itself.

The same company later built
devices that measured the protein con-
tent of wheat by sensing infrared light
reflected from the sample. Signal levels
were buried deep into the noise.
Somehow we all forgot the lessons of the
colorimeter—perhaps we really didn’t
understand them at the time—and
slaved on every single instrument to
reduce noise using all of the standard
shielding techniques, coupled with
healthy doses of blood, sweat, and tears.
No other technical problem at this com-
pany ever approached the level of trou-
ble created by millivolts of noise. Our
analog amplifiers were expensive,
quirky, and sensitive to just about every-
thing other than the signal we were try-
ing to measure.

Years of struggling with the noise in
these beasts killed my love of analog.
Now I consider non-digital circuits a nui-
sance we have to tolerate to deal with
this very analog world.

The murky future

It scares me that we could have learned
so little from the rotating bow-tie. I'm
worried as well that increasing special-
ization reduces cross-pollination of
ideas even from within the same indus-
try. The principle behind radio eludes
most embedded folks despite its clear
benefits.

Knowledge is growing at staggering
rates, with some pundits predicting
that the total sum of information will

double every decade before long. At
this year’s Embedded Executive
Conference Regis McKenna played
down this issue since machines will
manage the data.

I’'m not so sanguine. Skyrocketing
knowledge means increasing special-
ization. So we see doctors specializ-
ing in hand surgery, process engi-
neers whose whole career is focused
on designing new Clorox bottles, and
embedded developers
experts at G, but all too often they

who are

have little understanding of what'’s
going on under the hood of their
creations.

A generalist, or at least an expert in
a field who has a broad knowledge of
related areas, can bring some well-
known techniques—well known in
one field—to solve problems in many
other areas. Perhaps we need an
embedded Renaissance person, who
wields C, digital design, and analog op
amps with aplomb. The few who exist
are on the endangered species list as
each area requires so much knowl-
edge. Each can consume a lifetime.

The answer to this dilemma is
unclear. Perhaps when machines do
become truly intelligent they’ll be able
to marshal great hoards of data across
application domains. Our role then
seems redundant, which will create
newer and much more difficult chal-
lenges for homo sapiens.

I hope to live to see some of this
future, but doubt that we’ll learn to
deal with the implications of our
inventions. Historically, we innovate
much faster than we adapt. esp
Jack G. Ganssle is a lecturer and consul-
tant on embedded development issues. He
conducts seminars on embedded systems
and helps companies with their embedded
challenges. He founded two companies spe-
cializing in embedded systems. Contact him
at jack@ganssle.com.
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